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Abstract

LLM-powered multi-agent systems are increasingly deployed

in production, yet diagnosing their failures remains a ma-
jor operational challenge. Unlike failures in cloud architec-
tures, which manifest through structured telemetry, multi-
agent system failures are embedded in unstructured natural-
language interactions, cascade silently across semantic bound-
aries, and defy attribution due to a lack of prior domain

knowledge. Existing LLM-as-a-Judge approaches treat execu-
tion trajectories holistically, misattributing cascaded failures

and fabricating plausible but ungrounded explanations. To

overcome the limitations of existing methods, we present

TraJudger, a structure-guided failure attribution system de-
ployed in production at a global top-tier online shopping ser-
vice provider. Trajudger constructs a Hierarchical Cognitive

Graph from raw trajectories to recover explicit inter-step de-
pendencies, deploys four category-specific specialist agents

for typed failure detection, and performs graph-constrained

backward tracing to ground root-cause identification in veri-
fied dependency paths. On 121 production and 126 bench-

mark failure trajectories, TraJudger achieves a relative im-
provement of at least 15% and 13.3% over state-of-the-art

methods at the agent and step levels. TraJudger has been de-
ployed at Company A for over one month, reducing average

time-to-attribution from 30 minutes to under one minute.

CCS Concepts: « Computing methodologies — Multi-
agent systems; - Computer systems organization —
Maintainability and maintenance; Reliability.

Keywords: Failure Attribution, LLM-Powered Multi-Agent
Systems, Trajectory Analysis

1 Introduction

Large Language Model (LLM)-powered multi-agent systems
(MAS) are increasingly entrusted with complex production
tasks [9, 14, 15, 26, 29]. At Company A, we operate several
such platforms, each serving over ten thousand monthly ac-
tive users in domains spanning software development, data
analysis, and information retrieval. These platforms orches-
trate heterogeneous LLM agents (e.g., Orchestrator, Web-
Surfer) that cooperate through multi-turn natural language
interactions to fulfill queries [4, 7]. As deployment scales, reli-
ability has emerged as a first-order concern [5, 37, 38]: a non-
trivial fraction of executions yield incorrect or constraint-
violating outcomes, imposing a sustained diagnostic burden
on on-call engineers (OCEs).
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Figure 1. Failure attribution workflow. Given a failed tra-
jectory together with the user task and agent prompts, the

attribution module identifies the root causes to guide repair.
Maintaining reliability hinges on failure attribution [19,

44, 50], which identifies the root-cause agent, the root-cause
step, and the failure type from a failed trajectory and ar-
tifacts (i.e., task description, agent prompts, tool registry),
as shown in Figure 1. At Company A, this task has long
been performed manually. Upon receiving a user-reported
failure, OCEs inspect the execution trajectory, defined as the
sequence of agent actions and system states recorded during
task execution, to localize the root cause. These trajectories
typically span tens of thousands of tokens. Such manual di-
agnosis requires approximately 30 minutes per case, even
for experienced OCEs, hindering scalability to production.

Automated failure diagnosis has been studied extensively
for cloud services [1, 11], microservices [25, 46, 47], and data
center networks [28, 36, 40]. The success of these automated
diagnosis approaches rests on two foundational properties:
(1) structured observability, whereby failures manifest as
machine-parseable telemetry such as key performance indi-
cators, distributed traces, and topology-derived dependency
graphs [6, 8, 23, 35, 46, 47]; and (2) well-characterized failure
taxonomies, in which each category exhibits distinguishable
signatures codified into troubleshooting guides and domain
expertise [17, 25, 40]. LLM-powered MAS satisfy neither
property. Interactions within these systems unfold in natural
language [4], without structured metrics or static call graphs.
Failures instead reside in the semantic content of trajectories,
rendering conventional telemetry ineffective [18, 33].

To bridge the gap, the prevailing paradigm is LLM-as-a-
Judge [2, 44, 48], which leverages the understanding and rea-
soning capabilities of frontier models to analyze raw trajecto-
ries directly. While adequate for locally constructed MAS in
controlled settings, our empirical analysis of Company A’s
failures exposes three challenges (Figure 2) that undermine
this paradigm in real-world deployments.
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Figure 2. Three systematic challenges observed in production failure attribution. Hidden cascade: the root cause at an
upstream agent propagates silently through semantic boundaries; the judge misattributes it to the symptom-proximate step.
Type confusion: a monolithic judge conflates heterogeneous failure categories. Hallucinated attribution: the judge fabricates a

narrative unsupported by trajectory evidence.

Challenge #1: Hidden error cascades across semantic
boundaries. In MAS, a subtle upstream error propagates
silently through natural-language context [18], accumulating
across downstream agents until it surfaces far from its origin.
Unlike microservice architectures, where cascades are cap-
tured by distributed traces [47] and alert storms are aligned
with topology links [40], MAS expose no explicit depen-
dency structure for retracing this path. LLM-as-a-Judge con-
sequently misattributes cascades to the symptom-proximate
agent: in our production data, the agent-level accuracy of
state-of-the-art judges falls from 0.67 to 0.39 once trajectories
exceed ten steps.

Challenge #2: Type-heterogeneous failures requiring
divergent detection strategies. MAS failures span orthog-
onal cognitive categories, including constraint violations,
hallucinations, execution loops, and collaboration break-
downs, each demanding a distinct reasoning strategy. Tra-
ditional systems surface diverse failures through a shared
observability stack and thus admit a unified diagnostic frame-
work [16, 25, 47]; in MAS, by contrast, no single prompt can
encode all evidence patterns required across failure cate-
gories. A monolithic judge, therefore, conflates failures, with
53.3% of constraint-violation cases in our evaluation misclas-
sified as hallucinations.

Challenge #3: Hallucinated root-cause attribution with-
out structural grounding. Root-cause reasoning in tra-
ditional systems is anchored by topologies [40], incident
archives [1], and dependency graphs [47]. MAS workflows
are dynamically composed, lack precedent, and have no his-
torical failure repository to ground reasoning [12, 20]. Absent
such structural anchors, LLM judges drift toward narrative
plausibility: only 42.1% of a frontier model’s explanations
in our verification are grounded in trajectory evidence; the
remainder fabricate plausible yet unsupported stories.

To address the above challenges, we propose Trajudger,
a production-ready failure attribution framework for LLM-
powered MAS. Specifically, to mitigate hidden cross-agent
error cascades, Trajudger first constructs a Hierarchical Cog-
nitive Graph (HCG) from raw trajectories to recover ex-
plicit structural dependencies. To handle type-heterogeneous
failures, it then employs multiple category-specific special-
ists that diagnose failures in parallel using tailored reason-
ing strategies. To prevent hallucinated attribution, it finally
performs conduit-aware backward tracing over verified de-
pendency paths, ensuring that root-cause localization is
grounded in structural evidence.

Our main contributions are summarized as follows:

e We conduct an empirical study on failures from Company
A’s LLM-powered MAS platforms, identifying three recur-
ring attribution challenges: hidden cross-agent cascades,
type-heterogeneous failures, and ungrounded attribution.

o We design and implement TraJudger, a structure-guided
failure attribution system that makes inter-agent dependen-
cies explicit, invokes specific specialists for failure detection,
and performs graph-constrained tracing for attribution. By
separating structural reconstruction, specialized detection,
and constrained reasoning, TraJudger improves accuracy
and interpretability in MAS failure attribution.

e We deploy TraJudger in production at a top-tier online
shopping service provider, where LLM-powered MAS plat-
forms collectively serve over ten thousand monthly active
users and process over ten thousand tasks per month. Tra-
FJudger reduces time-to-attribution from 30 minutes to under
one minute, and outperforms the state-of-the-art methods
by at least 15% and 13.3% at the agent and step levels, respec-
tively. Beyond the accuracy and efficiency improvements, our
deployment distills four operational lessons and highlights
limitations that point to open problems for the community.



Table 1. Taxonomy of failure modes in LLM-powered multi-agent systems.

Category Failure Mode

Description

Task Constraint Deviation

Constraint and Role Violations R
Role Deviation

Output violates explicit task requirements or hard constraints.
Agent performs actions beyond its assigned functional scope.

Hallucination
Logic and Cognitive Errors Logical Inconsistency

Overconfidence

Fabrication of non-existent information or data.
Current output contradicts prior statements or established facts.
Authoritative but incorrect assertions driven by excessive confidence.

Step Looping or Redundant

Execution and Flow Breakdowns Premature Termination

Tool Error

Trapped in repeated actions or executing unnecessary steps.
Task declared complete before objectives are fully met.
Failures in tool invocation (e.g., param mismatches, malformed input).

. . Unclear Communication
Collaboration and Context Failures
Context Ignorance

Passing ambiguous information to downstream agents.
Disregarding prior conversation history or critical corrections.

2 Background
2.1 Failure Landscape

When an end user marks a response as incorrect, the ob-
servability platform of the MAS records the full execution
trajectory as a failed case for subsequent analysis. We ana-
lyze 121 such failure trajectories collected from a production
multi-agent system at Company A that serves over ten thou-
sand monthly active users. The system comprises four agents:
a Clarifier (user intent interpretation), a Leader (task sched-
uling), a Coder (code generation and execution), and a Web-
Searcher (web retrieval). Agents communicate exclusively
through natural-language messages, and the orchestration
topology is determined dynamically on a per-query basis.

The dataset exhibits substantial heterogeneity along three
dimensions. First, trajectories vary widely in length and size,
spanning 2-47 interaction steps and 554 to more than 10,000
tokens. Second, failures are not concentrated in a single
mode but instead cover ten fine-grained failure types across
four categories (Table 1). Third, many failures unfold across
multiple dependent steps rather than at a single isolated
point: in 45.5% of cases, the annotated error propagation
chain spans at least three interaction steps. Together, these
observations indicate that failure attribution in production
MAS should handle long contexts, heterogeneous failure
modes, and multi-step error propagation.

2.2 Failure Taxonomy

Existing taxonomies for multi-agent failures adopt various
perspectives: system-level [5], execution-architecture [10],
and agent-environment interaction [31]. Building on these
prior efforts and on our production failure patterns, we define
the taxonomy shown in Table 1. The ten failure types are
grouped into four categories based on the cognitive nature
of the failure, enabling category-specific detection strategies
(§3.3). This taxonomy is not intended to be exhaustive; as
discussed in §6.3, it should evolve with the platform as new
agent roles and orchestration patterns introduce previously
unseen failure modes.

Table 2. Attribution accuracy of LLM-as-a-Judge strategies,
stratified by trajectory length.

<
Method Steps < 10 Steps > 10
Agent Acc  Step Acc  Agent Acc  Step Acc
All-at-Once 0.7 0.644 0.385 0.308
Step-by-Step 0.644 0.578 0.462 0.308
Binary Search 0.656 0.578 0.308 0.077
Average 0.667 0.6 0.385 0.231

2.3 Empirical Evidence

§1 identified three challenges of LLM-as-a-Judge attribution.
Here we present the quantitative evidence behind each claim,
derived from evaluations of state-of-the-art approaches [44]
on our production dataset. We report attribution accuracy
at two granularities: agent-level accuracy (Agent Acc), which
measures whether the predicted root-cause agent matches
the human annotation, and step-level accuracy (Step Acc),
which measures whether the predicted root-cause step index
exactly matches the annotation.

2.3.1 Evidence for Challenge #1: Cascade-Induced Mis-
attribution. Table 2 reports the attribution accuracy of
the three LLM-as-a-Judge strategies from Who&When [44],
stratified by trajectory length. On trajectories with 10 or
fewer steps, the strategies achieve an average agent-level ac-
curacy of 0.67 and step-level accuracy of 0.60. On trajectories
exceeding 10 steps, where longer cascade chains are more
likely, accuracy degrades to 0.39 and 0.23, respectively. This
degradation confirms that holistic judges are systematically
misled by cascade depth: without an explicit dependency
structure to traverse, they default to attributing fault to the
symptom-proximate agent.

2.3.2 Evidence for Challenge #2: Category Conflation.
Table 3 reports per-type classification accuracy when GPT-
5.4 serves as a holistic judge with a unified prompt incorpo-
rating our full failure taxonomy. The judge achieves near-
perfect accuracy on execution flow failures (e.g., step looping



Table 3. Performance analysis of holistic judgment across
failure categories.

Failure Mode #Cases Acc Top Confusion
Task Constraint Deviation 30 0.4  Hallucination (0.533)
Role Deviation 3 0.334 Hallucination (0.667)
Hallucination 32 0.594 Overconfidence (0.188)
Logical Inconsistency 10 0.3  Hallucination (0.3)
Overconfidence 25 0.32  Hallucination (0.48)
Step Looping or Redundant 7 1.0 -

Premature Termination 3 1.0 -

Tool Error 5 0.8  Overconfidence (0.2)
Unclear Communication 2 0.0  Hallucination (1.0)
Context Ignorance 4 0.5  Overconfidence (0.25)

at 1.0) but drops sharply on semantically subtle categories:
hallucination detection falls to 0.59, and logical inconsistency
to 0.75. The dominant misclassification pattern is system-
atic rather than random: 53.3% of Task Constraint Deviation
instances are misclassified as Hallucination, and overconfi-
dence errors are frequently absorbed into the hallucination
label. This confirms that a monolithic judge collapses fine-
grained distinctions into coarse catch-all categories. Each
failure category demands a distinct verification procedure.
A judge that must maintain all procedures simultaneously
tends to default to the most salient heuristic, rather than
executing category-specific verification at each step.

2.3.3 Evidence for Challenge #3: Ungrounded Root-
Cause Reasoning. We task GPT-5.4 [30] with attributing
root causes for failed trajectories where ground-truth error
propagation chains are known, requiring the model to ex-
plain the propagation mechanism linking the selected root-
cause step to the eventual failure. Manual verification by
two engineers, each with over five years of operations and
maintenance experience, reveals that only 42.1% of the expla-
nations produced by the judge are substantively grounded
in trajectory evidence. Among ungrounded attributions, the
LLM fabricates facts to force-fit a failure reason onto the
selected step, even when that step executes correctly. We
further observe cases where the judge arrives at the correct
root-cause step yet provides an entirely incorrect propaga-
tion mechanism, citing non-existent data dependencies or
inventing interactions that never occur in the trajectory.
2.4 Operational Constraints and Design
Requirements

Our production deployment imposes three operational con-
straints that shape the design of Trajudger and rule out
several families of existing techniques.

Constraint #1: Unstructured-trajectory input. Tradi-
tional AIOps tools [8, 16, 47] expect structured telemetry
(metrics, traces, and logs with machine-parseable fields) as
input. In multi-agent systems, however, failures are embed-
ded in the semantic content of natural-language interactions

rather than in machine-parseable signals; there are no log
templates to extract or structured event types to match, mak-
ing these tools difficult to apply directly.

Constraint #2: Non-intrusive attribution. Intervention-
based methods [22, 49] validate causal hypotheses by mod-
ifying agent inputs or intermediate states and re-running
parts of the workflow. In our production environment, such
re-execution is prohibitively expensive due to cost, the non-
determinism of LLM outputs, and potential side effects on
user-facing state. We therefore require a diagnostic approach
that operates on recorded trajectories without perturbing
the running system.

Constraint #3: No task-specific training. Prior fine-tuning-
based approaches [18, 27, 42, 43] rely on supervised or rein-
forcement learning to train dedicated failure trackers. We
do not adopt this paradigm because our production data
does not provide sufficient labeled failure trajectories to
support reliable task-specific training. Moreover, our multi-
agent platform is under active architectural evolution, with
new agents, tools, and orchestration policies introduced fre-
quently; each change would necessitate renewed data col-
lection and retraining. Instead, we build on frontier LLMs
accessed through remote APIs, which better match our op-
erational setting by avoiding retraining and the additional
infrastructure required to host specialized models. Although
fine-tuning may yield higher in-distribution accuracy, an
API-based design is more practical given limited labeled data
and rapid system change.

These constraints lead us to design a system that op-
erates on raw unstructured trajectories, does not rely on
task-specific training, and performs diagnosis without re-
execution.

3 TraJudger Design
3.1 Overview

As shown in Figure 3, TraJudger adopts a three-stage archi-
tecture that progressively transforms unstructured natural-
language trajectories into structured diagnoses.

Stage 1: HCG construction. TraJudger parses the task de-
scription, system prompts, tool registry, and execution trajec-
tory into a hierarchical semantic graph that captures tasks,
constraints, agent roles, actions, and tool invocations. The
HCG serves as a shared structural evidence base for all sub-
sequent stages.

Stage 2: Multi-specialist failure detection. Four indepen-
dent specialist agents (Compliance, Logic, Flow, and Context)
examine the trajectory from complementary perspectives.
Each specialist consumes HCG-structured information and
emits typed failure findings in a unified format.

Stage 3: Conduit-aware failure attribution. Trajudger
infers inter-step trajectory dependencies and instantiates
them as edges on the HCG. It then traces backward from the
final failure along these edges, explicitly modeling conduit
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Figure 3. Architecture of Trajudger. Stage 1 constructs an HCG from the raw trajectory and task specification. Stage 2
dispatches four category-specific specialists in parallel over the HCG. Stage 3 infers trajectory dependencies, traces backward
from the final failure, and produces a ranked diagnostic report with evidence chains.

steps (correct steps that propagate upstream errors), and
produces a ranked diagnostic report with propagation chains.
Design principles. TraJudger is built on two design princi-
ples that address the structural gap identified in §1: (1) Struc-
ture before reasoning: the HCG reconstructs the explicit
dependency representation that traditional systems obtain
from distributed tracing, enabling downstream stages to rea-
son over structural relations rather than raw long text. (2) De-
tection separated from attribution: failure detection (Stage 2)
enumerates candidate failures using category-specific strate-
gies, while failure attribution (Stage 3) localizes root causes
via graph-constrained path search. This decoupling prevents
a single LLM call from conflating failure identification with
structure-guided reasoning.

To facilitate reproducibility and support future research,
LLM prompts used throughout the pipeline are provided in
Appendix A.

3.2 Hierarchical Cognitive Graph Construction

The HCG reconstructs the explicit dependency structure that
multi-agent systems lack (§1). As shown in Figure 4, it con-
verts unstructured execution trajectories into a two-layer
semantic graph: a static cognitive layer encoding task goals,
agent roles, and tools fixed before execution, and a dynamic
execution layer encoding the thought-action sequence pro-
duced at runtime. Intra-layer edges capture temporal and
logical dependencies within the dynamic layer; cross-layer
edges anchor each dynamic step to the static premises it
should obey. Table 4 summarizes the node types and their
sources.

All nodes and edges are extracted from the trajectory and
configuration artifacts through structured LLM parsing. The
LLM serves as a parser rather than a generator: every node
is grounded in a specific text span from the input, and no
information is synthesized beyond what the trajectory and
artifacts contain.

Table 4. HCG node types and their sources in the multi-
agent runtime.

Layer HCG Element Source in MAS Runtime

Task node User query (subgoals and constraints)
Static Role node Agent system prompt (role and rules)
Tool node Tool registry

Intention node  Trajectory step (extracted intent)

Dynamic . . .
Y Action node Trajectory step (extracted action)
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Figure 4. The process of HCG construction.

3.2.1 Static Cognitive Layer. The static layer captures
three categories of premises.

Task nodes. An LLM is invoked with a task-decomposition
prompt to parse the task description provided by the user
into a list of structured items, each with an identifier and a
natural-language description. Items include both subgoals
and hard constraints; both become task nodes, since down-
stream stages (Compliance Specialist, cross-layer linking)
treat them uniformly as premises that dynamic steps should
satisfy. The identifier of each node serves as an anchor for
cross-layer links.



Role nodes. For each agent in the system, the role de-
scription and behavioral rules are extracted from its system
prompt and represented as role nodes. The role description
and its constraints are co-located in the same node group so
that the Compliance Specialist can check the behavior of an
agent against the full specification in a single lookup. Since
these definitions are stable within a given MAS, role nodes
are constructed once and reused across trajectories.

Tool nodes. Each available tool is represented as a node
recording: tool name, owning agent, input schema (param-
eter names and types), per-invocation arguments, return
value summary, invocation status (success or failure), and
error message if applicable.

3.2.2 Dynamic Execution Layer. For each step ¢ in the
trajectory, an LLM extracts two components from the raw
interaction record: what the agent plans to do and what it
actually does. These become a pair of nodes, Intention; and
Action;, connected by two types of intra-layer edges:
Execution edges. Action;_; — Action; for adjacent turns,
capturing temporal ordering.

Depends_on edges. Action; — Intention; (action predi-
cated on intention) and Intention; — Action;_; (intention
derived from the previous outcome).

3.2.3 Cross-layer Linking. Cross-layer edges anchor dy-
namic behavior to static premises, making deviation judg-
ments both retrievable and refutable. During dynamic-layer
construction, the LLM produces candidate links for each step,
materialized as:

Complies_with edges. Intention; — Task; and Action; —
Task;, indicating that the step serves subgoal j or respects
constraint j.

Follows edges. Intention;, — B(a)., indicating that the
intention is derived from the role definition or behavioral
constraint of agent a.

Invokes edges. Action; — Tool(+) for each tool called in
step t.

Together, these three edge types anchor every dynamic
action to the corresponding task goal, role definition, and
tooling, providing a structurally aligned scope for the subse-
quent stages.

3.3 Multi-Specialist Failure Detection

To address the category-conflation problem identified in
Challenge #2 (§1), TraJudger decomposes failure detection
across four focused specialists rather than relying on a sin-
gle monolithic judge, as shown in Figure 5. Each specialist
attends to a single cognitive dimension, reducing per-call
complexity and improving coverage.

3.3.1 Four Category-Specific Specialists. Following the
failure types in Table 1, TraJudger deploys four LLM-driven
specialist agents. Each specialist takes the HCG and the tra-
jectory as input but attends to different node and edge types.
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Figure 5. Multi-specialist failure detection workflow.

Compliance specialist (covers Task Constraint Deviation
and Role Deviation in Table 1). Using task nodes and role
nodes as the reference, this specialist checks, step by step,
whether each action node complies with the task constraints
and with the role definition (and its constraints) of the acting
agent.

Logic specialist (covers Hallucination, Logical Inconsistency,
and Overconfidence in Table 1). This specialist focuses on the
consistency between intention and action nodes within a step
and on the reasoning coherence between adjacent steps. It
targets three classes of issues: intention-action inconsistency,
logical discontinuity, and factual hallucinations.

Flow specialist (covers Step Looping or Redundant, Prema-
ture Termination, and Tool Error in Table 1). This specialist
identifies redundant actions or loops, premature termination
before task completion, and mishandling of tool-call return
values.

Context specialist (covers Unclear Communication and
Context Ignorance in Table 1). This specialist follows the
depends_on edges to trace information flow across agents,
checking whether critical information is correctly propa-
gated and whether previously confirmed key facts are subse-
quently forgotten.

3.3.2 Evidence-Grounded Annotation. After the four
specialists complete their analyses independently, each emits,
for every finding, the failure category, the associated step
index, a failure description, and the detection source. The sys-
tem then deduplicates and merges findings across specialists
using a two-key matching criterion: two findings are con-
sidered duplicates if they share the same step index and the
same failure category from Table 1. When a match is found,
the system retains a single entry and appends the description
and detection source from each specialist as complementary
evidence. The merged results form a unified failure set 7 in
a normalized format for the next stage. The four specialists
have no execution dependencies on one another and run in
parallel to reduce end-to-end latency.

3.4 Conduit-Aware Failure Attribution

This stage addresses Challenge #1 (hidden error cascade)
and Challenge #3 (hallucinated attribution) jointly. To trace
cascades that propagate silently through natural-language
content, we construct an explicit dependency graph on top



of the HCG; to prevent hallucinated attribution, we constrain
all reasoning to verified paths in this graph.

3.4.1 Trajectory Dependencies and Conduit Steps. The
HCG’s dynamic layer already captures sequential (execution)
and local (depends_on) edges between adjacent steps. In this
stage, TraJudger augments the dynamic layer with longer-
range dependency edges that capture semantic dependencies
between non-adjacent steps. Given the HCG and the unified
failure set 7, a single LLM call analyzes the full trajectory
and outputs all dependency edges. Specifically, for each pair
of steps ¢’ < t, if the later action depends on the result of the
earlier one (such as a tool output or a reasoning conclusion),
the call emits a directed edge Actiony, — Action;. Impor-
tantly, these edges are strictly grounded in the trajectory
content: the LLM can only establish an edge when the trajec-
tory contains explicit evidence of data flow or control flow
between the two steps, preventing fabricated dependencies.
The resulting edges, together with the existing edges, form
a trajectory dependency graph 9, whose nodes are action
steps and whose edges are directed dependencies.

As shown in §2.1, 45.5% of production failures involve er-
ror propagation chains spanning three or more steps, where
correct intermediate steps faithfully forward upstream errors
without being flagged as faulty themselves. A key property
of D is that it explicitly models this phenomenon. We term
such a step a conduit step: it is not flagged as faulty by any
specialist, yet it propagates an upstream error downstream.
Conduit steps are essential for complete tracing: if backward
search were restricted to only faulty steps in ¥, the root
cause and the final symptom might have no connecting path
in © whenever non-faulty propagation steps lie between
them. By retaining conduit steps in the dependency graph,
TraJudger preserves the full error propagation chain from
root cause to observable symptom.

3.4.2 Backward Tracing. Given D and the failure set F,
TraJudger performs backward tracing to identify root causes.
Because all dependency edges are already established during
graph construction, backward tracing reduces to a deter-
ministic graph-reachability computation. First, Trafudger
follows edges backward from the terminal failure step T in
D to collect all ancestor nodes. It then filters these ances-
tors to retain only those flagged as faulty in ¥. Among the
faulty ancestors, a step is confirmed as a root cause if none
of its own ancestors are themselves faulty. Finally, for each
root cause and terminal failure, the path between them in D
forms a error propagation chain, and non-faulty nodes on
these paths are marked as conduit steps. The resulting set of
faulty ancestors is denoted Fj4.

This design decouples LLM reasoning from graph traver-
sal over the dependency structure. The LLM is invoked once
to construct D by determining which dependency edges
exist; all subsequent backward tracing and root-cause identi-
fication are deterministic graph operations. This separation

Conduit Step Identification
& Backward Tracing

Root  Exclution Conduit Conduit Terminal
Cause Step Step Failure

Trajectory Dependency Graph

— — — —
)
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Figure 6. Backward ctracing workflow.

ensures that reasoning is constrained to the dependency
structure established during graph construction, reducing
attribution from open-ended narrative generation to struc-
tured graph traversal.

3.4.3 Root Cause Scoring and Output. As shown in Fig-
ure 6, Trajudger first infers inter-step dependencies and
encodes them as edges in the HCG. It then performs back-
ward tracing from the final failure along these edges, ex-
plicitly identifying conduit steps that propagate the error
without originating it. Based on the traced error propagation
chain, TraJudger finally scores each candidate root cause s;
(with failure type f; and LLM-reported confidence ¢; € [0, 1])
by combining three factors: (1) severity of the candidate’s
own failure, (2) impact scope across downstream steps, and
(3) propagation depth along the error propagation chain:

> )G

i) = i) cit
score(s;) =w(f;) - ¢ )pathlen(si,sj)

sj€reach(s;, T

where w(f) € [0,1] is a severity weight assigned to failure
type f based on operational impact, reach(s;, T) = {s; € Fa |
sj is a descendant of s; on paths to T} is the set of faulty steps
that lie between s; and the terminal failures, and pathlen(s;, s;)
is the shortest-path distance between them in O. The base
term captures the candidate’s own severity; the summation
captures impact scope through linear accumulation over
reachable downstream failures, with propagation depth act-
ing as an inverse-distance attenuation. Scores are normalized
by the maximum across all candidates, and candidates are
ranked in descending order.

The final output is a structured diagnostic report con-
taining: the ranked root causes with evidenced propagation
chains, secondary failures labeled as propagated or indepen-
dent, the error propagation path with conduit steps explicitly
marked, and a repair priority recommendation that assigns
the highest priority to root causes whose fix is expected to
simultaneously resolve downstream propagated failures.

4 Implementation

TraJudger is implemented in approximately 3,400 lines of
Python. The HCG is materialized as a networkx.DiGraph [13],
constructed once in Stage 1 and shared with the specialists
and the dependency analyzer. Intermediate results are rep-
resented as plain Python dataclasses, allowing any stage to
be cached, replayed, or inspected without re-issuing LLM



calls. The same entry point accepts the trajectory formats of
Company A and Who&When [44].

All LLM traffic is routed through a single client built on
the OpenAlI Python SDK, with a configurable base URL that
directs requests to Qwen3.7-Max [39] or GPT-5.4 [30]. All
calls pin the temperature to 0 and request native JSON-
mode output; malformed responses are caught and treated
as empty findings, ensuring that a single bad response can-
not abort a diagnosis. The four specialists share no execu-
tion dependencies and are dispatched concurrently through
ThreadPoolExecutor, keeping end-to-end latency under
one minute. The attribution stage constructs the dependency
graph and the self-corrected-step map in a single LLM call,
invokes nx.ancestors for backward tracing, and falls back
to deterministic score-based ranking whenever the abductive
call fails JSON parsing.

Production integration. TraJudger is integrated with the
observability data platform of the multi-agent runtime as an
on-demand diagnostic service. When an end user marks a
response as incorrect, the platform records the trajectory as
a failed case indexed by task ID. Diagnosis is user-initiated:
the user locates the failed trajectory on the platform and
triggers TraJudger with a single click. OCEs can either look
up a specific trajectory via the task ID reported by the user or
periodically collect all failed trajectories for batch diagnosis.

5 Evaluation

Our evaluation answers the following research questions:

e RQ1: How does TraJudger compare to state-of-the-art
baselines in attribution accuracy?

e RQ2: How much does each component of TraJudger con-
tribute to overall performance?

e RQ3: Are inference latency and token cost acceptable for
production deployment?

e RQ4: How accurate are the generated error propagation
chains?

5.1 Experimental Setup

5.1.1 Datasets. TraJudger performs root-cause attribution
on trajectories that are already known to have failed; deter-
mining whether a trajectory succeeds or fails is outside the
scope of this work. We evaluate on two failure datasets:
D1: Production failure trajectories. We collect 121 fail-
ure trajectories from the production MAS described in §2.1.
Specifically, we submit questions from the GAIA bench-
mark [24] to the system, execute them end-to-end, and retain
only those trajectories whose final outputs disagree with the
ground-truth answers.

D2: Who&When benchmark. We adopt the algorithm-
generated subset of the Who&When benchmark [44], which
provides 126 failure trajectories with fine-grained failure
annotations.

5.1.2 Evaluation Metrics. We measure attribution accu-
racy at two granularities, along with failure-type accuracy:
Agent-level accuracy, Step-level accuracy, and Failure-type ac-
curacy. Failure-type accuracy is computed over the subset of
cases with correct step-level and agent-level attribution. All
trajectories are labeled by two engineers independently, and
inconsistent labels are resolved through discussion. Failure
types are mapped to the ten modes listed in Table 1.

5.1.3 Baselines. We compare TraJudger against three cat-
egories of baselines. Since none of these methods was orig-
inally designed to classify failure types, we augment each
with the taxonomy in Table 1 as additional input to ensure a
fair comparison on failure-type accuracy.

Who&When evaluators [44]. We adopt the three evalua-
tors proposed in Who&When: All-at-once, which identifies
the responsible agent and the decisive failure step from the
full trajectory in a single pass; Step-by-step, which examines
the trajectory sequentially and terminates once a failure is
detected; and Binary-search, which recursively narrows the
failure localization by bisecting the trajectory.

ECHO [2]. ECHO improves attribution accuracy by integrat-
ing hierarchical context modeling, objective-based evalua-
tion, and consensus voting.

RAFFLES [48]. RAFFLES is an iterative evaluation frame-
work in which a central Judge investigates failures with
support from specialized Evaluators that assess both sys-
tem components and the reasoning of the Judge, thereby
maintaining a history of hypotheses.

Model fine-tuning methods [18, 27, 42, 43] are excluded
because a fair comparison is infeasible. Neither D1 nor D2
provides sufficient labeled data to train these models, and no
publicly available pre-trained checkpoints exist. Training on
such undersized datasets would produce an unfairly weak
baseline that misrepresents the capability of each method.

5.1.4 Evaluation Implementation. To assess stability
across model families, we conduct all experiments with two
representative LLMs: Qwen3.7-Max [39] and GPT-5.4 [30],
both accessed via official APIs. For each combination of
dataset and base model, we run Trajudger and every baseline
independently; all modules within a single method share the
same base model to ensure internally consistent comparisons.
We set the temperature to T=0 to maximize reproducibility
and process every trajectory three times, averaging the re-
sults to mitigate residual stochasticity.

Diagnosis without ground-truth answers. To match pro-
duction conditions, neither Trajudger nor any baseline is
provided with the ground-truth answer of the underlying
task; diagnosis relies solely on the trajectory content.

5.2 Overall Performance (RQ1)

Table 5 reports the agent-level, step-level, and failure-type
accuracy of TraJudger and five baselines on D1 and D2 under



Table 5. Overall performance comparison.

Seed LLM Method b1 D2
Agent Acc  Step Acc  Type Acc  Avg. Time $/case Agent Acc Step Acc Type Acc  Avg. Time $/case
All-at-Once [44] 0.694 0.645 0.603 3.26s 0.01 0.587 0.413 0.539 2.42s 0.01
Step-by-Step [44] 0.661 0.603 0.575 13.12s 0.01 0.437 0.31 0.513 13.97s 0.01
Qwen3.7-Max Binary Search [44] 0.661 0.57 0.536 8.53s 0.01 0.397 0.198 0.64 8.79s 0.01
ECHO [2] 0.512 0.388 0.489 49.01s 0.02 0.302 0.159 0.4 47.13s 0.02
RAFFLES [48] 0.719 0.661 0.613 70.75s 0.02 0.564 0.357 0.667 72.57s 0.03
TraJudger 0.868 0.802 0.773 47.34s 0.03 0.714 0.619 0.859 45.84s 0.03
All-at-Once [44] 0.769 0.744 0.611 3.11s 0.01 0.675 0.54 0.706 2.36s 0.01
Step-by-Step [44] 0.744 0.719 0.612 12.21s 0.01 0.659 0.564 0.69 11.12s 0.01
GPT-54 Binary Search [44] 0.727 0.661 0.65 8.85s 0.01 0.675 0.571 0.722 8.48s 0.02
ECHO [2] 0.512 0.503 0.492 44.84s 0.05 0.468 0.318 0.575 39.01s 0.05
RAFFLES [48] 0.744 0.711 0.616 39.37 s 0.04 0.643 0.468 0.695 38.24s 0.06
TraJudger 0.884 0.843 0.755 3891s 0.05 0.786 0.691 0.828 32.05s 0.06

two base models. Across all datasets, base models, and met-
rics, Trajudger consistently achieves the highest accuracy,
surpassing the strongest baseline in each setting.

Agent- and step-level accuracy. With Qwen3.7-Max [39],
TraJudger achieves agent- and step-level accuracy of 0.868
and 0.802 on D1, outperforming the best baseline (RAF-
FLES [48]) by 14.9 and 14.1 percentage points. On D2, Tra-
Judger reaches 0.714 and 0.619, while the strongest baseline
(All-at-Once [44]) attains 0.587 and 0.413, yielding gains of
12.7 and 20.6 points. Under GPT-5.4 [30], all methods im-
prove, yet TraJudger retains the lead with 0.884 and 0.843 on
D1 and 0.786 and 0.691 on D2, exceeding the best baseline
in each setting by 9.9 to 12.0 percentage points. The larger
gains at the step level suggest that accurate localization of
the root-cause step is more challenging than identifying the
responsible agent.

Failure-type accuracy. TraJudger also achieves the highest
failure-type accuracy, reaching 0.773 and 0.755 on D1 and
0.859 and 0.828 on D2 under the two base models, exceeding
the strongest baseline by 10.5 to 19.2 points. The advantage is
marked on D2, where TraJudger outperforms RAFFLES [48]
and Binary Search [44], the best baselines under Qwen3.7-
Max [39] and GPT-5.4 [30], respectively. This indicates that
the error propagation chain produced by Trajudger captures
not only where the failure occurs but also how it arises,
enabling more accurate failure-type identification.
Robustness across datasets and base models. Baselines
degrade noticeably from D1 to D2. For example, the step-level
accuracy of All-at-Once [44] with Qwen3.7-Max [39] drops
from 0.645 to 0.413, a relative decrease of 36.0%, whereas
Trajudger declines from 0.802 to 0.619, a smaller relative
decrease of 22.8%. A similar pattern holds under GPT-5.4 [30].
Moreover, replacing Qwen3.7-Max [39] with GPT-5.4 [30]
yields only modest gains for Trajudger, smaller than those
observed for baselines such as All-at-Once [44]. This suggests
that TraJudger depends less on the raw capability of the base
LLM, as the structured analysis pipeline absorbs much of the
reasoning burden.

Comparison among baselines. No single baseline is con-
sistently the strongest across all settings. ECHO [2] yields
the lowest accuracy in most cases, as it does not explicitly
model dependencies across steps. RAFFLES [48] outperforms
the Who&When evaluators [44] on D1 but loses this advan-
tage on D2, where trajectories involve more cross-step error
propagation. These results confirm that failure attribution in
multi-agent trajectories demands structured representations
and explicit root-cause reasoning.

5.3 Contribution of Key Modules (RQ2)

We isolate the contribution of each major component by
constructing four ablated variants of Trajudger, each re-
moving exactly one design element while keeping the rest
unchanged:

o TraJudger-NoHCG: removes the HCG from the attribu-
tion stage; specialist findings are passed directly to the LLM
alongside the raw trajectory without graph-based traversal
or scoring.

o TraJudger-NoSpecialist: replaces the four specific spe-
cialists with a single generic agent that performs diagnosis
in one pass over the same input scope.

o TraJudger-NoConduit: removes the conduit-step abstrac-
tion; backward tracing treats all intermediate steps uniformly
without distinguishing error propagation steps from ordi-
nary ones.

o TraJudger-NoDepGraph: removes the trajectory depen-
dency graph from the attribution prompt; the LLM reasons
over specialist findings and the linear trajectory without
structural constraints.

Figure 7 summarizes the results. All four components
prove essential. Removing any one of them consistently de-
grades performance on both D1 and D2, with drops of at
least 17 percentage points in agent-level accuracy and 24
percentage points in step-level accuracy. This result suggests
that the gains of TraJudger do not stem from a single dom-
inant module but rather depend on the interplay between
specialized diagnosis and structured root-cause reasoning.
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Figure 7. Ablation study results on D1 and D2. The LLM
backbone we use is GPT-5.4.

Among the four variants, removing the specialist mod-
ule causes the largest overall degradation, particularly at
the step level and in failure-type prediction. This indicates
that category-specific diagnosis is the primary driver of
fine-grained attribution accuracy. In contrast, removing the
conduit-step abstraction leads to especially large localization
errors while affecting failure-type accuracy to a much lesser
extent, suggesting that conduit steps are primarily important
for identifying where an error originates rather than what
type of failure it represents.

The two graph-based components play complementary
but secondary roles. Removing either the Hierarchical Cog-
nitive Graph or the dependency graph consistently reduces
localization accuracy, confirming that explicit structure helps
the model trace trajectory dependencies more reliably than
reasoning over a linearized trajectory alone. The impact of
these removals is smaller than that of removing specialists or
conduit steps, yet it remains substantial across both datasets.

5.4 Computational Overhead (RQ3)

Table 5 reports the average end-to-end inference time and
API cost per failure case ($/case) for TraJudger and five base-
lines on D1 and D2 under both base models. These measure-
ments assess whether the overhead introduced by Trajudger
is practical for production deployment.

Inference latency. Across all dataset—-model settings, Tra-
Judger completes diagnosis in under one minute per case on
average, indicating that the end-to-end overhead is modest
for an offline failure analysis pipeline. Compared with the
strongest accuracy-oriented baselines, TraJudger is consis-
tently faster than RAFFLES [48] and comparable to or faster
than ECHO [2]. In contrast, the Who&When evaluators are
substantially faster, but this speed advantage comes at a clear
cost in attribution accuracy: as shown in Table 5, they trail
TraJudger by a large margin on both agent- and step-level ac-
curacy. Overall, these results suggest that TraJudger achieves
a favorable latency—accuracy trade-off.
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API cost. The API cost of TraJudger ranges from $0.03 to
$0.06 per failure case across all settings, comparable to that
of ECHO [2] and RAFFLES [48] under the same base model
and only $0.02 to $0.05 higher than the cheapest baselines.
The absolute cost remains low: even at a rate of 1,000 failure
trajectories per day, the daily expenditure of Trajudger is
at most $60, which is negligible relative to the engineering
effort required for manual root-cause analysis.
Implications for production deployment. TraJudger op-
erates as an asynchronous post-mortem tool off the online
serving path. Sub-minute latency is compatible with the op-
erational workflow at Company A, and the cost applies only
to failed trajectories, which constitute a small fraction of to-
tal executions. Combined with the accuracy gains reported
in §5.2, TraJudger is both accurate enough for actionable
attribution and efficient enough for production deployment.

5.5 Error Propagation Chain Accuracy (RQ4)

Beyond identifying the correct root-cause agent and step, a
practically useful attribution system should produce faithful
error propagation chains that explain how the root-cause
error propagates to the observed failure. We adopt a human
evaluation protocol following [45].

We select the 102 trajectories from D1 (GPT-5.4 [30]) for
which TraJudger correctly identifies both the root-cause
agent and the root-cause step. For each trajectory, two en-
gineers, each with at least one year of experience in agent
system development and operations, independently exam-
ine the error propagation chain produced by TraJudger and
judge whether it correctly captures the error propagation
path. When the two evaluators disagree, a third senior en-
gineer adjudicates to ensure consistency. Of the 102 cases,
83 error propagation chains are judged correct by the eval-
uators, yielding a propagation-path accuracy of 81.4%. The
19 incorrect cases predominantly involve implicit informa-
tion transfer through shared context rather than explicit
data flow, where the single-call dependency extraction occa-
sionally omits intermediate propagation steps. These results
indicate that TraJudger produces reliable error propagation
paths in the majority of cases, helping OCEs quickly under-
stand how failures arise and where to intervene.

6 Production Experience
6.1 Deployment

TraJudger has been deployed in the production environment
at Company A and piloted on two multi-agent systems: a
general-purpose multi-agent assistant and an operations-
oriented multi-agent system used by internal operational
teams. The diagnostic workflow is illustrated in Appendix B.
Data collection and report delivery. When an end user
marks a response as incorrect, the observability data plat-
form of the MAS records the corresponding trajectory as
a failed case indexed by task ID. Diagnosis is initiated on



demand: the user locates the failed trajectory on the observ-
ability data platform and triggers TraJudger with a single
click. OCEs can similarly retrieve a specific trajectory via the
task ID reported by the user, or periodically collect all accu-
mulated failed trajectories for batch analysis. In both cases,
TraJudger generates a structured diagnostic report contain-
ing the root-cause agent, root-cause step, failure type, and
error propagation chain.

Diagnostic accuracy and efficiency. Over a continuous de-
ployment period exceeding one month, TraJudger processed
63 failure trajectories. A subsequent joint review by users
and OCEs verified that TraJudger correctly attributed 52 of
the 63 cases. Internal measurements show that Trajudger
completes end-to-end attribution in less than one minute on
average, compared to approximately 30 minutes for manual
diagnosis, yielding a 30X reduction in time to attribution.
Closed-loop remediation. The on-demand diagnostic re-
ports drove concrete remediation actions on both the user
side and the system side. Among the 52 correctly attributed
cases, 17 were resolved by users themselves. After trigger-
ing diagnosis and reviewing the report, these users refined
their task descriptions by clarifying ambiguous requirements
or providing more specific constraints. They subsequently
obtained correct answers without any system-side change.
On the system side, engineers used the reports to perform
5 agent prompt fixes and 9 tool schema corrections. OCEs
reported that the error propagation chains were particularly
valuable for remediation: by presenting the full error propa-
gation path with conduit steps explicitly marked, the chains
helped engineers identify the true repair point rather than
applying fixes at downstream symptom locations, reducing
the wrong-fix rate observed prior to deployment.
Infrastructure. Because all LLM-based modules are ac-
cessed through remote APIs, Trajudger does not require
substantial local computational infrastructure and does not
affect the serving latency of the underlying multi-agent sys-
tem. To support broader adoption within Company A, we
have packaged TraJudger as an internal diagnostic service
that can be connected to the observability data platform of
any multi-agent application with minimal integration effort,
enabling both on-demand single-trajectory diagnosis and
periodic batch analysis.

6.2 Case Study

We present two production cases: one where Trajudger cor-
rectly identified a hidden cascade that baselines missed, and
one where it failed and drove a subsequent improvement.

6.2.1 Case 1: Hidden Error Cascade in a Diagnosis
Task. A user reported a disk-usage spike and invoked the
production diagnosis multi-agent system at Company A.
The system concluded that the spike was a benign fluctua-
tion, but the user confirmed that this conclusion was incor-
rect. Three LLM-as-a-Judge baselines [44] all attributed the
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failure to the metric analysis agent, because its output was
semantically consistent with the final incorrect conclusion
and closest to the visible symptom.

TraJudger traced the error propagation chain further and
identified the true root cause at an earlier log analysis stage:
the log analysis agent incorrectly clustered abnormal log
event templates into a normal cluster. This erroneous result
propagated as a trusted context to subsequent agents, biasing
the metric analysis agent toward the benign-fluctuation ex-
planation. Operations engineers confirmed this attribution.

6.2.2 Case 2: Scalability Limitation on Long Trajec-
tories. A code review task produced a 191-step trajectory.
During HCG construction, as the accumulated context ap-
proached the context-window limit of the LLM, parsing
quality degraded on later steps and some long-range de-
pendencies were omitted, causing attribution to terminate
prematurely.

This case motivated a chunked processing strategy: long
trajectories are partitioned along semantic boundaries, local
dependency parsing is performed within each chunk, and
cross-chunk dependencies are reconciled through overlap-
ping regions and structured step summaries.

6.3 Operational Lessons

Running TraJudger in production for over one month has
yielded practical insights that were not apparent from bench-
mark evaluation alone.

Lesson #1: Explanatory structure is as important as at-
tribution accuracy. In practice, engineers need more than
a root-cause label; they need the error propagation path that
explains how an error propagates and where intervention
should occur. In our deployment, OCEs consistently found
the error propagation chain and conduit-step annotations to
be the most actionable part of the diagnostic report. With
explicit error propagation paths and conduit-step annota-
tions, average diagnosis time dropped to under one minute,
and the wrong-fix rate fell accordingly. The takeaway is that
the output of an attribution pipeline should be treated as an
engineer-facing interface rather than a classification result.
A visualized error propagation path with conduit-step evi-
dence and repair priority delivers operational value on par
with raw accuracy improvements.

Lesson #2: The failure taxonomy should remain exten-
sible. Production multi-agent systems evolve continuously,
and so do their failure modes. As new agents, tools, and
orchestration patterns are introduced, previously unseen
failures inevitably emerge. We therefore treat the taxonomy
as a living artifact: cases with low-confidence attribution are
routed for periodic expert review, and the resulting feedback
is used to extend the taxonomy and refine specialist prompts.
In practice, this review loop proved necessary for keeping
the diagnosis pipeline aligned with the system under obser-
vation. During the first month of deployment, this process



surfaced 12 low-confidence cases. Review of these cases by
OCE:s led to the addition of two new failure categories to the
taxonomy and three rounds of specialist prompt refinement.
Lesson #3: Diagnosability should be designed into the
MAS runtime. Trajectory quality dominates diagnosis qual-
ity. Early applications at Company A were instrumented
with generic log-style capture, and a non-trivial fraction of
runs went unrecorded because the collection path was ad
hoc. Under this regime, even a strong base model could not
reliably recover error propagation chains, because the ev-
idence it needed was never recorded. As the observability
stack matured, trajectories are now collected in a uniform
JSON schema with structured per-step metadata: input/out-
put token counts, execution latency, tool-call arguments and
return values, and explicit references to upstream steps. We
define this schema as a contract between the multi-agent run-
time and TraJudger, and adherence is part of the onboarding
checklist for new applications.

Lesson #4: In offline attribution, quality matters more
than raw latency. The structured pipeline of Trajudger
inevitably issues more LLM calls than a one-shot baseline. In
our production setting, attribution runs as an asynchronous
post-mortem task off the user-facing critical path, so per-
case latency on the order of tens of seconds is well within
the operational envelope. The failure mode we guard against
is the opposite scenario: a faster but less accurate attribution
misdirects engineers to the wrong agent, incurring additional
investigation rounds. The cost gap between a structured
pipeline and a one-shot baseline can be narrowed through
engineering rather than by sacrificing structure: the HCG is
cached across specialists, the four specialists are dispatched
in parallel, and short trajectories with tool errors are routed
to a lightweight path that bypasses inference.

6.4 Limitations

Limitation #1: Context-window pressure on extremely
long trajectories. Several stages consume the full trajec-
tory in a single LLM call. For pathologically long trajectories
spanning hundreds of turns, our production deployment
employs a sliding-window strategy that segments the trajec-
tory along semantic boundaries and reconciles cross-window
dependencies through overlapping regions.

Limitation #2: Dependence on LLM reasoning correct-
ness. HCG construction and dependency-edge verification
rely on the semantic judgment of the LLM. The structural
graph constraint and four-specialist redundancy partially
mitigate this risk, but systematic LLM biases that survive
both safeguards can still affect attribution. Introducing light-
weight formal verification on top of the structural constraint
layer is a direction we are actively pursuing.

Limitation #3: Single-root-cause evaluation protocol.
Our evaluation assumes a single dominant root cause per
trajectory. In practice, independent failures can co-occur.
The algorithm naturally returns a ranked set of candidates,
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but evaluating multi-root attribution requires datasets with
multi-root annotations, which we leave to future work.

7 Related Work

Research on failure attribution for LLM-powered multi-agent
systems spans four categories.

Pattern-based methods. CORRECT [41], FAMAS [12], and
Sun et al. [32] localize failures by mining recurrent signals
across execution trajectories. These methods rely on statis-
tical regularity and are sensitive to the non-determinism
inherent in LLM-driven execution paths.
Intervention-based methods. Dover [22] and AgentDe-
bug [49] validate causal hypotheses through targeted re-
execution from specific states. These methods are inherently
intrusive and incur a high computational cost that scales
poorly to production workloads.

LLM reasoning-based methods. These methods apply
foundation models to infer root causes through structured
prompting, including multi-strategy evaluation [44], hierar-
chical context with consistency voting [2], Shapley-based
responsibility assignment [21], specialized evaluator frame-
works [48], oracle-guided backtracking [34], and constraint-
based step-wise validation [3]. However, these methods re-
main susceptible to hallucination and lack structural ground-
ing for root-cause reasoning.

Model fine-tuning methods. AgenTracer [42], Aegis [18],
VerifyMAS [27], and GraphTracer [43] train task-specific
failure trackers via supervised or reinforcement learning.
These methods achieve strong in-distribution performance
but rely on task-specific training sets that limit generalization
to unseen architectures.

TraJudger falls within the LLM reasoning-based category
but addresses two limitations of existing methods. First, a
conduit-aware dependency graph with backward tracing pro-
vides structural grounding against hidden cascades. Second,
a structure-constrained architecture restricts LLM inference
to verified dependency paths, thereby eliminating halluci-
nated attribution.

8 Conclusion

We present TraJudger, a structure-guided failure attribution
system for LLM-powered multi-agent systems deployed in
production at Company A. TraJudger constructs explicit de-
pendency structures from unstructured trajectories through
three decoupled stages: an HCG for structured representa-
tion, category-specific specialist agents for typed failure de-
tection, and structure-constrained backward tracing that con-
strains root-cause reasoning to verified dependency paths.
Evaluated on production and benchmark data, TraJudger
consistently achieves a relative improvement of at least 15%
and 13.3% over state-of-the-art methods at the agent and step
levels, respectively, and delivers a 30X reduction in time-to-
attribution in production deployment.
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A Prompt Engineering

To facilitate reproducibility, we provide the LLM prompts
used in TraJudger. Prompts are organized by pipeline stage.
Placeholder variables are denoted by {variable_name}.

A.1 Static Context Extraction

A.1.1 Task Decomposition. This prompt decomposes a
user request into atomic, verifiable sub-tasks and explicit
constraints, producing the Task and Constraint nodes in the
static layer.

Task Decomposition — System Prompt

You are a requirements-decomposition engine for a
multi-agent-system diagnostic pipeline.

GOAL: Decompose the user request into (1) atomic,
independently verifiable sub-tasks and (2)
explicit constraints that govern how those
tasks must be executed.

DEFINITIONS

- Task: A discrete action or objective whose
completion can be verified from the
execution output alone (e.g., "retrieve the
top-5 products by sales", "compute the
monthly average").
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- Constraint: A cross-cutting rule, condition, or
limitation that applies throughout
execution and whose violation constitutes a
failure regardless of task completion (e.g.,
"only consider clients from the West region

, "output must be formatted as a Markdown
table", "do not access external APIs").

DECOMPOSITION RULES

1. Atomicity -- each Task must be completable in
a single reasoning or tool-call step; if a
Task requires sequential sub-steps,
decompose further.

2. Independence -- no two Tasks should describe
the same objective; merge duplicates.
3. Completeness -- the union of all Tasks must

fully cover the user request; no implicit
goals should be left unrepresented.

4. Constraint separation -- do NOT embed
constraints inside Task descriptions;
extract them as standalone Constraint items.

OUTPUT SCHEMA (strict JSON array):

L
{
"id": "T1",
"type": "Task",
"description": "<concise natural-language
description>"
Y,
{
"id": "C1",
"type": "Constraint",
"description": "<concise natural-language
description>"
}
]

- IDs: "T" prefix for Tasks (T1, T2, D
prefix for Constraints (C1, C2, ...).

- Output ONLY the JSON array. No preamble,
commentary, or markdown fences.

A.1.2 Role Extraction. This prompt extracts an agent’s
core identity, capabilities, and operational constraints from
its system prompt, producing the Role nodes.

Role Extraction — System Prompt

You are a role belief-extraction engine for a
multi-agent-system diagnostic pipeline.


https://www.usenix.org/conference/atc22/presentation/zhang-zhizhou
https://doi.org/10.1109/TSC.2026.3676262
https://doi.org/10.18653/v1/2026.eacl-long.359
https://doi.org/10.18653/v1/2026.eacl-long.359
https://arxiv.org/abs/2509.25370
https://arxiv.org/abs/2509.25370
https://arxiv.org/abs/2606.03467
https://arxiv.org/abs/2606.03467
https://arxiv.org/abs/2606.03467

GOAL: Analyze the agent's system prompt to
extract its core identity, functional
capabilities, and behavioral constraints.
The extracted beliefs will later serve as
the reference baseline for detecting role-
deviation and constraint-violation failures.

EXTRACTION SCOPE

- Role: the agent's primary identity, persona, or
designated function within the multi-agent
system.

- Capabilities: concrete functional abilities the
agent is expected to exercise (e.g., "
execute Python code", "query the product

database").
- Constraints: operational rules whose violation
would directly cause task failure, incorrect
output, or safety breaches.

FILTERING RULES (strictly enforced)

1. Include ONLY constraints that satisfy at least
one: (a) correctness-critical -- violation
produces wrong results; (b) instruction-
adherence -- violation causes the agent to
ignore or override user intent; (c) anti-
hallucination -- violation leads to
fabricated information; (d) scope-boundary --
violation causes the agent to act outside
its designated role.

2. Exclude: stylistic preferences, verbosity
guidelines, vague aspirational statements,
and any constraint whose violation has no
observable impact on output correctness.

3. Deduplicate: merge semantically equivalent
constraints into a single, canonical
statement.

OUTPUT SCHEMA (strict JSON object):

{
"role": "<one-sentence role description>",
"capabilities": ["<capability_1>", ...],
"constraints": ["<constraint_1>", ...]

}

Qutput ONLY the JSON object. No preamble,
commentary, or markdown fences.

A.1.3 Tool Extraction. This prompt parses natural-language

tool descriptions into structured, machine-readable specifi-
cations, producing the Tool nodes.

16

Tool Extraction — System Prompt

You are a tool-specification parser for a multi-
agent-system diagnostic pipeline.

GOAL: Convert the natural-language tool
description into a structured, machine-
readable specification. The resulting Tool
node will be used to validate tool
invocations during failure detection.

EXTRACTION FIELDS

1. name -- the canonical tool identifier.

2. function_description -- a single sentence
summarizing the tool's purpose and side
effects.

3. parameters -- an array of parameter objects,
each with: - "name": parameter identifier, -

"type": data type (string, int, float, bool,
list, object, or any), - "required":
boolean indicating whether the parameter is
mandatory, - "description": one-sentence
explanation.
4. output_description -- what the tool returns on
success, including data type and structure
when discernible.

RULES

- If the description does not specify a parameter
type, infer the most likely type from
context; if ambiguous, use "any".

- Preserve original parameter names exactly as
stated.

- Omit internal implementation details irrelevant
to the tool's interface contract.

OUTPUT SCHEMA (strict JSON object):

{
"name": "<tool_name>",
"function_description": "<summary>",
"parameters": [

{"name": "...", "type": "...",
"required": true, "description": "..."}

1,
"output_description": "<description>"

}

Output ONLY the JSON object. No preamble,
commentary, or markdown fences.

A.2 Execution Extraction

A.2.1 Execution Turn Analysis. This prompt deconstructs
a single agent execution turn and links it to the established



static context (tasks, constraints, and beliefs), producing the
dynamic-layer nodes and cross-layer edges.

Execution Turn Analysis — System Prompt

You are a turn-analysis engine for a multi-agent-
system diagnostic pipeline.

GOAL: Deconstruct a single agent execution turn
into its cognitive components (intention and
action) and establish cross-layer links to
the static context (Task, Constraint, and
Belief nodes). The output populates the
dynamic execution layer of the Hierarchical
Cognitive Graph (HCG).

EXTRACTION PROCEDURE

1. Intention -- summarize what the agent planned
or reasoned about in this turn. Capture the
reasoning chain, not just the conclusion.

2. Action -- identify the concrete action taken.
Classify its type as one of: - "tool_call":
invocation of a registered tool or API; - "
code": code generation or execution; - "
answer": a natural-language response to the
user or another agent; - "delegation":
handing off to another agent; - "planning":
pure reasoning with no external effect.
Record the action content verbatim or as a
faithful summary.

3. Cross-layer links -- for each link type,
include ONLY IDs with direct, explicit
relevance to this turn: - complies_with: Task

or Constraint IDs this turn actively
advances or must respect. - follows: Belief
IDs (role or behavioral constraints) that
govern this turn's behavior. - invokes: tool
name(s) called in this turn; empty array if
none.

LINKING RULES

- A link must be justified by explicit evidence
in the turn content; do not infer links from
general relevance.

- Prefer precision over recall: omit uncertain
links rather than including speculative ones.

OUTPUT SCHEMA (strict JSON object):

{
"intention": "<reasoning summary>",
"action": {
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"type": "<tool_call|code|answer|delegation]|
planning>",
"content": "<action content>"
3
"links": {
"complies_with": ["T1", "C2"],
"follows": ["B1"],
"invokes": ["tool_name"]
}

Output ONLY the JSON object. No preamble,
commentary, or markdown fences.

Execution Turn Analysis — User Prompt Template

=== STATIC CONTEXT (Task / Constraint / Belief
nodes)
{static_context}

=== AGENT ===
{agent_name}

AGENT TURN TO ANALYZE
{action}

A.3 Edge Validation

A.3.1 Semantic Consistency Check. This prompt veri-
fies input/output semantic consistency between two depen-
dent steps in the execution graph, validating depends_on
edges.

Semantic Consistency Check - System Prompt

You are a semantic-consistency validator for a
multi-agent- system diagnostic pipeline.

GOAL: Determine whether the actual output of an
upstream execution step is semantically and
structurally compatible with what the
downstream step expects as input. This
validates "depends_on" edges in the HCG.

CONTEXT

- Upstream Node (Source): an earlier step that
produced an output (data, intermediate
result, or message).

- Downstream Node (Target): a later step whose
reasoning or action consumes that output.

EVALUATION DIMENSIONS




1. Semantic alignment -- does the upstream output
convey the meaning the downstream logic
assumes?

2. Structural compatibility -- does the data
format, type, or schema of the upstream
output match what the downstream step parses

or references?

3. Completeness -- does the upstream output
contain all fields or information the
downstream step requires, or is critical
content missing?

DECISION RULE

- Return consistent=true if the upstream output
can be correctly consumed by the downstream
logic without misinterpretation or data loss.

- Return consistent=false if there is a semantic
mismatch, structural incompatibility,
missing information, or if the downstream
step misinterprets the upstream output.

OUTPUT SCHEMA (strict JSON object):

{

"consistent": true | false,

"reason": "<one-to-two sentence explanation
citing the specific mismatch or confirming
alignment>"

}

Output ONLY the JSON object. No preamble,
commentary, or markdown fences.

Semantic Consistency Check - User Prompt Template

=== UPSTREAM NODE OUTPUT ===
{upstream_output}

=== DOWNSTREAM NODE LOGIC (Intention / Action)

{downstream_content}

A.3.2 Task Compliance Check. This prompt detects mean-
ingful task violations by comparing an execution step against
its associated task or constraint requirement, validating com-
plies_with edges.

Task Compliance Check - System Prompt

You are a task-compliance validator for a multi-
agent-system diagnostic pipeline.
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GOAL: Determine whether an execution step
complies with its linked Task or Constraint
requirement. This validates "complies_with"
edges in the HCG.

CONTEXT

- Execution Node: a specific intention or action
taken by an agent during trajectory
execution.

- Task/Constraint Node: a requirement from the
static layer that this step is expected to
fulfill or respect.

CRITICAL PRINCIPLE: Absence of completion is NOT
a violation. A step that has not yet
addressed the task is compliant as long as
it does not actively contradict or undermine

it.

NON-VIOLATIONS (return consistent=true): -
Planning, replanning, or reasoning about how

to approach the task.

- Preparatory steps (e.g., setting up tools,
gathering context) that precede task
execution.

- Partial progress that advances the task without

completing it.

- Steps unrelated to this specific Task/
Constraint (they may address other
requirements).

VIOLATIONS (return consistent=false) -- ALL
require explicit evidence:

1. Goal deviation -- the step actively pursues an
objective that contradicts the task goal.
2. Scope violation -- the step performs actions

explicitly prohibited by the constraint.

3. Requirement contradiction -- the step produces
output that directly conflicts with a
stated requirement (e.g., wrong format,
wrong data scope, ignored filter).

OUTPUT SCHEMA (strict JSON object):

{
"consistent": true | false,
"reason": "<one-to-two sentence explanation
citing

specific evidence from the execution content
>|I




Output ONLY the JSON object. No preamble, - Capability underutilization (e.g., not using a
commentary, or markdown fences. library the agent is capable of using).
- Stylistic or tonal divergence (e.g., verbosity,

Task Compliance Check — User Prompt Template phrasing choices).

- Weak, indirect, or ambiguous conflicts that

=== EXECUTION NODE CONTENT === require speculative interpretation.
{execution_content} - Constraints with no observable impact on output
correctness.
=== TASK / CONSTRAINT REQUIREMENT ===
{static_node_description} OUTPUT SCHEMA (strict JSON object):
A.3.3 Belief Adherence Check. This prompt detects mean- ¢ "consistent": true | false,
ingful violations of an agent’s role or behavioral constraints "reason": "<one-to-two sentence explanation. If
that could impact task correctness, validating follows edges. false,
cite the specific belief violated and the
contradicting
You are a belief-adherence validator for a multi- evidence in the execution.>"
agent- system diagnostic pipeline. 3}
GOAL: Determine whether an execution step adheres Output ONLY the JSON object. No preamble,
to an agent's role definition or behavioral commentary, or markdown fences.

constraint. This validates "follows" edges

in the HCG. Belief Adherence Check - User Prompt Template

CONTEXT === AGENT ===
- Execution Node: a specific intention or action {agent_name}
taken by
the agent during trajectory execution. === EXECUTION NODE CONTENT ===
- Belief Node: a role identity or behavioral {execution_content}
constraint
extracted from the agent's system prompt. === BELIEF NODE (Role / Constraint) ===

{static_node_description}

DECISION RULE (all three conditions must be met

to return A.3.4 Data Dependency Detection. This prompt detects
consistent=false): data-flow dependencies between agent actions to construct
1. Criticality -- the belief is a correctness- dependency edges in the execution graph, used in the failure
critical, instruction-adherence, anti- attribution stage (§3.4).
hallucination, or scope-boundary constraint.
2. Direct contradiction -- the execution clearly
and unambiguously violates the belief; You are a data-dependency detector for a multi-
indirect or tangential conflicts do not agent-system diagnostic pipeline.
qualify.
3. Impact -- the violation could plausibly lead GOAL: Determine whether a data-flow dependency
to incorrect results, task failure, or safety exists between two execution steps. Detected
breaches. dependencies become edges in the trajectory
dependency graph used for backward tracing
If ANY of the three conditions is not met, return during root-cause attribution.
consistent=true.
CONTEXT
MANDATORY EXCLUSIONS (always return consistent= - Upstream Action Node: an earlier step that may
true): produce information, intermediate results,

computed values, or state changes.
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- Downstream Action Node: a later step that may
consume, reference, or build upon the
upstream output.

DEPENDENCY EXISTS (return dependent=true) when

ANY of the
following holds:
1. Direct data consumption -- the downstream

action explicitly references, quotes, or
uses a specific result, value, or output
produced by the upstream action.

2. Computational prerequisite -- the downstream
reasoning or computation would be impossible

or meaningfully different without the
upstream action's output.

3. Incremental construction -- the upstream
action produces intermediate data (e.g., a
query result, a partial computation) that
the downstream action directly extends or
refines.

DEPENDENCY DOES NOT EXIST (return dependent=false
) when ALL

of the following hold:

1. The downstream action neither references nor
uses any specific output of the upstream
action.

2. Both actions independently derive the same
information from original sources (
coincidental overlap).

3. The downstream action performs logically
independent reasoning that does not depend
on the upstream outcome.

IMPORTANT: Distinguish trajectory dependency from
mere temporal ordering. Two steps occurring
in sequence does not imply a data dependency
; there must be explicit evidence of
information flow.

OUTPUT SCHEMA (strict JSON object):

{
"dependent": true | false,
"reason": "<one-to-two sentence explanation
identifying
the specific data flow or confirming
independence>"
}

Qutput ONLY the JSON object. No preamble,
commentary, or
markdown fences.
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Data Dependency Detection - User Prompt Template

=== UPSTREAM ACTION NODE ===
{upstream_action_content}

=== DOWNSTREAM ACTION NODE ===
{downstream_action_content?}

B Production Deployment Workflow

Figure 8 depicts the production deployment workflow of Tra-
Judger. The workflow is triggered by user feedback: when
an end user marks a response as incorrect, the observabil-
ity data platform records the corresponding trajectory as
a failed case indexed by task ID. Two diagnostic paths are
supported. In the on-demand path, the user locates the failed
trajectory on the observability data platform and triggers
TraJudger with a single click to obtain a readable diagnostic
summary for prompt refinement. In the batch path, on-call
engineers periodically collect all accumulated failed trajecto-
ries and invoke TraJudger for systematic analysis, receiving
full structured reports for system-side remediation.



Please analyze the JVM status of the X

O | application for the 30 minutes prior to
O | 09:57:00 on 2026-06-10. Target machine
User [ IP: XX.XX.XX.XX

P l
Multi-Agent System
|E| The requirements have been clearly

defined: ... It is being processed for you.

IEI The JVM status has been analyzed:

12 Young GC events occurred, with an
average pause time of 45 ms.

Two Full GC events occurred, each with
a pause duration of approximately 1.2 s.

Recommendation: Investigate the X's
caching mechanisms and large object
allocation patterns.

&

Slow database queries lead to GC

/ Observability Data Platform \

@

Failure
Trajectory

TraJudger

instability; elevated network latency on

Kthe host machine triggers a memory leak.

Artifacts Diagnostic
K Report

Task ID: ... Status: Error ‘
)

I will give a clearer
instruction for the task ...

S
/ User

e

OCEs

Let me check the Agent ...

Figure 8. Production deployment workflow of Trajudger.
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