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AIOps (Artificial Intelligence for IT Operations) has emerged as a key strategy for operating large-scale systems. Meanwhile, the
Transformer architecture, renowned for its strong performance and potential, is driving advances in AIOps. However, prior reviews
leave gaps in explaining why Transformers trigger a major shift in academia and industry, with limited coverage of multimodal
data (logs, metrics, events), insufficient analysis of structural and methodological connections between Transformers and AIOps,
fragmented views of capabilities, and a lack of consolidated evaluation strategies. To bridge these gaps, our work decomposes “Why
Transformers” into three questions. First, we review what roles Transformers assume in AIOps across 70 representative papers, using
a structured taxonomy that proceeds sequentially from data to targets, principles, and approaches, which present an evolutionary
trajectory of role changes. Then, to explain why Transformers excel, we introduce a capability framework comprising two basic
and four advanced capabilities. As for how to evaluate Transformers in AIOps, we consolidate evaluation resources and strategies,
including offline datasets, standardized questions, and real-time simulations. Furthermore, probable best practices are distilled, offering
actionable guidance for real-world adoption. These explorations aim to clarify the internal rationale and unlock the practical value of
Transformers in AIOps.

CCS Concepts: • Software and its engineering→Maintaining software; •Computingmethodologies→Artificial intelligence;
• General and reference → Surveys and overviews.

Additional Key Words and Phrases: AIOps, transformer, large language model, logs, time series, events, anomaly detection, root cause
analysis, failure prediction

1 Introduction

“We do not have knowledge of a thing until we have grasped its why, that is to say, its cause.” — Aristotle
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Software reliability is crucial for both corporate profitability and reputation. Modern IT operations, faced with
increasingly complex systems and services, have turned to Artificial Intelligence for IT Operations (AIOps) as a key
strategy to enhance quality and efficiency. Specifically, AIOps employs artificial intelligence techniques, including
machine learning and deep learning, to extract features, construct models, detect anomalies, identify failures, and
provide decision support based on vast amounts of observable data (e.g., metrics, logs, events) [1–3]. Compared to
traditional operations techniques based on rules and scripts, AIOps demonstrates greater adaptability and generalization,
enabling it to handle dynamic environments and intricate failure scenarios. Building on these advantages, AIOps has
been incorporated into various software systems, from enterprise information platforms to large-scale online services.
Particularly in cloud computing [4–9], microservice [2, 10–14], and other distributed environments, it supports the
operations pipeline, covering system monitoring, anomaly detection, failure diagnosis, and performance optimization,
thereby enhancing the overall reliability of software systems.
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Fig. 1. Related publication trends: Transformers in AIOps.

How, then, can we design an effective model for AIOps? Although traditional machine learning-based techniques
have achieved some success, they still perform inadequately when handling complex systems and heterogeneous data
sources. Deep learning-based techniques have been widely adopted because of their superior ability to model observable
data. From the perspective of deep learning model design, previous research has primarily relied on CNN and RNN
architectures [15–18]. CNNs are typically suited for processing spatial local features, but the convolutional kernel size
limits their receptive field [19, 20]. RNNs can only capture sequential and contextual relationships in a single direction.
Although Bidirectional RNNs can model contextual features bidirectionally, they still cannot resolve the gradient
vanishing or exploding problems caused by cyclic dependencies [21, 22]. Moreover, these networks are difficult to
parallelize efficiently [23, 24]. Researchers introduced the Transformer architecture to address these issues, establishing
it as a new foundational model following CNNs and RNNs [25–27]. Transformer’s self-attention mechanism enables
it to capture global contextual relationships within sequences, mitigating the sensitivity to sequence length seen in
traditional models. Unlike RNNs, the Transformer’s parallel processing capability enables it to handle large-scale data
more efficiently, significantly reducing computational costs. Empirical evidence supports these theoretical advantages.
Recent studies compare Transformer-based models with traditional architectures (e.g., CNNs and RNNs) across multiple
Manuscript submitted to ACM
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Table 1. State-of-the-art surveys conducted in the fields covered by this work, based on the data modality (log, metric, event), the
Transformer scope (Vanilla TF represents plain Transformer architectures, Pre-Trained TF represents large pre-trained models), the
application perspective (structural principles and methodological approaches), the capability framework, the related evaluation
(publicly available resources such as datasets and metrics, and evaluation strategies).✓–indicates that the work touches on the relevant
aspect, but fails to clearly articulate or elevate it to the level of a taxonomy.

Reference Year
Data Modality Transformer Scope Application

Capability
Evaluation

Log Metric Event Vanilla TF Pre-Trained TF Principle Approach Resource Strategy

Li et al. [13] 2022
Wen et al. [34] 2022 ✓ ✓ ✓–

Ahmed et al. [35] 2023 ✓ ✓ ✓– ✓–

Le et al. [36] 2023 ✓ ✓ ✓– ✓–

Remil et al. [37] 2024 ✓ ✓
Su et al. [38] 2024 ✓– ✓ ✓– ✓ ✓ ✓
Zhang et al. [2] 2024 ✓ ✓ ✓
Zhang et al. [3] 2025 ✓– ✓– ✓– ✓ ✓ ✓ ✓
Our work - ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

AIOps tasks, including time-series forecasting, anomaly detection, and log analysis. These studies consistently show
competitive or superior performance in terms of accuracy, efficiency, robustness, and adaptability to heterogeneous
data [28–33]. Moreover, we conduct a systematic review and identify 196 relevant studies (Sec. 2.1), based on which we
construct the yearly publication trend shown in Fig. 1. The trend indicates that Transformer-based AIOps techniques
have attracted increasing research attention, with a notable surge following the emergence of ChatGPT. This rapid
growth highlights the potential of Transformers in the field of AIOps.

Why has the Transformer architecture caused a seismic shift in both academia and industry? To date, numerous
studies have reviewed the techniques in the field of AIOps, with some specifically concentrating on Transformers
or Large Language Models (LLMs), as summarized in Tab. 1. However, these studies expose several critical gaps: (1)
Insufficient exploration of AIOps, Transformers, and their interconnections: Typically, AIOps systems rely
on heterogeneous data sources such as logs, metrics, and events. Comprehensive analysis of these data modalities is
essential for effective failure detection, triage, localization, and mitigation. However, most surveys either limit their scope
to a single or incomplete modality [2, 13, 34–37], or fail to clearly map reviewed techniques to the specific data modalities
and task objectives [3, 38]. This results in an incomplete understanding for researchers of how data characteristics should
guide the selection of appropriate analytical methods. In addition, existing studies tend to focus on either standard
Transformer models [34] or large pre-trained models [3, 35, 36, 38], with little systematic exploration into the broader
space of Transformer forms. More importantly, they often fail to clarify the principled alignment between Transformers
and AIOps tasks [2, 3, 13, 34–38] (e.g., how specific architectures or variants are suited to telemetry data analysis) and to
assess the strengths and weaknesses of different approaches [2, 13, 34–37] (e.g., architecture-specific models, fine-tuning,
prompt engineering, and large pre-trained models). This deficiency not only limits practical guidance for researchers and
practitioners but also obscures the core contributions of Transformers in AIOps. (2) Notable absence of a systematic
capability framework for Transformers in AIOps: Although Transformers have been widely adopted in various
AIOps tasks, previous surveys [2, 3, 13, 34–38] still lack a conceptual framework that systematically characterizes their
capabilities. In particular, explanations of why Transformers are inherently advantageous for AIOps are often absent or
restricted to superficial descriptions, such as generalized claims of “better performance” or “effectiveness in sequence
modeling”. This fragmented view impedes the development of a unified and in-depth understanding, thereby hindering
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PrincipleTargetData

Title:	Mismatches	S1 and	S2

Summary:	Recent	issues	have	
resulted	in	lost	data…

Ø Logging
Ø Log	Parsing
Ø Log	Representation	 Learning
Ø Log-Based	Anomaly	Detection
Ø Log-Based	Failure	Prediction
Ø Multi-Task	Log	Analysis

Ø Time	Series	Forecasting
Ø Time	Series	Classification
Ø Time	Series	Anomaly	Detection
Ø Time	Series	Alignment

Ø Fault	Understanding
Ø Root	 Cause	Analysis
Ø Other Targets

1 What Problem

Transformers

Transformer

Decoder

Encoder

LPM

Log
Timestamp | S1 | severity: info 
| message: received 
conversion request

20 Papers

Metric

22 Papers

Event

19 Papers

Capability Framework

2 Why Problem

BASIC

Sequence	Modeling

Parallelization	 and	Non-
Recurrent	 Dependencies

Pre-Training	 and	Knowledge	 Utilization

In-Context	 Learning

Transfer	Learning	and	Domain	Adaptation	

Language	Capacity

ADVANCED

Evaluation & Benchmark

3 How Problem

Offline	Dataset

Question	Bank

Real-Time	Simulation

4 Papers

5 Papers

2 Papers

Discussion	 on	Best	Practices:	42 PapersSummary	of	Evolving	Roles

Fig. 2. The overall framework of research questions for Transformers in AIOps.

the full realization of Transformers’ potential value. (3) Inadequate integration of publicly available resources
and evaluation strategies: The progress of AIOps research relies heavily on access to high-quality public resources,
including datasets, benchmarks, and evaluation metrics. But existing reviews [13, 34–36] often provide incomplete
coverage, narrow perspectives, and non-standardized integration. Moreover, they [2, 13, 34–38] rarely offer in-depth
analysis of evaluation strategies, such as how to leverage public resources for assessing related techniques. These
limitations undermine research reproducibility, comparative assessments, and continuous improvement, while also
creating significant obstacles to the broader adoption of AIOps techniques in both academic and industrial settings.

To bridge these gaps, we break down the problem of “Why Transformers” into three specific research questions.
As shown in Fig. 2, our work first explores What roles Transformers assume in AIOps (Gap 1). We provide an
extensive survey of Transformers in AIOps, examining and categorizing these techniques based on data sources, task
objectives, employed Transformer architectures or variants, and core methodologies. The summary of role changes
also presents an evolutionary trajectory in this context. Furthermore, we investigate the capabilities and benefits that
Transformers bring to these techniques, highlighting two basic capabilities: Sequence Modeling (SEQ) and Parallelization
and Non-Recurrent Dependencies (PARALLEL), as well as four advanced capabilities: Pre-Training and Knowledge
Utilization (PTKL), In-Context Learning (ICL), Transfer Learning and Domain Adaptation (TF), and Language Capacity
(LANG). We aim to uncover the rationale behind Why Transformers have become the preferred choice (Gap 2).
Additionally, we summarize existing benchmarks related to the field of IT operations. These benchmarks revolve around
constructing datasets, designing test suites, and conducting evaluations for large pre-trained models, addressing the
critical question of How to assess Transformers in AIOps (Gap 3).

Contributions. To recapitulate, we highlight the following contributions:

• What Problem. We conduct a systematic review of recent advances in applying Transformers to AIOps,
broadening the scope to consider both vanilla architectures and pre-trained models jointly. Building on this, we
propose a structured taxonomy that categorizes reviewed techniques by data modality (logs in Sec. 5.1, metrics in
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Sec. 5.2, and events in Sec. 5.3), and further organizes them within each modality according to task objectives and
structural principles. The details, including approaches, are summarized in Tab. 5, 6, and 7. Subsequent analysis
highlights the interconnections between Transformer and AIOps across various perspectives, including data
nature, task characteristics, architectural paradigms, and methodological approaches (Sec. 5.1.7, 5.2.5, and 5.3.4).
From these insights, we summarize the role changes of Transformers in AIOps to underscore the overarching
evolution, which may spark inspiration for researchers (Sec. 8).

• WhyProblem.Wepresent a two-level capability framework (Sec. 4.2), comprising two basic capabilities (Sequence
Modeling / SEQ, and Parallelization andNon-Recurrent Dependencies / PARALLEL) and four advanced capabilities
(Pre-Training and Knowledge Utilization / PTKL, In-Context Learning / ICL, Transfer Learning and Domain
Adaptation / TF, and Language Capacity / LANG). Leveraging this framework, we elaborate on the distinctive
strengths of Transformers in AIOps to support a comprehensive and in-depth understanding (recorded in Tab. 5,
6, 7 and discussed in Sec. 5.1.7, 5.2.5, 5.3.4). This enables value realization in analyzing diverse data sources and
addressing specific tasks. To the best of our knowledge, we are among the first to clarify a capability framework
for Transformers within the AIOps domain.

• How Problem. We provide a detailed integration of existing evaluations and benchmarks, together with the
adopted metrics (Sec. 6). In addition, we extend the discussion by further identifying open challenges and
outlining future directions, and then proposing corresponding best practices across different scenarios to guide
on-call engineers toward the most appropriate solution (Sec. 8). Collectively, our work supports researchers
in conducting model assessment, comparison, and selection, offering practical guidance for the continuous
optimization of Transformers in AIOps.

Roadmap. The remainder of this paper is organized as follows. Sec. 2 introduces the survey methodology, presents
the research framework, and discusses threats to validity. Sec. 3 outlines the evolution of AIOps and the background
of Transformers. Sec. 4 proposes a systematic taxonomy, delving into the role of Transformers in AIOps from the
perspectives of data sources, task objectives, structural principles and methodological approaches, and defines a two-
level capability framework for Transformers in AIOps. It also presents the design rationale and comparative analysis of
the proposed taxonomy. Sec. 5 conducts a detailed review of existing Transformer-based AIOps studies, classified by the
three data modalities of logs, metrics, and events, and further organized by task objectives and structural principles. Sec.
6 summarizes commonly used benchmarks, datasets, metrics, and evaluation strategies. Sec. 7 provides a comparative
analysis of related survey studies. Sec. 8 discusses evolving roles, open challenges, future directions, and best current
practices. Sec. 9 concludes the paper.

RQ1: What Problem
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Papers (Section 2.1)

Proposing the Research 
Framework (Section 2.2)

Related Work
(Section 7)

Evolving Roles, 
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Benchmark (Section 6)RQ2: Why Problem RQ3: How Problem

Taxonomy (Data-Target-Principle-
Approach), Rationale, and 

Comparison (Section 4.1 & 4.3)

Capability Framework
(Section 4.2)

Evolution of AIOps
(Section 3.1)

Background of Trans-
Formers (Section 3.2)

Transformers in 
AIOps Domain

(Section 5)

Summarize

Conclusion 
(Section 9)

Discussing Threats to
Validity (Section 2.3)

Fig. 3. Overview of topics covered in this article.
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Table 2. Quality assessment criteria (QAC)

ID Criterion Description

QAC1 Recency of Publication
Is the publication within recent years to ensure the relevance of the findings to the current development of
Transformer-based models and AIOps research?

QAC2 Venue Credibility
Is the publication venue ranked among top-tier conferences or journals in artificial intelligence, machine
learning, or AIOps, ensuring the credibility and impact of the work?

QAC3 Research Impact
Has the paper received a significant number of citations or been referenced in influential works, indicating its
impact and recognition within the research community?

QAC4 Methodological Innovation
Does the paper introduce innovative Transformer-based methodologies, architectures, or applications in time
series analysis, log analysis, or incident management, advancing the state-of-the-art in AIOps?

QAC5 Clarity of Presentation
Is the paper well structured and clearly written, presenting its research objectives, methodology, experimental
results, and conclusions effectively?

QAC6 Experimental Rigor
Does the paper provide a comprehensive evaluation of the proposed Transformer-based approach, including
detailed experimental design, datasets, baselines, and reproducibility information?

2 Methodology

2.1 Search and Selection Process

To systematically collect papers for conducting this survey, we follow the review methodology in [2, 3, 39, 40] to obtain
a repository for Transformers in AIOps, consisting of the following four steps.

Search Strategy. Our initial step is to investigate the top peer-reviewed and influential conferences and journals in
the domains of artificial intelligence, software engineering, data mining, etc. , which include 26 conferences (i.e., AAAI,
ASE, CIKM, EuroSys, FSE, HotNets, ICDE, ICLR, ICML, ICS, ICSE, ICWS, IJCAI, IJCNN, INFOCOM, ISSRE, ISSTA,
IWQoS, NSDI, NeurIPS, OSDI, SANER, SIGCOMM, SIGKDD, VLDB, and WWW) and 9 journals (i.e., TC, TDSC, TIST,
TKDE, TON, TOSEM, TPDS, TSC, and TSE). Subsequently, we manually screened and retrieved 43 papers relevant to
our research topic, beginning in 2017. That year, the Transformer was introduced [25] and has since gradually gained
popularity in the AIOps domain.

Additionally, we conduct an automated search to systematically retrieve papers from well-known digital databases,
including IEEE Xplore [41], ACM Digital Library [42], SpringerLink [43], Web of Science [44], ScienceDirect [45], and
arXiv [46]. These repositories encompass a vast collection of papers in the field of computer science, offering robust
search functions and abundant open-access information. To retrieve relevant papers from the mentioned repositories,
we primarily utilize a predefined set of search keywords, derived from papers identified through our conference and
journal review. By applying these keywords, we obtain a total of 1,259 papers spanning from 2017 to the present.

Selection Criteria. After collecting the papers, we perform a relevance selection based on the pre-defined inclusion
and exclusion criteria.

✓ The paper must be written in English.

✓ The paper must have an accessible full text.

✓ The paper must be a peer-reviewed full research paper published either in a conference or a journal 1.

✓ The paper must adopt Transformer-based models to solve tasks in the AIOps domain, such as log analysis.

✗ The paper does not have more than 5 pages.

✗ The paper is a literature review or survey.

✗ Duplicate papers or similar studies by the same authors.

1For preprint papers released on arXiv in the past three years that are not yet formally published, as well as public resources such as open-source
benchmarks, we retain them when checking venues and perform a manual quality check to decide whether to include them in our study.
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✗ The paper does not utilize the Transformer architecture or its variants.

✗ The paper is not involved in the domain of AIOps.

Initially, the number of included papers is reduced to 493 after filtering out short papers (exclusion criterion 1),
literature reviews (exclusion criterion 2), and duplicates (exclusion criterion 3). Subsequently, we manually review the
titles, authors, and abstracts of the remaining papers (exclusion criteria 4-5). As a result, we identify and select 196
papers that are directly relevant to Transformers in the AIOps domain. Fig. 1 presents the trend of annual papers.

Quality Assessment. To identify representative studies, we define six quality assessment criteria (QAC), as sum-
marized in Tab. 2, to evaluate the effectiveness and significance of the collected papers. Each criterion is scored on
a four-point scale ranging from 0 to 3 (0 = poor, 1 = fair, 2 = good, and 3 = excellent). Specifically, QAC1 (Recency
of Publication) is determined based on the publication year, with more recent studies receiving higher scores. QAC2
(Venue Credibility) and QAC3 (Research Impact) are assessed based on the reputation of the publication venue and the
influence of the study within the research community, respectively. QAC4–QAC6 evaluate methodological innovation,
clarity of presentation, and rigor of experimental evaluation through qualitative assessment. The collected papers are
initially assigned to four master’s students (each with approximately two years of research experience), who evaluate
their assigned subsets according to their domain expertise in log, metric, event, and multimodal analysis. This approach
ensures that each study is reviewed by a researcher familiar with the corresponding topic. The assessment results are
subsequently reviewed by a PhD student with four years of research experience to ensure scoring consistency. Any
discrepancies are resolved through discussion among the co-authors until consensus is reached. Disagreements are
relatively limited and primarily involve borderline cases, suggesting a generally consistent assessment process. After
the quality assessment, 57 papers are retained with total scores exceeding 14 (i.e., 80% of the maximum possible score).

Forward and Backward Snowballing. To ensure comprehensive coverage and minimize the risk of overlooking
representative studies, we conduct both backward and forward snowballing. This process involves examining the
references cited in our initially selected papers as well as identifying subsequent publications that reference these
studies. As a supplementary step, we incorporate additional relevant papers and reapply our selection criteria, including
filtering, deduplication, and quality assessment. Ultimately, this iterative process results in a final set of 70 papers for
our further analysis.

To enhance transparency and reproducibility, we provide a publicly available replication package containing the
selected papers and associated information, including search keywords, selection criteria, quality assessment criteria,
and scoring results. The replication package is available at: https://anonymous.4open.science/r/survey_repository.

2.2 Research Framework

We propose a comprehensive framework for Transformers in AIOps, structured around three key research questions, as
presented in Fig. 2.

RQ1: What roles do Transformers assume in AIOps, and in what ways are they applied to enhance IT operations?

RQ2: Why have Transformers become widely adopted in AIOps, and what key capabilities and benefits underpin

their utility in optimizing IT operations?

RQ3: How can the effectiveness of Transformers in AIOps be rigorously evaluated and systematically assessed?

Manuscript submitted to ACM
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On the left side of Fig. 2, we categorize the collection of papers into three groups based on data sources. Specifically,
logs capture runtime behavior as semi-structured text. Metrics monitor the system status through the values and
changes. Events summarize high-level incident-related information such as impact scope, root causes, and mitigation
steps in natural language. Through the adoption of specialized Transformer variants for distinct data modalities, the
surveyed papers demonstrate enhancement across multiple AIOps tasks. In Sec. 5, we organize the content around
data modalities, task objectives, and structural principles, while expanding on methodological approaches and core
techniques. Additionally, the summary of evolving roles in Sec. 8 also provides an overarching perspective. This
comprehensive analysis highlights the roles of Transformers in AIOps, in response to RQ1.

As shown on the upper right side of Fig. 2, we address RQ2 by establishing a two-level capability system for
Transformers in AIOps, informed by both the surveyed papers and practical insights [25, 47–49]. The fundamental
capabilities and benefits consist of Sequence Modeling and Parallelization and Non-Recurrent Dependencies, which are
brought by the core characteristic of Transformer architecture, particularly the multi-head self-attention mechanism.
The advanced capabilities and benefits are derived from large pre-trained Transformers, including Pre-Training and
Knowledge Utilization, In-Context Learning, Transfer Learning and Domain Adaptation, and Language Capacity. Detailed
definitions and elaborations on these capabilities can be found in Sec. 4.2. Building on the two-level system, we further
analyze the Transformer capabilities manifested in the AIOps techniques, as recorded in Tab. 5, 6, 7 and discussed in
Sec. 5.1.7, 5.2.5, 5.3.4, respectively.

Regarding RQ3, we illustrate the common evaluation approaches on the lower right of Fig. 2, including offline data
analysis, standardized question banks (question answering, multiple-choice), and real-time simulation. The surveyed
papers utilize these approaches to conduct evaluations and benchmark tests, thereby assessing the effectiveness of
Transformers in AIOps, with a particular emphasis on large pre-trained models. Sec. 6 provides a comprehensive
summary of benchmark construction processes, dataset scales, covered domains, common metrics, evaluation strate-
gies, open-source toolkits, benchmarking perspectives, preliminary conclusions, etc. Furthermore, Sec. 8 extends the
discussion to open challenges, future directions, and probable best practices.

By responding to the three key questions in our research framework, we aim to provide a comprehensive under-
standing of Transformers in AIOps, exploring “what” they are, “why” they matter, and “how” their effectiveness can be
quantitatively benchmarked. Ultimately, this will advance AIOps techniques and push the boundaries of Transformer
applications in this field.

2.3 Threats to Validity

Despite our efforts to conduct a comprehensive survey, several threats to validity remain. (1) Internal validity may be
affected by potential search and selection biases. Some relevant studies might still be missed due to keyword limitations
or indexing differences. In addition, the classification of techniques within our taxonomy involves a certain degree
of subjective judgment. To mitigate these risks, we combine manual screening of top venues, automated searches
across multiple digital libraries, detailed paper assessment and selection, and backward snowballing. Furthermore,
the survey results are reviewed by multiple authors, and disagreements are resolved through discussion. (2) External
validity concerns the generalizability of our findings. First, publicly available literature may not fully capture proprietary
industrial practices. However, many reviewed studies [5, 30, 35, 50–66] involve collaborations between academia and
industry, partially mitigating this limitation. Second, the application of Transformers to trace analysis remains relatively
underexplored in existing research, which may limit the generalization of our observations. We therefore discuss the
absence of trace-related studies and potential directions in Sec. 8.4.
Manuscript submitted to ACM
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3 Preliminary

3.1 Evolution of AIOps

Operation and maintenance (O&M) is the most enduring phase in the lifecycle of a software system. Traditional O&M
approaches rely on manual rules or automated scripts. However, these approaches are overwhelmed by the increasing
complexity of systems and heterogeneous data. Modern O&M is gradually shifting to intelligent O&M due to its
effectiveness and efficiency. Specifically, AIOps applies artificial intelligence techniques, including traditional machine
learning methods (e.g., decision trees, SVM), deep learning methods (e.g., VAE, LSTM, CNN), reinforcement learning
methods (e.g., MCTS), knowledge graph methods, graph computation methods, etc. , to analyze application-layer and
machine-layer data within internet services or web services (e.g., search engines, online shopping, online video, instant
messaging) [2, 3, 67]. By leveraging extensive multimodal data, operators can perform anomaly detection, root cause
analysis, and fault prediction, thereby ensuring service reliability and enhancing user experience [4].

To effectively support the application of AIOps techniques, data sources must provide a comprehensive, in-depth,
and easily interpretable description of the system status at runtime. Logs, metrics, and events are recognized as the
key dimensions of observability, which are commonly utilized in the AIOps domain [3, 68]. Typically, logs capture
system runtime behavior as semi-structured text, containing information such as operations, warnings, and errors
[69]. Metrics are multidimensional time series used to monitor hardware, systems, and services, such as throughput,
CPU utilization, and memory usage. Observing changes in these variables over time enables the visual measurement of
system performance, the identification of abnormal behavior, and the discovery of potential issues [70]. Events, termed
incidents from the cloud side or tickets from the customer side, constitute another important data source, recorded
as natural language text throughout the lifecycle of a failure [3, 10]. These records include fields like the associated
service, event source, timestamp, and problem descriptions. They can be generated automatically using predefined
templates or manually by engineers. Continuously collect and analyze the above multimodal data, and we can describe
the system status in a comprehensive and multi-dimensional manner, fully leveraging AIOps techniques to ensure
system stability and reliability. In addition, the three pillars of observability are typically logs, metrics, and traces
[68]. However, this paper does not include a dedicated section on Transformers for trace analysis, mainly because
there is very limited research applying Transformers to traces. Therefore, we only discuss trace analysis together with
multimodal integration in Sec. 8.4 as a supplementary topic.

Notably, as large pre-trained models demonstrate impressive performance in CV and NLP, more and more researchers
are investigating their potential in the AIOps domain to tackle challenges that traditional machine learning or deep
learning techniques have struggled to resolve, including multi-task and multi-scenario generalization, interactive O&M
experiences, knowledge deposition and utilization, continuous learning and updating, among others.

3.2 Background of Transformers

Transformer is a Seq2Seq model centered on the self-attention mechanism and consists of two parts: the encoder
and the decoder, both of which are composed of multiple stacked layers with the same structure [25]. Each encoder
layer contains two sublayers: the Multi-Head Self-Attention Layer and the Feed-Forward Neural Network Layer. Each
decoder layer contains three sublayers: the Masked Multi-Head Self-Attention Layer, the Encoder-Decoder Attention
Layer, and the Feed-Forward Neural Network Layer. Through the Self-Attention mechanism, the Transformer can
capture long-range dependencies while simultaneously allowing parallel training to enhance both training and inference
efficiency. Specifically, the Self-Attention mechanism projects elements of the input sequence into three vectors: 𝑄
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(Query), 𝐾 (Key), and 𝑉 (Value), computes the similarity between 𝑄 and 𝐾 to produce the attention matrix, and then
sums the vectors 𝑉 weighted by the attention coefficients to obtain the vector representation. Multiple attention heads
allow the Transformer to simultaneously focus on diverse features across various subspaces, enabling the model to
capture data patterns more comprehensively. The Self-Attention mechanism is formulated as:

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄,𝐾,𝑉 ) = 𝑆𝑜 𝑓 𝑡𝑚𝑎𝑥 (𝑄𝐾
𝑇√︁
𝑑𝑘

)𝑉

ℎ𝑒𝑎𝑑𝑖 = 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄𝑊𝑄

𝑖
, 𝐾𝑊𝐾

𝑖 ,𝑉𝑊
𝑉
𝑖 )

𝑀𝑢𝑙𝑡𝑖𝐻𝑒𝑎𝑑 = 𝐶𝑜𝑛𝑐𝑎𝑡 (ℎ𝑒𝑎𝑑1, ..., ℎ𝑒𝑎𝑑ℎ)𝑊𝑂

(1)

where the projections are parameter matrices𝑊𝑄

𝑖
,𝑊𝐾

𝑖
∈ R𝑑𝑚𝑜𝑑𝑒𝑙×𝑑𝑘 ,𝑊𝑉

𝑖
∈ R𝑑𝑚𝑜𝑑𝑒𝑙×𝑑𝑣 , and𝑊𝑂 ∈ Rℎ𝑑𝑣×𝑑𝑚𝑜𝑑𝑒𝑙 .

Additionally, the feed-forward network consists of two linear transformations separated by a ReLU activation. Residual
connection and layer normalization are added after each sub-layer to alleviate the gradient vanishing problem and
accelerate model training.

Transformer-based models, i.e., Transformers, can be categorized into four structural principles (referred to as
“Principle” in this manuscript): (1) Transformer-Encoder-Based structures generally focus on encoding sequence data;
(2) Transformer-Decoder-Based structures are ideal for sequence generation tasks; (3) A Transformer-Based structure
integrates an encoder and a decoder, dedicated to sequence transformation tasks. (4) Large Pre-TrainedModels emphasize
learning from extensive amounts of unlabeled data, showing significant generalization capabilities.

Moreover, to fully unlock the potential of Transformers in meeting diverse demands, several methodological
“Approaches” have been developed: (1) Transformer-Architecture Based. This approach typically utilizes the vanilla
Transformer or modifies specific modules such as the self-attention mechanism, to better accommodate particular
scenarios. (2) Prompt Engineering. This approach focuses on designing appropriate prompts, which guide the foundation
model in completing tasks without gradient updates. Some techniques utilize tailored prompts for fine-tuning, allowing
greater flexibility and adaptability. (3) Fine-Tuning. Compared to prompt engineering, this approach allows for adjusting
the model’s parameters to better align with specific scenarios or tasks. However, it necessitates high-quality fine-tuning
datasets and significant computational resources. (4) Foundation Model. This approach involves training a foundational
model on extensive datasets (usually through large-scale self-supervised learning combined with post-tuning such
as supervised fine-tuning, reinforcement learning, etc. ), which can then be adapted to a wide range of downstream
tasks using either prompt engineering or fine-tuning. In this survey, we also categorize techniques leveraging language
models like BERT for semantic embedding under this group, given their domain-specific capabilities.

4 Taxonomy

For the collected papers in this study, we present a comprehensive framework to systematically characterize Trans-
formers, including their data sources, task objectives, architectural variants, and core methodologies (Sec. 4.1). We then
define the capabilities of Transformers, comprising two basic capabilities and four advanced capabilities (Sec. 4.2). We
further discuss the design rationale of the taxonomy and compare it with existing taxonomies (Sec. 4.3).

4.1 Characteristic

As detailed in Sec. 3.1, we classify the surveyed papers into three main categories based on the data modalities they
analyze: Logs, Metrics, and Events (Data). Within each modality, relevant techniques are subsequently grouped
Manuscript submitted to ACM
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Characteristic

Data Modality and Target

Log Analysis

Metric Analysis

Event Analysis

Structural Principle

Transformer-Based

Transformer-Encoder-Based

Transformer-Decoder-Based

Large Pre-Trained Model-Based

Methodological Approach

Transformer-Architecture-Based

Prompt Engineering

Fine-Tuning

Foundation Models

Fig. 4. Characteristics of Transformers in AIOps.

according to their task objectives, such as log parsing, time series forecasting, and fault analysis. This paper explores
the application of Transformers across these three data modalities, covering 12 common AIOps tasks (Target). As
illustrated in Fig. 4, we further identify the techniques by their principles and approaches to highlight the intrinsic
connections between Transformers and AIOps in practical applications. Specifically, from a model architecture per-
spective (Principle), the surveyed papers cover four groups: Transformer-Based, Transformer-Encoder-Based,
Transformer-Decoder-Based, and Large Pre-Trained Model-Based. From an application method perspective (Ap-
proach), they are classified into four types: Transformer-Architecture-Based, Prompt Engineering, Fine-Tuning,
and Foundation Models. The definitions of principles and approaches are detailed in Sec. 3.2.

Tab. 5, 6, and 7 summarize the above characteristics, as well as the core methods that make up relevant techniques.

4.2 Capabilities or Benefits

This section presents the capability framework derived through a qualitative analysis. Specifically, we analyze the 61
model-design-oriented papers among the 70 surveyed papers (61 discussed in Sec. 5, 11 evaluation-oriented papers in
Sec. 6, with 2 papers overlapping) and observe two main sources of Transformer advantages: intrinsic architectural
mechanisms (e.g., multi-head self-attention) and the pre-training paradigm, which naturally correspond to the basic
and advanced levels of the capability framework. Based on the two sources, we iteratively identify a set of recurring
keywords, as shown in the Keywords column of Tab. 3. These patterns are further abstracted into six capabilities: two
basic ones (Sequence Modeling, SEQ; Parallelization and Non-Recurrent Dependencies, PARALLEL) and four
advanced ones (Pre-Training and Knowledge Utilization, PTKL; In-Context Learning, ICL; Transfer Learning
and Domain Adaptation, TF ; Language Capacity, LANG).

To provide empirical grounding for the capability framework, we examine how the six capabilities are reflected
in the reviewed studies, as summarized in the Capabilities or Benefits column of Tab. 5, 6, and 7. The results show
that SEQ and PARALLEL appear in 37.7% and 29.5% of the papers, while PTKL, ICL, TF, and LANG appear in 78.7%,
60.7%, 31.1%, and 57.4%, respectively, indicating their broad presence in the literature and supporting the validity of the
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Table 3. The two-level system of Transformers encompassing six capabilities or benefits

Level Capabilities or Benefits Abbreviation Keywords

Sequence Modeling SEQ
Multi-Head Self-Attention, Sequential Features, Long-Range
Dependencies

Ba
si
c

Parallelization and Non-Recurrent Dependencies PARALLEL
Multi-Head Self-Attention, Parallelization, Non-Recurrent De-
pendencies

Pre-Training and Knowledge Utilization PTKL
Large-Scale Corpora, Pre-Trained Models, Parametric Knowl-
edge, Generalizability and Model Adaptability

In-Context Learning ICL
Prompt, Zero-Shot, One-Shot, Few-Shot, No Gradient Updates,
Multi-Tasks, CoT, Emergence

Transfer Learning and Domain Adaptation TF
Transfer Learning, Fine-Tuning, Specific Domains and Tasks,
FFT, PEFT, RL, Label-LessA

dv
an
ce
d

Language Capacity LANG
Language Generation, Conditional Text Generation, Semantic
Understanding, Code Synthesis

framework. Additionally, the framework is orthogonal to the Data–Target–Principle-Approach taxonomy introduced in
Sec. 4.1. While the taxonomy organizes the literature by application characteristics, the capability framework highlights
the underlying sources of Transformer advantages, thereby addressing the “Why” problem.

Basic-Level Capabilities.On the one hand, basic-level capabilities primarily stem from the multi-head self-attention
mechanism, which is the core of the Transformer.

Based on this mechanism, the Transformer can capture dependencies between different positions within a sequence,
thereby enabling effective sequence modeling (SEQ). A key challenge in sequence modeling involves addressing long-
range dependencies. One critical factor is the length of the paths that forward and backward signals have to traverse
in the network. The shorter these paths between different positions, the easier it is to learn long-range dependencies
[71]. The self-attention mechanism used by Transformers does not rely on window size or path length, allowing direct
interaction between positions in the sequence. This facilitates the learning of long-range dependencies and demonstrates
superior performance.

Apart from delivering superior performance, Transformers achieve more efficient sequence modeling by mitigating
recurrent dependencies and enabling higher parallelization (PARALLEL). Specifically, RNNs must sequentially compute
hidden states, with each time step’s hidden state depending on the previous one, which hinders parallel computa-
tion. In addition, this sequential dependency necessitates storing hidden states, consuming substantial memory, and
reducing batch processing capacity. These factors significantly impact the training efficiency and inference speed of
RNNs. Furthermore, due to recurrent dependencies, RNNs may experience vanishing or exploding gradients during
backpropagation, which degrades performance, particularly with long sequences [21–24]. In contrast, the multi-head
self-attention mechanism allows computations at each position to be independent. Consequently, Transformers can
compute hidden representations in parallel for all input and output positions. Without recursive loops, models become
more efficient. Experiments on two machine translation tasks show that Transformers excel in quality, while being
more parallelizable and requiring much less training time [25].

Advanced-Level Capabilities. On the other hand, advanced-level capabilities pertain to the description of large
pre-trained models.

Pre-training forms the foundation of various capabilities of large pre-trained models (LPMs). Learning from large-
scale corpora, LPMs can capture the underlying patterns and latent correlations, internalizing them as generalized
knowledge (PTKL) [72, 73]. The knowledge encompasses the laws of linguistic phenomena, semantic information,
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logical reasoning, text generation, and so on, which endows LPMs with significant potential to solve multiple tasks
across diverse domains. The scale and quality of the corpora are critical to the success of pre-training. Additionally,
model architecture, training acceleration methods, and optimization techniques also deserve attention [73].

Harnessing the potential of foundational models often involves prompt engineering. Typically, a formatted natural
language prompt includes a task description, examples, and inputs. In zero-shot, one-shot, or few-shot settings, LPMs
can handle various new tasks without gradient updates. Additionally, Chain-of-Thought is an improved prompt strategy
that explicitly exposes the intermediate reasoning process leading to the output [74]. The above prompt strategies
rely on a clear understanding of the context, offering precise guidance to help LPMs interpret the query’s intent and
deliver the optimal output (ICL). The ICL capability was first defined in [47], being considered one of the emergent
abilities of LPMs [49]. Specifically, Wei et al. [48] explore the emergent abilities of several LPMs across multiple tasks.
When the parameter scale reaches a certain threshold, the pre-trained model suddenly acquires some emergent ICL
abilities. Brown et al. [47] also quantitatively demonstrate that the ICL capability enhances as the parameter scale
expands from 0.1B to 175B. Generally, ICL refers to the capability to complete new tasks based on the understanding of
the given context, which may improve as the parameter scale increases. This represents the initial level of leveraging
the capabilities or benefits of LPMs.

However, an increasing number of studies find that further adaptation to specific tasks or domains requires additional
model adjustments [75–77]. Fine-tuning, a prevalent technique in transfer learning, is frequently utilized in this
adjustment process (TF ). It can be classified into Full Fine Tuning (FFT) and Parameter-Efficient Fine Tuning (PEFT)
according to the scale of parameters involved in the adjustment. While FFT offers significant performance gains, it is
hindered by high training costs, catastrophic forgetting, and the need for high-quality fine-tuning data. To balance cost
and effectiveness, PEFT has emerged as a popular fine-tuning approach by introducing a small number of trainable
components, such as Adapter Tuning [78], Prompt Tuning [79], Prefix Tuning [80], LoRA [81], and QLoRA [82]. Many
of these techniques have been open-sourced in [83]. Additionally, reinforcement learning (RL) plays a crucial role
in fine-tuning by optimizing both process-based and outcome-based signals from specialized reward models [84, 85].
Depending on the reward source, RL can be categorized into Reinforcement Learning with Human Feedback (RLHF) and
Reinforcement Learning with AI Feedback (RLAIF) [76]. In summary, the ultimate goal of fine-tuning is to adapt large
pre-trained models to specific tasks or domains under controllable costs. This represents the second level of leveraging
the capabilities or benefits of LPMs.

Moreover, language generation is a fundamental capability, involving next-token prediction from historical tokens
[86] and generating task-specific text based on given conditions [87] (LANG). This capability stems from LPMs’ deep
semantic understanding. Broadly, LPMs can also employ similar approaches to handle tasks across different language
forms, including code synthesis [88].

4.3 Design Rationale and Comparative Analysis of the Taxonomy

Justification of the Data-Modality Axis. To understand what roles Transformers assume in AIOps, several aspects
need to be considered, including data modality, task objectives, architectural principles, and methodological approaches.
Among them, data modality is chosen as the primary organizing axis of the taxonomy, as it defines the problem
space in AIOps (Data). The main observability sources (e.g., logs, metrics, and events) exhibit distinct structures and
semantics, from which different task objectives arise (Target). These characteristics further influence the design of
model architectures (Principle), while methodological strategies adapt accordingly (Approach).
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Table 4. Distribution of the 61 model-design-oriented papers across the proposed taxonomy. Each number indicates paper counts. We
classify the techniques based on data, targets, principles (TF represents Transformer-Based, TFE represents Transformer-Encoder-Based,
TFD represents Transformer-Decoder-Based, LPM represents (Large) Pre-Trained Model-Based), and approaches (TAB represents
Transformer-Architecture-Based, PE represents Prompt Engineering, FT represents Fine-Tuning, FM represents Foundation Models).

Data Target Principle Approach

# TF # TFE # TFD # LPM # TAB # PE # FT # FM
Logging (2 papers) 1 - - 1 - 1 1 1
Log Parsing (6 papers) - - - 6 - 5 1 -
Log Representation Learning (2 papers) - 2 - - - - 2 2
Log-Based Anomaly Detection (8 papers) - 6 - 2 4 2 2 4
Log-Based Failure Prediction (1 paper) - - 1 - 1 - - -

Log (20 papers)

Multi-Task Log Analysis (1 papaer) - - - 1 - - 1 1
Time Series Forecasting (17 papers) 5 3 4 5 6 4 3 6
Time Series Classification (2 papers) - 2 - - 2 - 1 -
Time Series Anomaly Detection (2 papers) 1 1 - - 2 - - -Metric (22 papers)

Time Series Alignment (1 paper) - - - 1 - - 1 1
Fault Understanding (8 papers) 1 4 1 2 1 3 2 3
Root Cause Analysis (10 papers) - 1 1 8 - 7 3 -Event (19 papers)
Other (1 papers) - - - 1 - 1 - -

Compared with alternative taxonomies, each perspective alone has certain limitations. A task-oriented taxonomy
organizes studies by application goals but often overlooks the alignment between Transformer capabilities and data
characteristics. Architecture-oriented and approach-oriented taxonomies focus on model structures and technical
methods, which help analyze design variations but tend to abstract away from the operational context of AIOps. In
contrast, this survey adopts data modality as the organizing axis and incorporates target, principle, and approach
dimensions, forming a Data–Target–Principle–Approach taxonomy. This design connects the problem space (Data and
Target) with the modeling space (Principle and Approach), enabling a more systematic understanding of the “What”
problem.

Comparison with Existing Taxonomies. As summarized in Tab. 1, existing surveys cover diverse perspectives
on AIOps solutions; however, their taxonomies remain limited in both scope and depth. (1) Some studies discuss
certain dimensions without establishing an explicit taxonomy. Ahmed et al. [35] focus on root causing and mitigation
recommendation, while Le et al. [36] emphasize prompt strategies. These implicit dimensions are not elevated into a
structured framework. (2) Several surveys adopt a single-dimensional taxonomy, organizing techniques primarily by
either observability data [2, 13] or operational targets [37]. While useful, such taxonomies capture only one aspect of the
problem. (3) Some recent works consider multiple aspects simultaneously. Wen et al. [34] discuss targets and network
modifications, Su et al. [38] analyze forecasting and anomaly detection from targets and approaches, and Zhang et al. [3]
consider data, targets, and approaches for LLM applications in the AIOps domain. Nevertheless, these dimensions are
typically presented in parallel rather than integrated into a unified analytical framework that systematically explains
how different design choices relate to one another. Moreover, prior surveys rarely provide an explicit capability-oriented
framework for understanding the advantages of Transformers in AIOps. In contrast, our work proposes a multi-layer
taxonomy (Data–Target–Principle–Approach) together with a two-level capability framework. Based on this, we derive
new insights regarding the evolving roles of Transformers in AIOps, the alignment between the problem space and the
modeling space, and the capability-oriented explanation of Transformer effectiveness.

5 Transformers in AIOps Domain

We present a detailed analysis of Transformer-based techniques in the AIOps domain, grounded in the 70 papers
collected through the systematic search and selection process described in Sec. 2.1, without introducing additional
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studies or excluding any papers from the surveyed corpus. Among these, 61 papers focus on model design (highlighted
in this section), 11 papers address evaluation and benchmark studies (covered in Sec. 6), and 2 papers cover both aspects.

To ensure traceability between the surveyed corpus and the presented analysis, the narrative follows the research
framework in Sec. 2.2 and the taxonomy in Sec. 4 (Data–Target–Principle-Approach). Specifically, techniques are first
categorized by the data modality, then grouped by the AIOps tasks, and finally analyzed according to the structural
principles and methodological approaches. Tab. 4 summarizes the distribution of the 61 model-design-oriented papers
across the dimensions of the proposed taxonomy, serving as a bridge between the surveyed corpus and the subsequent
analysis.

5.1 Transformers for Log Analysis

Transformers for Log Analysis
§ 5.1 

Logging
§ 5.1.1 

Log Representation Learning
§ 5.1.3

Transformer-Based (Large) Pre-Trained Model-Based

Log-Based Failure Prediction
§ 5.1.5

Transformer-Decoder-BasedTransformer-Encoder-Based

Log Parsing
§ 5.1.2

Log-Based Anomaly Detection
§ 5.1.4

Multi-Task Log Analysis
§ 5.1.6

Timestamp
Instance1
Severity: info 
Message: received 
conversion request

Fig. 5. Categories of Transformers for log analysis.

Logs are semi-structured textual data, with the structured part containing timestamps, log levels, source addresses,
etc. , while the unstructured message content follows a fixed format [69]. They are generated by developer-embedded
code at predefined points, recording events, status information, and alarms throughout the operation of a system,
application, or service. Generally, log printing is regarded as a good programming practice, enabling developers to
monitor key variables and trace the execution flow during runtime. This approach facilitates system development,
debugging, testing, and maintenance.

As shown in Fig. 5, the log analysis process typically involves four steps: (1) Logging involves recording logs at key
points in the program (Sec. 5.1.1). (2) Log Parsing involves preprocessing semi-structured log messages into structured
templates or events, serving as the foundation for various downstream tasks (Sec. 5.1.2). (3) Log Representation Learning
involves mapping raw data into a latent space, thereby capturing the intrinsic characteristics (Sec. 5.1.3). (4) Downstream
Tasks perform essential AIOps functions through log data, including anomaly detection (Sec. 5.1.4), failure prediction
(Sec. 5.1.5), and multi-task analysis (Sec. 5.1.6).

(1) For a long time, log printing relied heavily on developers manually configuring it during the program design phase.
With software systems scaling up, this approach exposes several issues: inefficiency, dependence on expert knowledge,
lack of standardized logging documentation, and maintenance challenges due to dispersed logging code sources, etc. As
a result, there is a growing shift toward automated log printing. However, this approach faces three core challenges:
determining where to log, what information to log, and the appropriate log level [69]. (2) Log messages are applied
to downstream tasks after log data is generated and collected. Since most existing techniques require structured log
inputs, log parsing becomes an essential step that transforms semi-structured log messages into structured templates or
events. Traditional techniques encompass regular expression matching, delimiter-based parsing, and predefined pattern
matching. However, they require manual configuration, are inefficient, and lack generalizability. Subsequent researchers
proposed log parsing techniques based on clustering [89–91], frequent item mining [92, 93], and heuristics [94, 95], but
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these still face limitations, such as the need for manual configuration of regular expressions, high preprocessing time,
etc.Moreover, NeuralLog [96] empirically examines the severe impact of log parsing errors caused by out-of-vocabulary
(OOV) words and semantic misunderstandings. It emphasizes that enhancing parsing accuracy is critical for effective
log analysis. (3) Log preprocessing is not the sole critical factor; robust feature extraction also benefits a lot in improving
downstream tasks. Common techniques like word2vec and TF-IDF are used for log vectorization, but they depend on
hand-crafted features or domain-specific vectors, making them resource-intensive and less effective across multiple
domains. Furthermore, general-purpose word embeddings are not tailored for log data, often resulting in suboptimal
performance in log analysis. (4) A common approach for downstream tasks like log anomaly detection or failure
prediction resembles the “next sentence prediction” task in NLP. It leverages neural networks to model the normal
characteristics of log sequences and predict the most probable next log template. An anomaly is detected if the observed
log deviates from the prediction or if the predicted template contains known fault patterns [30, 97]. In log sequence
modeling, traditional RNN architectures like LSTM face challenges due to inherent recurrent dependencies, resulting in
vanishing or exploding gradients and high computation time [21–24]. While Bi-LSTM captures contextual features in
both directions, it still struggles with gradient-related issues. In contrast, CNN architectures lack recurrent dependencies,
but their ability to capture contextual features is restricted by their receptive field [19, 20, 97]. Additionally, prior
research rarely introduces unified models for multiple tasks, largely due to limitations in architectural generalization
[21, 98, 99]. Therefore, modeling and analysis based on previous network architectures are more or less problematic.

Overall, existing log analysis techniques have the following drawbacks: (1) Labor-intensive and time-consuming
processes, characterized by a strong dependence on expert knowledge and low efficiency. (2) Specificity to particular
data scenarios, lacking generalization capabilities and failing to handle few-shot or zero-shot tasks. (3) Constrained
modeling capabilities, limiting effective feature extraction and comprehensive data modeling. Recently, an increasing
number of log analysis techniques have adopted Transformer architectures to tackle the aforementioned challenges.
We organize these works into six categories based on their task objectives: logging, log parsing, log representation
learning, log-based anomaly detection, log-based failure prediction, and multi-task log analysis.

5.1.1 Logging. The key to automating log generation is to address three fundamental aspects: determining where and
what to log, and selecting the appropriate log level.

Transformer-Based. LANCE [100] collects a large corpus of publicly available Java code to train a Text-to-Text
Transfer Transformer (T5) model [101]. During the pre-training phase, the model is trained on 6.8 million samples
across two tasks: Firstly, randomly masking portions of the code blocks to learn general Java syntax, including the
logging statements; and secondly, predicting the optimal locations for inserting log statements. In the fine-tuning phase,
using 0.1 million samples, the model’s task becomes more specific: generating log statements that include the location,
log level, and message content.

(Large) Pre-TrainedModel-Based. In contrast to LANCE, UniLog [50] takes a different approach, moving away from
the conventional pre-training and fine-tuning paradigm. Instead, it leverages the in-context learning (ICL) capabilities
of existing large language models. Specifically, it incorporates KNN-selected log examples directly into the prompt
to facilitate automated log generation. Compared to fine-tuning a language model of the same scale, this approach
requires less than 4% of the parameter fine-tuning time, thereby significantly reducing computational overhead.

5.1.2 Log Parsing. Most log analysis techniques rely on structured input, making log parsing critical for converting
semi-structured raw logs into structured templates (i.e., events) and parameters. The first step in this process is to
identify the structure of the logs and then extract templates based on this structure. These templates capture the general
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patterns of the logs, which are typically defined by the printing statements. Subsequently, the parser recognizes the
parameters within the templates, representing the specific values, identifiers, or keywords found in the logs, and extracts
them from the raw log entries.

(Large) Pre-Trained Model-Based. The essence of this process is to understand natural language and explore
the commonalities between textual contents. Therefore, large language models with robust linguistic capabilities
demonstrate significant potential for improving the accuracy and efficiency of log parsing, while also reducing the need
for manual intervention. Significant efforts have been made in this direction, with initial successes already documented.

Some techniques pursue the gains offered by prompt strategies [36, 51]. ChatGPTParser [36] utilizes ChatGPT along
with three simple yet effective prompts (i.e., simple prompt, enhanced prompt, and few-shot prompt) to perform log
parsing tasks on a dataset containing manually annotated logs from 16 different domains, with 2,000 logs per domain.
Similar to ChatGPTParser, LogPrompt (Liu et al.) [51] also emphasizes the design of effective prompts, including Self-
Prompt, Chain-of-Thought Prompt, and In-Context Prompt. The Self-Prompt approach enables the large language model
to generate the prompt autonomously, thereby narrowing the disparity between human and machine languages and
facilitating more intuitive interaction. On the other hand, the CoT Prompt aims to improve the model’s interpretability
by prompting it to provide reasoning for its judgments while explicitly defining the steps needed to complete the task.
This strategy helps reduce hallucinations and enhance the reliability of generated outputs. In few-shot scenarios, the
In-Context Prompt approach integrates a small number of supervised examples directly into the prompt, allowing
for more effective guidance. Moreover, LogPrompt (Liu et al.) offers not only examples of log messages and their
corresponding templates but also examples of both normal and anomalous logs, allowing the model to perform both log
parsing and anomaly detection simultaneously. This study compares the effectiveness of using ChatGPT alone against
that of the LogPrompt (Liu et al.) technique in log parsing. Both approaches confirm the potential of large language
models in this task, while the differences in their performance emphasize the critical role of prompt strategies.

Certain techniques [102–105] strive to advance sampling-based frameworks that improve the performance of large
language models in log parsing. DivLog [102] improves the accuracy of log parsing through a fixed-format prompt.
Specifically, it begins by sampling a small subset of log messages from the sources using the Determinantal Point Process
(DPP) to generate candidate prompt examples. It then selects the 𝑛 log templates most similar to the target log message
based on KNN-computed similarity, arranging them in ascending order for inclusion in the prompt. This strategy
is driven by the recency bias characteristic of large language models. Additionally, the prompt directs the model to
produce special <start> and <end> tags to address the issue of redundant output, facilitating the extraction of expected
results. It is worth noting that DivLog uses GPT-3 as its backbone rather than ChatGPT, yet it still demonstrates strong
performance in log parsing. LILAC [103] adopts an approach similar to DivLog for sampling candidate sets and selecting
supervised examples for prompts. However, it also incorporates a cache block mechanism, designed to store all log
templates in a hierarchical, tree-like structure. Before each log message is processed by the large language model and
after each log template is output, this structure requires matching, insertion, or redefinition operations on the cache
tree. This mechanism not only reduces query overhead on the language model, thereby enhancing parsing efficiency,
but also ensures the consistency of parsing results. LLMParser [104] also adopts a clustering sampling algorithm to
select representative and diverse log samples. Unlike DivLog and LILAC, these sampled subsets are used for few-shot
fine-tuning, guiding the language model to “translate” raw logs into log templates. Consequently, LLMParser achieves
an average log parsing accuracy of 96%. Moreover, LLMParser systematically evaluates the performance of different
large language models on the log parsing task, revealing that in certain cases, smaller models may outperform larger
ones while providing faster inference. Going a step further, LUNAR [105] eliminates the need for labeled samples
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by introducing Log Contrastive Units (LCUs). LCUs, groups of logs with similar structures but differing parameters,
enable LLMs to infer templates through comparative reasoning. To efficiently extract LCUs from large-scale log corpora,
LUNAR applies hierarchical sharding based on log length and frequent tokens, followed by a hybrid ranking method that
balances structural commonality and parameter variability. Once high-quality LCUs are identified, LUNAR assembles a
demonstration-free prompt containing task instructions, parameter examples, and output-format constraints to guide
LLMs in generating structured templates. This fully unsupervised approach not only removes annotation costs but also
improves robustness to evolving log patterns.

5.1.3 Log Representation Learning. Pre-trained language models like BERT [106] have been widely applied to diverse
NLP tasks, enabling efficient semantic representation without the need to train a new model from scratch. Yet, unlike
typical natural language text, semi-structured log data often includes distinctive patterns, specific formats, and domain-
specific information related to particular systems or applications. This requirement highlights the importance of
language models capable of understanding domain knowledge and specialized terminology. As a result, general-purpose
word embeddings, such as BERT, may not always be the most effective solution for handling log data.

Transformer-Encoder-Based. To obtain a unified log representation optimized for a range of downstream analysis
tasks, some researchers have turned their attention to developing log-domain-aware pre-trained models [52, 107].
Biglog [52] utilizes a large-scale log dataset, comprising 0.45 billion logs from 16 diverse domains, to pre-train a stack-
transformer model similar to BERT. This approach is designed to equip the model with the capability to capture both
in-sentence and cross-sentence features intrinsic to log data. The unified log representations produced by the Biglog-
encoder demonstrate impressive few-shot learning capability and adaptability across domains in various downstream
tasks, including log parsing, anomaly detection, and failure prediction. Hil-BERT [107] introduces a hierarchical
Transformer model designed to perform modeling at both the log token and log sequence levels. The model incorporates
two mask-based self-supervised tasks tailored specifically for these levels. Pre-training was conducted on Loghub
[108], a dataset spanning 17 real-world sources across diverse domains, including distributed systems, supercomputers,
operating systems, mobile systems, server applications, and standalone software. By leveraging the pre-trained model,
high-quality log representations are generated and then fine-tuned via a linear layer to evaluate the normality of log
sequences. Notably, experimental results demonstrate that initializing the model with BERT enhances the effectiveness
of pre-training. This finding suggests that general-domain corpora support a certain degree of generalization capability,
which can be advantageous when adapted to the log domain. Nonetheless, experiments also reveal that pre-training
solely on log data from scratch does not lead to significant performance degradation. So pre-training exclusively within
the log domain remains effective and can produce robust, satisfactory outcomes.

5.1.4 Log-Based Anomaly Detection. Fundamentally, log-based anomaly detection techniques focus on identifying
the underlying patterns of normal system behavior, as reflected in event flows (including execution sequences and log
printing time intervals) and log semantics.

Transformer-Encoder-Based. With the dual focus on log data, most techniques employ BERT as their core model,
motivated by two main considerations.

On the one hand, BERT acts as a sequence modeler, where its bi-directional encoding of the Transformer architec-
ture enables effective sequence-level contextual modeling [30, 97]. For example, LogBERT [97] leverages the BERT
architecture to model sequence-level features of log templates while also extracting shared characteristics of normal log
template sequences. To this end, it employs two self-supervised training tasks: The first task is masked log message
prediction, akin to the pre-training strategy used in BERT. A certain proportion of log templates in the sequence is
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selected and masked, and the cross-entropy loss between the model’s output and the true templates is calculated. The
second task is hypersphere volume minimization. This approach leverages CLS encoding at the beginning of each
sequence, representing the features of the entire sequence. These CLS encodings are averaged to determine the centroid.
The objective is to minimize the distances between each template sequence and the centroid, thus clustering normal log
sequences more closely in the embedding space. During online detection, if the difference between the predicted log
template and the actual output exceeds a certain threshold, the system is flagged as deviating from normal behavior,
thereby an anomaly is detected. Like LogBERT, Loader [30] also trains a BERT-based model to predict the next log
template. However, Loader introduces improvements to the anomaly detection strategy. Unlike LogBERT, which selects
the 𝑘 most probable log templates as normal candidates, Loader chooses templates whose cumulative probabilities
exceed a threshold 𝑝 . This approach mitigates accuracy sensitivity to the hyperparameter 𝑘 and enhances robustness
from a probabilistic perspective.

On the other hand, as a semantic encoder pre-trained on large-scale unlabeled text, BERT is widely utilized to
derive high-quality representations of log data. SwissLog [109] introduces a dictionary-based log parsing approach
that operates without the need for parameter tuning. Building on this log parsing process, it leverages BERT to extract
semantic embeddings from log templates. These embeddings are then complemented by a fully connected layer that
effectively maps the time intervals between log entries into a high-dimensional space. By concatenating the semantic
and time embeddings, SwissLog generates a comprehensive log representation. This representation is then used in a
binary classification task to distinguish normal from abnormal logs, employing a bi-directional LSTM network with an
attention mechanism. The bi-directional structure captures the contextual features of the log sequence, while attention
weights help reduce the impact of noisy or irrelevant logs. Furthermore, SwissLog constructs instance graphs based on
the logs and identifies leaf nodes to produce a set of candidate root causes for detected anomalies.

Beyond treating these roles in isolation, certain techniques combine them, utilizing BERT simultaneously as a semantic
encoder and a sequence modeler. NeuralLog [96] investigates how log parsing errors, especially those introduced by
out-of-vocabulary (OOV) words and semantic misunderstandings, impact anomaly detection, and proposes an anomaly
detection framework that functions independently of log parsing. After removing digits and punctuation from log
messages, NeuralLog applies WordPiece Tokenization and BERT to encode these messages into semantic vectors. The
sequence of semantic vectors is then fed into a BERT architecture, and the output is passed through pooling, dropout, and
a binary classification fully connected layer to determine the probability of the log being normal or abnormal. LogPrompt
(Zhang et al.) [110] focuses on prompt tuning for anomaly detection. Specifically, a Bi-LSTM is used to encode and
project the prompt template, which is then concatenated with the semantic and sequential tokens of the logs and fed
into a pre-trained language model (e.g., BERT, RoBERTa, ALBERT). After extracting semantic and sequential features,
the model predicts the value of the [MSK] token in the prompt template to indicate whether the system is anomalous.
Notably, this work incorporates a focal loss function for fine-tuning, which mitigates the negative impact of log class
imbalance while increasing focus on hard-to-classify logs by adding modulating factors and a focusing parameter to
the cross-entropy loss. LogSynergy [53] further extends BERT to the task of cross-system log anomaly detection. It
introduces an LLM–based event interpretation module, which employs ChatGPT to normalize heterogeneous log syntax
by translating raw log messages into concise, standardized semantic descriptions. The interpreted log statements are
subsequently encoded with a fine-tuned BERT model to generate unified event embeddings. Then, these embedding
sequences are processed by System-Unified Feature Extraction (SUFE), a disentanglement mechanism built on a
Transformer encoder that filters out system-specific information while preserving transferable, system-independent
features for effective cross-system learning.
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(Large) Pre-Trained Model-Based. In rigorous industrial settings, reducing false alarms is a precondition for
anomaly detection techniques to gain widespread adoption. ScaleAD [54] is a tree-based parsing and lightweight
anomaly detection technique that utilizes large language models to identify potential errors described in logs. It
produces final diagnostic results by combining insights from a trie-based detection agent with LLM feedback, enhancing
accuracy and reducing false alarms. Additionally, ScaleAD presents a case study evaluating the capability of ChatGPT
to provide feedback comparable to that of on-call engineers. Also, it is well-understood that hallucinations in large
language models pose a challenge for rigorous industrial applications. To mitigate this, RAGLog [111] employs retrieval-
augmented generation. Using a vectorized database of normal log entries constructed through unsupervised clustering,
the framework first retrieves relevant log entries related to the queried log entry. It then employs a QA-based prompt to
guide the LLM in determining whether the queried log entry represents normal or abnormal behavior.

5.1.5 Log-Based Failure Prediction. The approach for failure prediction resembles that of anomaly detection, also
leveraging Transformers to capture the contextual features of log sequences. However, unlike most unsupervised
anomaly detection techniques, which capture normal patterns, failure prediction typically does not differentiate between
normal and abnormal system states.

Transformer-Decoder-Based. Clairvoyant [112] first identifies specific failure events, i.e., log template, and then
utilizes a stacked Transformer-decoder architecture to predict the next log event for a historical log sequence. By sliding
a time window, it generates a sequence of upcoming events of a specified length, which then enables inference of the
likelihood of an impending failure event.

5.1.6 Multi-Task Log Analysis. The aforementioned techniques are largely task-specific, with separate models trained for
individual objectives such as log parsing or anomaly detection. Although such specialization can maximize performance
at the task level, it results in substantial maintenance overhead and limited flexibility. Leveraging the generality of large
pre-trained models, recent studies have begun to explore unified approaches to multi-task log analysis.

(Large) Pre-Trained Model-Based. LogLM [55] exemplifies this direction by employing instruction tuning to sup-
port diverse log analysis tasks, including parsing, anomaly detection, interpretation, root cause localization, and solution
recommendation. Specifically, it reformulates traditional task-specific log-label pairs into a unified instruction–response
paradigm. This design enables a pre-trained model to capture semantic commonalities across tasks and operate within
a single architecture, thereby eliminating the need for endless model designs or large-scale labeled datasets for each
task. Overall, LogLM serves as a notable practice in evolving IT operations from conventional task-focused approaches
toward natural language-enabled, intelligent management.

5.1.7 Summary. In Tab. 5, we summarize the Transformer-based models for log analysis, providing information on
Targets, Principles, Approaches, Core Methods, and Capabilities.

The aforementioned techniques highlight that Transformer-based log analysis mainly builds on three core ideas:
Transformer architecture, foundation models, and prompt design. (1) Firstly, the most fundamental approach involves
the direct application of Transformer architectures [30, 53, 96, 97, 112]. These techniques primarily aim to model
log sequences to detect sequence-level anomalies. However, adapting models to specific scenarios or tasks often
incurs significant costs in terms of design, simulation, and verification. (2) To address this challenge and improve
generalization, certain techniques focus on domain-specific foundation models [52, 55, 100, 107]. Among these, LANCE
serves as a foundation model tailored for log printing. The Java syntax knowledge acquired during its pre-training
phase is potentially transferable to other tasks. Meanwhile, BigLog and HilBERT emphasize unified log representations,
Manuscript submitted to ACM



Why Transformers? A Comprehensive Overview of Transformers in Artificial Intelligence for IT Operations 21

Table 5. Summary of Transformer-based models for log analysis. We classify the techniques based on targets, principles (TF represents
Transformer-Based, TFE represents Transformer-Encoder-Based, TFD represents Transformer-Decoder-Based, LPM represents (Large)
Pre-TrainedModel-Based), approaches (TAB represents Transformer-Architecture-Based, PE represents Prompt Engineering, FT represents
Fine-Tuning, FM represents Foundation Models), and core methods. Additionally, we list the capabilities or benefits of the Transformer
(SEQ represents Sequence Modeling, PARALLEL represents Parallelization and Non-Recurrent Dependencies, PTKL represents Pre-
Training and Knowledge Utilization, ICL represents In-Context Learning, TF represents Transfer Learning and Domain Adaptation, LANG
represents Language Capacity).

Target Technique
Principle Approach

Core Methods
Capabilities or Benefits

TF TFE TFD LPM TAB PE FT FM SEQ PARALLEL PTKL ICL TF LANG

LANCE [100] ✓ ✓ ✓ T5 + Pre-Training + Fine-Tuning ✓ ✓ ✓
Logging

UniLog [50] ✓ ✓ GPT3-Based Codex + KNN Comparison + Few-Shot ✓ ✓ ✓

ChatGPTParser [36] ✓ ✓ ChatGPT + Zero/Few-Shot + Enhanced Prompt ✓ ✓ ✓
LogPrompt (Liu et al.) [51] ✓ ✓ ChatGPT + Self-Prompt + CoT + In-Context Prompt ✓ ✓ ✓
DivLog [102] ✓ ✓ GPT3 + DPP + KNN + Few-Shot ✓ ✓ ✓
LILAC [103] ✓ ✓ ChatGPT + Candidate Sampling + KNN + Cache Block ✓ ✓ ✓
LLMParser [104] ✓ ✓ Flan-T5 + LLaMA + ChatGLM + Few-Shot Tuning ✓ ✓ ✓ ✓

Log Parsing

LUNAR [105] ✓ ✓ ChatGPT + Sharding + Reasoning ✓ ✓ ✓

Biglog [52] ✓ ✓ ✓ BERT + Pre-Training + Fine-Tuning + Clustering ✓ ✓ ✓
Log Representation Learning

HilBERT [107] ✓ ✓ ✓ Hierarchical BERT + Pre-Training + Fine-Tuning ✓ ✓ ✓ ✓

LogBERT [97] ✓ ✓ BERT + Mask Prediction + Hypersphere Volume Minimization ✓ ✓
Loader [30] ✓ ✓ BERT + Top-P Selection ✓ ✓
SwissLog [109] ✓ ✓ ✓ BERT + Attention-Based Bi-LSTM + Heuristic Algorithm ✓ ✓
NeuralLog [96] ✓ ✓ ✓ BERT + WordPiece Tokenization ✓ ✓ ✓ ✓
LogPrompt (Zhang et al.) [110] ✓ ✓ ✓ Bi-LSTM Head + Prompt Tuning + Focal Loss ✓ ✓ ✓ ✓ ✓
LogSynergy [53] ✓ ✓ ✓ BERT + ChatGPT + Adaptation Network ✓ ✓ ✓ ✓ ✓
ScaleAD [54] ✓ ✓ Trie-Based Detection Agent + ChatGPT + Zero-Shot ✓ ✓ ✓

Log-Based
Anomaly Detection

RAGLog [111] ✓ ✓ Embedding Model + RAG + Few-Shot ✓ ✓ ✓

Log-Based Failure Prediction Clairvoyant [112] ✓ ✓ Stack Transformer-Decoder + Linear Layer + Softmax Layer ✓ ✓ ✓

Multi-Task Log Analysis LogLM [55] ✓ ✓ ✓ LLaMA2 + Instruction Tuning ✓ ✓ ✓ ✓

demonstrating their effectiveness in downstream applications such as log parsing, anomaly detection, and failure
prediction. LogLM, on the other hand, unifies multiple log analysis tasks into a question-answering paradigm. Beyond
domain-specific models, general-purpose foundation models also play a role in log analysis. For example, SwissLog
[109], NeuralLog [96], and LogSynergy [53] leverage BERT for log encoding; ScaleAD [54] utilizes ChatGPT for feedback
generation; RAGLog [111] employs retrieval-augmented generation to mitigate hallucinations; and LogSynergy [53]
adopts ChatGPT to standardize heterogeneous log syntax. (3) Last but not least, techniques centered on prompt design
[36, 50, 51, 102, 103, 105] also become popular. Combining existing large language models with either manually crafted
or machine-generated prompt templates, these techniques excel in tasks such as logging and log parsing, which are
oriented toward semantic understanding.

Transformers in the log domain address a wide range of tasks, including log printing, parsing, representation
learning, anomaly detection, failure prediction, and multi-task analysis. These tasks collectively encompass the diverse
automation and analysis needs that arise throughout the operation and maintenance lifecycle of logs. Depending
on the specific characteristics of each task, Transformers adopt distinct roles and demonstrate unique capabilities.
For tasks such as logging and log parsing, which are oriented toward semantic understanding, the focus lies on Pre-

Training and Knowledge Utilization as well as the Language Capacity of Transformers. Pre-training on large-scale
corpora equips Transformers with the ability to comprehend execution flows and log text, enabling them to generate
meaningful log statements at critical program points [50, 100]. In the case of log parsing, Transformers often rely
on their In-Context Learning capability, where carefully designed prompt strategies guide them to leverage latent
linguistic knowledge and parse logs into structured templates [36, 51, 102, 103, 105]. The targets of log representation
learning and multi-task analysis, on the other hand, necessitate the development of foundation models, showcasing
not only the Pre-Training and Knowledge Utilization but also the Transfer Learning and Domain Adaptation capabilities
of Transformers [52, 55, 107]. Domain-specific models trained on log data significantly outperform general-purpose
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models by incorporating domain knowledge and specialized terminology. Through fine-tuning, these representations
effectively transfer knowledge to various downstream tasks. As for anomaly detection and failure prediction, the
emphasis shifts to extracting contextual information and sequence features from log sequences. These tasks leverage
the Sequence Modeling and Parallelization and Non-Recurrent Dependencies capabilities of the Transformer architecture,
enhancing both accuracy and computational efficiency [30, 53, 96, 97, 110, 112].

In general, logs play a crucial role in helping on-call engineers interpret system runtime behavior from two per-
spectives: sequential information and natural language text. These perspectives align with the basic and advanced
capabilities of Transformers, respectively. From one perspective, log sequences inherently represent system workflows.
Deviations or anomalies in these sequences often indicate that workflows are not functioning as expected, potentially
signaling system failures. Employing Transformers to model the normal patterns of log sequences has become a common
practice for automating the analysis of system behavior and ensuring system reliability. From another perspective,
logs are semi-structured text that encapsulates rich semantic information, which can be exploited to identify implicit
performance issues. Advances in natural language processing have introduced a wealth of general-purpose pre-trained
models and semantic understanding solutions. As a result, analyzing the semantic content of logs no longer requires
building models from scratch. Instead, the primary challenges lie in domain adaptation and task-specific requirements
unique to log analysis.

5.2 Transformers for Metric Analysis

Transformers for Metric Analysis
§ 5.2

Time Series Forecasting
§ 5.2.1

Time Series Anomaly Detection
§ 5.2.3

Transformer-Based (Large) Pre-Trained Model-BasedTransformer-Decoder-BasedTransformer-Encoder-Based

Time Series Classification
§ 5.2.2

Time Series Alignment
§ 5.2.4
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Fig. 6. Categories of Transformers for metric analysis.

Metrics, such as throughput, CPU utilization, and memory usage, are used to quantitatively monitor the status
and performance of hardware, systems, and services. At a given time point, metrics provide a snapshot of the system
status [10]. Over a continuous period, however, metrics in the form of time series exhibit characteristics such as
trend, seasonality, periodicity, and random noise [34]. These characteristics are crucial for monitoring system changes,
identifying anomalous behaviors, detecting potential problems, and optimizing system operations.

Commonly, metric analysis tasks can be categorized into four types as shown in Fig. 6: (1) Time Series Forecasting
involves analyzing historical data to predict the trend of metrics at specific time points or over periods (Sec. 5.2.1).
Accurate time series forecasting aids in failure prediction and prevention, resource optimization and management, trend
analysis, and other critical functions. (2) Time Series Classification involves categorizing data patterns, which can be
used to identify anomalous patterns or performance degradation [113] (Sec. 5.2.2). (3) Time Series Anomaly Detection
involves identifying unusual data points or patterns within a system to detect anomalous behaviors, unexpected events,
or potential failures, making it one of the core tasks in AIOps (Sec. 5.2.3). To some extent, time series forecasting and
classification form the foundation of anomaly detection. Trends and deviations identified through forecasting, when
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combined with patterns extracted via classification, could significantly enhance the accuracy of anomaly detection.
(4) Time Series Alignment for Understanding and Reasoning (Sec. 5.2.4). This task aligns time series with natural
language, transforming metric analysis into language-based understanding and reasoning [59]. Such alignment forms
the foundation for evolving human-AI interaction in AIOps.

Traditional techniques are primarily statistical, including moving averages, exponential smoothing, and ARIMA
[114, 115]. While they can capture features such as smoothing, trends, and seasonality, their capacity to model nonlinear
relationships is constrained, as they generally rely on linear assumptions [115, 116]. Moreover, they struggle with
handling missing data, interpolation, outliers, feature selection, and model complexity. Deep learning models based on
RNN, CNN, etc. , extract features and deal with nonlinear relationships automatically. However, these models are prone
to overfitting and poor generalization when the amount of data is small or limited to a specific domain [21, 98, 99].
Last but not least, long-term time series forecasting remains a significant challenge in metric analysis, focusing on
predicting data for more distant future time points [34]. Specifically, models must capture more complex factors due
to the high uncertainty, the dynamic nature, and the presence of seasonality and cyclicality. Moreover, long-term
forecasting inevitably involves long-range dependencies, i.e., correlations between distant historical data and current
data points. This requires the model to capture essential contexts while mitigating information decay. Frustratingly,
existing architectures are often overstretched in addressing these challenges.

To overcome the limitations, researchers turn to the potential of Transformers in metrics analysis. In the following
sections, we present notable works of these Transformers in the areas of time series forecasting, classification, anomaly
detection, and alignment for understanding and reasoning.

5.2.1 Time Series Forecasting. Time series forecasting focuses on predicting future values based on historical data to
understand system changes. Accurate long-term time series forecasting is highly valuable in practical applications;
however, several challenges remain, such as capturing long-range dependencies that influence performance and
addressing the temporal and spatial complexity that impacts efficiency [34].

Initially, Zeng et al. [117] question the effectiveness of Transformers for time series forecasting. They point out that
the self-attention mechanism is permutation-invariant and anti-order, causing inevitable temporal information loss even
with various positional encoding techniques, and in some cases, it performs worse than a simple fully connected layer.
To optimally harness the potential of Transformers in metric analysis, researchers have proposed various improvements,
including Transformer architecture variants (such as self-attention mechanism adaptations [29, 31, 118], multi-scale
frameworks [119], and token input modifications [120, 121]), and large pre-trained Transformers (such as time-series
foundation models [32, 122–126] and large language models for time series [56, 57, 127–129]).

Transformer-Based. Some techniques focus on variants of the self-attention mechanism in different scenarios.
To mitigate the excessive computation and memory consumption of Transformers when handling long sequences,
Informer [31] introduces sparse self-attention and self-attention distillation, which effectively reduces the time and
space complexity to 𝑂 (𝐿 · log𝐿). However, this sparse representation risks losing critical information. Autoformer [29]
addresses this by proposing an auto-correlation mechanism, which leverages the periodicity of time series to perform
self-attention operations at the series level. This approach fully exploits the sequence information while reducing
spatio-temporal complexity. Additionally, Autoformer explicitly decomposes the input time series into trend-cyclical and
seasonal components through progressive decomposition, thereby alleviating the issue of entangled temporal patterns,
which may result in unreliable predictions. To improve predictability, stationarization is commonly applied in previous
studies to reduce the non-stationarity of the original series [130, 131]. However, this approach often removes the
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inherent non-stationarity of the series, leading to poor performance in forecasting burst events. To tackle the dilemma
between series predictability and model capacity, Non-stationary Transformer [118] proposes series-stationarization
and de-stationary attention, the latter designed to reintroduce non-stationary information into temporal dependencies.

Through introducing a generalized multi-scale framework, Scaleformer [119] can be seamlessly integrated with other
Transformer-based models, acting broadly orthogonally to their own contributions. By leveraging the rich information
contained in time series of various scales, this framework samples the time series at different rates, ranging from low to
high frequencies, to achieve precise predictions from coarse to fine granularity. Additionally, cross-scale normalization
is implemented to reduce errors caused by varying scale distributions, and adaptive loss is employed to minimize error
accumulation during iterations.

Moreover, TimeGPT [122] is the first foundational model capable of zero-shot inference for time-series forecasting.
Utilizing a Transformer architecture, it is trained on a large-scale time-series dataset, enabling it to tackle various
time-series tasks through either zero-shot learning or fine-tuning. At the time of this writing, TimeGPT is accessible
only via an API [132].

Transformer-Encoder-Based. Some techniquesmake straightforward yet effectivemodifications to the input tokens
of the Transformer encoder. PatchTST [120] aggregates multiple time steps into a single patch as input tokens, allowing
for the extraction of rich semantic information while significantly reducing computational complexity. Furthermore,
unlike other Transformers that use channel-mixing, PatchTST employs a channel-independence approach, where each
dimension of the multivariate time series is fed separately into the Transformer backbone. Each channel corresponds
to a univariate time series, sharing the same embedding and Transformer weights. Given that different variables
within a time step represent distinct physical meanings, a token formed by a single time step is unlikely to convey
useful information. Therefore, iTransformer [121] takes an inverted view on time series and embeds the entire time
series of each channel into a token. This approach allows for more variate-centric representations of the time series,
which can be better leveraged through attention mechanisms for multivariate correlating. Going beyond token-level
redesign, MOIRAI [124] introduces a universal paradigm through pretraining a masked encoder-only Transformer. It
incorporates multi-patch-size projections to handle diverse frequencies, Any-variate Attention to support arbitrary
variate numbers, and a flexible mixture distribution for probabilistic and metric-agnostic forecasting. These designs
enable strong generalization, achieving competitive zero-shot performance against full-shot baselines.

Transformer-Decoder-Based. With the widespread success of large pre-trained models in fields such as NLP and
CV, researchers have begun to explore their applications in time series prediction. Two prominent directions have
emerged: the Time Series Foundation Model (TSFM) and the Large Language Model for Time Series (LLM4TS) [133, 134].

TSFM refers to large pre-trained models trained from scratch, tailored for time-series data. These models are designed
to capture universal features and patterns, such as periodicity, trend, and seasonal variations, from large-scale datasets,
which can then be fine-tuned and applied to different data scenarios and downstream tasks. Representative TSFMs
include TimeGPT [122] and MOIRAI [124], both discussed earlier, using encoder-decoder and encoder-only Transformer
architectures, respectively. Following these architectures, subsequent efforts have centered on decoder-only designs,
which have given rise to several influential models. One of the first foundation models is Lag-Llama [123], a general
univariate probabilistic forecasting model based on the LLaMA architecture, which leverages lag features within time
windows. In contrast to TimeGPT, which employs conformal prediction, Lag-Llama’s final layer outputs a probabilistic
distribution using the Student’s t-distribution. Similarly producing probabilistic outputs, Toto [125] extends the approach
to multivariate observability metrics, employing proportional factorized attention for efficient modeling of temporal
and channel dependencies, and a Student-T mixture head for robust capture of complex dynamics. TimesFM [126]
Manuscript submitted to ACM



Why Transformers? A Comprehensive Overview of Transformers in Artificial Intelligence for IT Operations 25

introduces a patch-based approach for TSFMs that pairs causal self-attention with output patches longer than the
input, reducing autoregressive steps and supporting arbitrary forecasting horizons. Pretrained on a mixture of real
and synthetic data, it demonstrates enhanced generalization. Motivated by data-scarce and heterogeneous scenarios,
Timer [32] unifies multiple time series into a single-sequence format and adopts a GPT-style architecture. It further
reformulates various time series tasks within a unified generative framework, enabling broad applicability across
different tasks.

(Large) Pre-Trained Model-Based. TSFMs are well-suited to handle diverse characteristics and dependencies,
leading to more accurate predictions. However, this approach typically requires significant upfront investment, including
access to high-quality, large-scale datasets, substantial computational resources, and extended training periods, among
other demands. In contrast, LLM4TS mitigates these challenges by aligning pre-existing large language models with
time series tasks. To enhance the ability to handle out-of-distribution data, LLM4TS adopts strategies such as input
transformations [127], prompt engineering [128], and parameter-efficient fine-tuning (PEFT) [56, 129], including
approaches like layer normalization tuning, LoRA, and prompt tuning, as well as the reprogramming technique [57].

LLMTIME [127] completes the time series prediction task with digital preprocessing. Mimicking natural language,
it tokenizes each digit separately by inserting spaces between them and uses commas to separate each time step in
the sequence. Additionally, values are scaled using a MinMaxScaler to constrain the range before input. LLMTIME, to
some extent, demonstrates that LLMs can serve as zero-shot time series forecasters. Furthermore, PromptCast [128]
highlights the potential of prompt engineering. It embeds numerical inputs and outputs into a structured prompt
template, effectively transforming the time series prediction task into a natural language generation problem, a task in
which LLMs excel.

However, relying solely on the zero-shot capability of LLMs is insufficient for addressing more complex scenarios
or intricate data patterns. In such cases, PEFT helps a lot. Using GPT-2 as its backbone, LLM4TS [129] incorporates
two PEFT strategies, Layer Normalization Tuning and LoRA, when facing data-efficiency scenarios. To better align
with the time series forecasting task, LLM4TS implements a two-stage fine-tuning process. The first stage aligns LLMs
with the unique characteristics of time series data, while the second stage adapts the model specifically for time series
forecasting tasks. In addition to inheriting the channel-independent and patching designs in PatchTST [120], LLM4TS
also introduces a temporal encoding layer, allowing the model to process multi-scale temporal information effectively.
TEMPO [56] employs learnable prompts to extract comprehensive features from raw data. Initially, TEMPO decomposes
the input time series into three key components: seasonal, trend, and residual terms, which are then mapped into
the hidden space to form input embeddings. Subsequently, through prompt tuning, TEMPO constructs a learnable
prompt pool that assigns tailored prompts to each decoupled component, guiding LLMs in representation learning and
forecasting process.

Unlike PEFT, which involves adjusting model parameters or adding trainable components into the backbone model,
the reprogramming technique directly alters data inputs to induce different behaviors within a frozen language model
during inference. TIME-LLM [57], for example, employs a learnable patch reprogram to convert time series data into
text-based prototype representations, thereby enhancing the comprehension and reasoning abilities of pre-trained
language models. Additionally, the Prompt-as-Prefix mechanism in TIME-LLM provides supplementary information by
incorporating dataset context, task instructions, and input statistics.

5.2.2 Time Series Classification. Time series data exhibit diverse and rich patterns. For instance, common fluctuation
patterns include sudden increase, level shifts downward, steady growth, spike, and dip [113]. The classification of
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time series data reveals the operational condition. Achieving this, however, requires effective modeling of temporal
representations.

Transformer-Encoder-Based. The TF-Encoder-Based Framework [135] introduces a representation learning
approach for multivariate time series, leveraging the Transformer encoder architecture: unsupervised pre-training is
carried out by constructing an autoregressive denoising task, where a certain percentage of inputs in the multivariate
time series data are randomly masked, and the model is trained to predict these masked values. Next, the pre-trained
model is fine-tuned for downstream tasks such as classification and prediction. Notably, the framework incorporates
learnable positional encoding to enhance the flexible interpretation of sequence information and employs batch
normalization to reduce the impact of outliers. This approach allows the model to capture the intrinsic features of the
data in a label-less manner, aiding the acquisition of generalized representations.

Considering that multivariate time series contain interrelated channels, Gated Transformer Networks (GTN) [58]
utilize an extended two-tower framework to capture both step-wise temporal information and channel-wise spatial
information. A gating mechanism is then employed to integrate and optimize the features extracted by the two
towers. Extensive experiments on 13 datasets demonstrate the effectiveness of GTN’s feature modeling in time series
classification.

5.2.3 Time Series Anomaly Detection. Typically, time series anomaly detection involves identifying outliers or abnormal
patterns in time series data that deviate from expected norms. This process allows for rapid troubleshooting of system
anomalies and facilitates the identification of potential root causes.

Transformer-Based. TranAD [136] is a Transformer-based model for anomaly detection and diagnosis. Traditional
encoder-decoder models often struggle to capture short-term trends, leading to the missed detection of anomalies
with minor deviations. TranAD addresses this by using focus score-based self-conditioning and adversarial training to
amplify anomalies. Specifically, it consists of two encoders and two simplified decoders that predict the reconstruction
of input time-series windows in two stages. The first stage generates an approximate reconstruction, with deviations
termed as the focus score. In the next stage, the focus score from the first decoder maximizes the reconstruction error
of the self-conditioned output, to enhance their impact in subsequent predictions, thereby making minor deviations
more pronounced.

Transformer-Encoder-Based.Due to the limited occurrence of anomalies, establishing a strong association between
anomalies and the entire sequence is challenging, as anomalies are primarily linked to neighboring time points. This
distinction allows for differentiating between normal and abnormal points. The Anomaly Transformer [28] leverages
this concept by modeling both local-prior and global-series associations at each time point. It computes the association
discrepancy to adjust the self-attention mechanism into an anomaly-attention mechanism. As a result, anomalies
generally exhibit smaller discrepancies between prior and series associations compared to normal points, making them
more distinguishable.

5.2.4 Time Series Alignment for Understanding and Reasoning. Time series, as non-natural language data, often require
complex analysis before their patterns can be translated into human-readable semantics. Bridging this gap entails
aligning time series with natural language, enabling models to understand and interpret temporal behaviors, and to
support higher-level reasoning and decision-making.

(Large) Pre-Trained Model-Based. In response to the lack of aligned time series with text data, ChatTS[59]
introduces an attribute-based framework for synthetic data generation. This framework decomposes time series into
four fundamental components (trend, periodicity, noise, and local fluctuation), allowing precise and controllable data
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construction. Building on this, the Time Series Evol-Instruct (TSEvol) algorithm produces diverse question–answer
pairs through staged attribute evolution. The model also integrates a context-aware encoder with a value-preserving
normalization strategy to ensure numerical fidelity during training. ChatTS is fine-tuned from QWen2.5-14B-Instruct
in two stages: large-scale alignment for cross-modal grounding, followed by supervised fine-tuning to strengthen
reasoning. With its strong capabilities in time series understanding and reasoning, the model is further able to support
downstream tasks such as forecasting, anomaly detection, classification, and question answering.

Table 6. Summary of Transformer-based models for metric analysis. We classify the techniques based on targets (TS represents
Time Series), principles (TF represents Transformer-Based, TFE represents Transformer-Encoder-Based, TFD represents Transformer-
Decoder-Based, LPM represents (Large) Pre-Trained Model-Based), approaches (TAB represents Transformer-Architecture-Based, PE
represents Prompt Engineering, FT represents Fine-Tuning, FM represents Foundation Models), and core methods. Additionally, we
list the capabilities or benefits of the Transformer (SEQ represents Sequence Modeling, PARALLEL represents Parallelization and
Non-Recurrent Dependencies, PTKL represents Pre-Training and Knowledge Utilization, ICL represents In-Context Learning, TF represents
Transfer Learning and Domain Adaptation, LANG represents Language Capacity).

Target Technique
Principle Approach

Core Methods
Capabilities or Benefits

TF TFE TFD LPM TAB PE FT FM SEQ PARALLEL PTKL ICL TF LANG

Informer [31] ✓ ✓ Probsparse Self-Attention + Self-Attention Distilling + Generative Style Decoder ✓ ✓
Autoformer [29] ✓ ✓ Auto-Correlation + Series Decomposition ✓ ✓
Non-stationary Transformer [118] ✓ ✓ Series Stationarization + De-Stationary Attention ✓ ✓
Scaleformer [119] ✓ ✓ Multi-Scale Framework + Cross-Scale Normalization ✓ ✓
TimeGPT [122] ✓ ✓ Pre-Training + Conformal Prediction + Zero-Shot + Fine-Tuning ✓ ✓ ✓
PatchTST [120] ✓ ✓ Subseries-Level Patches + SSL + Channel Independence ✓ ✓
iTransformer [121] ✓ ✓ Inverted Dimensions of Time Series ✓ ✓
MOIRAI [124] ✓ ✓ Multi-Patch Projection + Any-Variate Attention + Mixture Likelihood + Pre-Training + Zero-Shot ✓ ✓ ✓
Lag-LlaMA [123] ✓ ✓ LLaMA + Lag Features + Pre-Training + Probabilistic Forecasting + Zero-Shot ✓ ✓ ✓
Toto [125] ✓ ✓ Proportional Factorized Space–Time Attention + Student’s T Mixture Head + Pre-Training + Zero-Shot ✓ ✓ ✓ ✓
TimesFM [126] ✓ ✓ Patch Strategy + Pre-Training + Zero-Shot ✓ ✓ ✓
Timer [32] ✓ ✓ Sequence Conversion + Windowed Sampling + Pre-Training + Unified Generative Task ✓ ✓ ✓
LLMTIME [127] ✓ ✓ GPT/LLaMA + Digital Preprocessing + Zero-Shot ✓ ✓
PromptCast [128] ✓ ✓ ✓ GPT Families + Prompt Learning + Fine-Tuning + Zero-Shot ✓ ✓ ✓
LLM4TS [129] ✓ ✓ GPT2 + Layer Normalization Tuning + LoRA + Forecasting Fine-Tuning + Few-Shot ✓ ✓ ✓
TEMPO [56] ✓ ✓ ✓ GPT2 + Seasonal and Trend Decomposition + Prompt Pool + LoRA + Few-Shot ✓ ✓ ✓

TS Forecasting

TIME-LLM [57] ✓ ✓ LLaMA-7B + Patch Reprogram + Prompt-as-Prefix + Zero/Few-Shot ✓ ✓

TF-Encoder Framework [135] ✓ ✓ ✓ Learnable Positional Encoding + SSL + Fine-Tuning ✓ ✓ ✓ ✓
TS Classification

GTN [58] ✓ ✓ Channel-Wise and Step-Wise Correlation Modeling + Gating Mechanism ✓ ✓

Anomaly Transformer [28] ✓ ✓ Prior and Series Association + Anomaly-Attention Mechanism + Minimax Strategy ✓ ✓TS Anomaly Detec-
tion TranAD [136] ✓ ✓ Focus Score-Based Self-Conditioning + Adversarial Training + Meta Learning ✓ ✓

TS Alignment ChatTS [59] ✓ ✓ ✓ QWen2.5-14B + Data Synthesis + Time Series Evol-Instruct + Fine-Tuning ✓ ✓ ✓ ✓

5.2.5 Summary. In Tab. 6, we summarize the Transformer-based models for metric analysis, providing information on
Targets, Principles, Approaches, Core Methods, and Capabilities.

Broadly, the techniques mentioned above can be categorized into two groups: Transformer architectures and
foundation models. The first group leverages the Transformer architecture to capture spatial and temporal information.
Various enhancements have been introduced to the naive architecture, including attention mechanism variants [28, 29,
31, 118], orthogonal frameworks [119, 136], token input modifications [120, 121], and gating mechanisms [58]. The
second group prioritizes generalizable metric analysis over scenario-specific architectural design. Consequently, it
focuses on foundation models, which have evolved in two directions: Time Series Foundation Models (TSFM) and
Large Language Models for Time Series (LLM4TS). TSFM [32, 122–126] originates from pre-training paradigm and
requires substantial computational resources. In contrast, LLM4TS adapts existing large language models for time series
tasks without necessitating training from scratch. To accommodate time series data, LLM4TS typically employs input
transformation [127], prompt engineering [128], PEFT [56, 129], and reprogramming technique [57]. Further ahead,
similar to LogLM [55] in log analysis, ChatTS [59] also transforms multi-task metric analysis into natural language
dialogue, paving the way for instruction-based IT operations.

Transformers in the metric domain are capable of tackling various tasks, including time series forecasting, classifica-
tion, anomaly detection, understanding, and reasoning. To some extent, features such as trends and deviations derived
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from forecasting, along with data patterns identified through classification, contribute to effective anomaly detection.
Throughout feature extraction and subsequent analysis, Transformers assume distinct roles and exhibit unique strengths.
On the one hand, the Transformer architecture is widely utilized for time series modeling, taking full advantage of its
Sequence Modeling and Parallelization and Non-Recurrent Dependencies capabilities [28, 29, 31, 58, 118–121, 135, 136].
On the other hand, some techniques exploit Transformers’ Pre-Training and Knowledge Utilization capabilities by
pre-training on extensive high-quality temporal data to develop foundation models [32, 122–126]. Meanwhile, others
leverage existing large language models to analyze time series, showcasing the Transfer Learning and Domain Adaptation

capabilities of Transformers [56, 57, 59, 127–129].
To summarize, metrics sketch system status through quantitative data and exhibit key characteristics such as temporal

dependency, trends, seasonality, periodicity, and non-stationarity, enabling on-call engineers to intuitively monitor
software systems. Whether in Transformer architectures or large pre-trained models, the essence of metric analysis lies
in uncovering temporal dependencies within individual sequences and spatial dependencies among multidimensional
sequences, thereby enhancing downstream tasks of IT operations. This is precisely where Transformers excel. However,
as our research indicates, most existing techniques focus on general-purpose time series analysis. In the AIOps
domain, metric analysis still faces significant challenges, including data quality issues, inadequate anomalous samples,
external influences, deployment costs, real-time processing of large-scale data, and model interpretability. By examining
representative techniques in time series analysis and exploring the capabilities of Transformers, we aim to advance
metric analysis within AIOps.

5.3 Transformers for Event Analysis

Transformers for Event Analysis
§ 5.3

Fault Understanding
§ 5.3.1 

Transformer-Based (Large) Pre-Trained Model-BasedTransformer-Decoder-BasedTransformer-Encoder-Based

Root Cause Analysis
§ 5.3.2

Title: Mismatches S1 and S2

Summary: Recent issues 
have resulted in lost data ...

Reference Root Cause and 
Mitigation Steps : ...

Fig. 7. Categories of Transformers for event analysis.

Event data, also referred to as incidents from the cloud side or tickets from the customer side, records system failures
in natural language, providing detailed information such as timestamps, symptoms, affected components, and mitigation
steps [37, 60]. This data combines unstructured descriptions in natural language with structured metadata, serving as a
critical resource for enhancing system reliability.

A typical event lifecycle includes four stages [6, 10, 137]: (1) Detection: When a failure occurs, internal or external
users can report it, or monitoring tools configured by developers can detect it automatically. (2) Triage: Once an event
is detected, relevant tickets must be analyzed, aggregated, and summarized. These processed tickets are then assigned
to appropriate on-call engineers for resolution according to an initial categorization. (3) Diagnosis: This stage focuses
on pinpointing the root cause of the failure, a process that often demands substantial time and effort. (4) Mitigation:
After identifying the root cause, suitable mitigation measures are implemented to resolve the issue, restore system
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health, and minimize the impact on users. Given that an event encompasses the entire process from failure detection to
recovery, while containing rich semantic information, it plays a pivotal role in system operation and maintenance.

As indicated in Fig. 7, current research primarily explores the application of event data in fault understanding and
root cause analysis. (1) Fault understanding encompasses activities such as detecting system anomalies, correlating
events, classifying tickets, aggregating events, and summarizing incidents (Sec. 5.3.1). These processes aim to provide
actionable insights for on-call engineers, corresponding to the detection and triage stages of the event lifecycle. (2)
Root cause analysis, on the other hand, involves identifying the fundamental causes of system failures and proposing
mitigation strategies, corresponding to the diagnosis and mitigation stages of the event lifecycle (Sec. 5.3.2). Traditional
event analysis relies heavily on on-call engineers, demanding significant expertise and labor, and is susceptible to errors.
While automated techniques exist, their adoption remains limited due to insufficient model performance, dependence
on rigid rules, and poor generalization. To address these challenges, researchers have introduced Transformer-based
models, particularly large language models, to harness their advanced linguistic capabilities for fault understanding and
root cause analysis in event data.

5.3.1 Fault Understanding. Fault understanding primarily pertains to the detection and triage stages of the event
lifecycle. By employing techniques such as anomaly detection [138], event correlation [139], event aggregation [60, 61],
ticket classification [140], incident summarization [62], and expertise consolidation [63, 64], event data is preprocessed
to enable more efficient root cause analysis and facilitate quicker failure recovery.

Transformer-Based. Traditional anomaly detection techniques often focus on identifying anomalous patterns
from sequential data but tend to neglect the semantic information embedded in individual events. To address this
limitation, CAT [138] introduces a Transformer-based framework designed to capture rich semantic content. The CAT
framework begins with a content-awareness layer that extracts semantic patterns from the events. Subsequently, the
encoder processes the sequence of event representations, producing a contextualized encoding, which is then decoded.
Additionally, an auxiliary token is prepended to the sequence, functioning as a representation of the overall sequence
state. The training process is guided by a generative objective aimed at two tasks: long-sequence forecasting and event
sequence anomaly detection. These objectives are optimized using a one-class objective function, ensuring robustness
in identifying anomalies across sequences.

Transformer-Encoder-Based. Some techniques leverage the BERT architecture to extract semantic information
from event data for downstream tasks. For instance, LinkCM [139] employs semantic embeddings to link customer-
reported tickets with system incidents, thereby streamlining the diagnostic process. Similarly, iPACK [60], an incident-
aware method for aggregating duplicate tickets, combines failure information from both the customer side (i.e., tickets)
and the cloud side (i.e., incidents), leveraging BERT to generate semantic embeddings as vectors. TixFusion [61] also
leverages BERT to encode knowledge triples, after which a density-based clustering algorithm is applied to effectively
group duplicate tickets from defect reports in mobile operating systems. Notably, in TixFusion, large language models
are employed to retrieve knowledge triples from the knowledge base and to generate human-readable explanations
for ticket clusters. These efforts mark one of the first attempts to apply Transformers in mobile operating systems.
In contrast, Ticket-BERT [140] goes a step further by integrating a fully connected layer on top of its BERT-based
embedding module to effectively classify incident tickets.

Transformer-Decoder-Based. Other techniques investigate the application of GPT-style models for event sum-
marization. Oasis [62] highlights the limitations of directly inputting descriptions into large language models, such
as inefficiency and potential token limit issues. Therefore, Oasis employs a multi-step process to generate effective
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summaries. The method begins by identifying relevant incidents through three types of linkage analysis to evaluate
the impact of outages. Next, domain-specific text processing is applied to filter noise and prioritize incidents based on
their severity. Finally, the processed context is fed into fine-tuned GPT-3.5 or GPT-4 models, which generate concise,
human-readable summaries. This technique has been successfully deployed at Microsoft, demonstrating its practical
efficacy.

(Large) Pre-Trained Model-Based. Effective consolidation and application of expertise are critical for enhancing
fault understanding. To address the challenges introduced by failure-prone software changes, SCELM [63] presents a
change assessment framework that leverages historical knowledge and large language models to generate detailed
analysis reports, which identify anomalies, classify failure types, and uncover root causes. SCELM unifies the phases of
the software change lifecycle into a single pipeline, thereby streamlining the assessment management and enhancing the
overall efficiency.While the aforementioned techniques aim to replace human engineers with Transformers, Hamadanian
et al. [64] argue that large language models cannot fully substitute human experts. Instead, it introduces a collaborative
framework where LLMs function as assistants to engineers, supporting various stages of event management. These
stages include hypothesis formation, hypothesis testing, and mitigation planning. In this framework, the hypothesis
former generates potential explanations to assist operators in pinpointing the root cause. The hypothesis tester then
suggests steps to validate these explanations systematically. Finally, the mitigation planner leverages the validated
hypothesis to develop a mitigation plan, providing actionable insights to address the issue effectively.

5.3.2 Root Cause Analysis. Root cause analysis necessitates a comprehensive integration of natural language text and
domain-specific knowledge. By extracting failure-related information from event data, it identifies the root cause and
recommends actionable mitigation steps [5, 35, 66, 141–144]. Additionally, it should, where feasible, offer insights into
similar historical cases associated with the predicted root cause [65, 141, 145], along with human-readable explanations
[146], a transparent reasoning process [146], and an assessment of confidence level [145].

Transformer-Encoder-Based. ICA [141] employs multiple BERT models, including BERT-base, BERT-large, Distil-
BERT, and RoBERTa, each fine-tuned on open-domain extractive question-answering datasets (e.g., SQuAD [147]) and
standard summarization datasets (e.g., CNN-DailyMail [148]). The fine-tuned models are subsequently used to extract
root causes and solutions from historical incident reports, which serve as the foundation for building a knowledge
graph. In cases of failure, information retrieval techniques are applied to diagnose the issues.

Transformer-Decoder-Based. Similar to Oasis [62] for event summarization, fine-tuning GPT-style models has also
become a prevalent approach for performing root cause analysis on event data. A notable example is Ahmed et al. [35],
which conducted a rigorous and large-scale study at Microsoft involving over 40,000 incidents. By leveraging fine-tuned
GPT-3.x models, Ahmed et al. effectively identified root causes and proposed mitigation measures for these incidents.
Through experimental validation and the active involvement of production incident owners, the study highlighted the
significant promise of large language models for improving incident management practices.

(Large) Pre-Trained Model-Based. Fine-tuning models requires substantial data and computational resources, with
performance heavily reliant on the quality of fine-tuning. To bypass these limitations, some researchers focus on prompt
engineering, a gradient-free alternative. RCACopilot [146] combines expert rules with the linguistic capabilities of large
language models to develop an innovative framework for root cause analysis. After an incident occurs, RCACopilot
applies specific rules to filter information relevant to the failure and then uses GPT-4 to synthesize and condense
contextual data into concise, actionable insights. The processed data is subsequently re-entered into GPT-4 to classify
potential root causes and deliver explanatory details. Notably, RCACopilot utilizes a chain-of-thought prompting
Manuscript submitted to ACM



Why Transformers? A Comprehensive Overview of Transformers in Artificial Intelligence for IT Operations 31

strategy to guide the LLM through intermediate reasoning steps, enhancing its effectiveness in predicting incident
categories. Additionally, Zhang et al. [65] propose in-context example-based prompting, incorporating historical incident
summaries and root causes as examples in prompt templates to steer large models toward identifying potential root
causes. This technique significantly improves correctness and readability while mitigating the substantial computational
and maintenance burdens of fine-tuning.

Some techniques adopt a ReAct-style paradigm [149] to enable autonomous agents, where reasoning, tool invocation,
and decision updates are performed iteratively based on observations. Specifically, RCAgent [66] introduces a self-
governing framework that integrates data collection and analysis tools, comprising an expert agent and a controller
agent. The expert agent is responsible for acquiring and processing multimodal data, while the controller agent
coordinates the expert’s activities and synthesizes results. In consideration of privacy-sensitive industrial applications,
RCAgent employs an internally hosted model and has been seamlessly integrated into Alibaba Cloud’s issue discovery
and diagnosis pipeline. ITBench [144] further evaluates this paradigm in practical settings, including site reliability
engineering, compliance and security operations, and financial operations. Its agents interact with the environment
through tool invocation and state feedback, demonstrating the applicability of such agent designs across diverse IT
automation tasks. OpenRCA [142] implements a similar agent for root cause identification, but differs from RCAgent
and ITBench that utilize predefined tool lists. Instead, it relies on the agent to synthesize and execute Python code
for telemetry retrieval and analysis. While this design improves flexibility, it also imposes stronger requirements on
the model’s code generation capability. Complementary to reactive interaction, some techniques emphasize explicit
planning capabilities by incorporating standard operating procedures (SOPs). For example, FlowXpert [5] extends
the agent-driven troubleshooting paradigm by automating workflow orchestration in large-scale cloud datacenters. It
builds a domain-specific knowledge base centered on incident-aware nodes and implements a co-evolving dual-agent
system, consisting of a Planner and a Scorer. The Planner generates troubleshooting workflows, while the Scorer
delivers multi-dimensional feedback; the two agents are optimized through reinforcement learning, enabling iterative
improvements in workflow generation. Deployed in real-world operations at Huawei Cloud, FlowXpert contributes a lot
to both on-call engineers and AI executors. Moreover, Flow-of-Action [143] introduces an SOP-enhanced multi-agent
framework, where multiple specialized agents collaborate under the guidance and constraints of matched or generated
SOPs. This represents a hybrid design that bridges flexible ReAct-style reasoning and structured operational knowledge.
Additionally, LLM-based root cause analysis faces a critical dilemma: while blindly trusting AI introduces significant
risks, disregarding its outputs forfeits its potential benefits. To address this challenge, LM-PACE [145] employs an LLM
as a black-box generator of root cause hypotheses and concurrently utilizes the model to evaluate the confidence of
these predictions. Specifically, it applies semantic vector analysis to identify historical events and root causes analogous
to the current incident. The relevant information is then incorporated into the prompts to facilitate an assessment of
the confidence in its current predictions.

5.3.3 Other Targets. Beyond fault understanding and root cause analysis, certain Transformer-based techniques
emphasize additional dimensions of event management. For instance, to resolve incidents efficiently, on-call engineers
are required to analyze telemetry data through domain-specific language (DSL) queries. KQL is a DSL employed for
incident management in a large-scale cloud management system at Microsoft. To automate the recommendation of
KQL queries and enhance the efficiency of incident management, XPert [150] has developed an end-to-end framework.
The process begins by retrieving and integrating historical incidents resembling the new incident ticket into the
prompt. Subsequently, the LLM generates tailored KQL queries. Notably, XPert introduces the Xcore metric, which
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holistically assesses the quality of the generated queries through syntax and semantic check, sub-component matching,
and output-schema consistency.

Table 7. Summary of Transformer-based models for event analysis. We classify the techniques based on targets, principles (TF
represents Transformer-Based, TFE represents Transformer-Encoder-Based, TFD represents Transformer-Decoder-Based, LPM represents
(Large) Pre-Trained Model-Based), approaches (TAB represents Transformer-Architecture-Based, PE represents Prompt Engineering,
FT represents Fine-Tuning, FM represents Foundation Models), and core methods. Additionally, we list the capabilities or benefits of
the Transformer (SEQ represents Sequence Modeling, PARALLEL represents Parallelization and Non-Recurrent Dependencies, PTKL
represents Pre-Training and Knowledge Utilization, ICL represents In-Context Learning, TF represents Transfer Learning and Domain
Adaptation, LANG represents Language Capacity).

Target Technique
Principle Approach

Core Methods
Capabilities or Benefits

TF TFE TFD LPM TAB PE FT FM SEQ PARALLEL PTKL ICL TF LANG

CAT [138] ✓ ✓ Content-Awareness Layer + Generative Inference + One-Class Objective ✓ ✓ ✓
LinkCM [139] ✓ ✓ BERT + Text Encoding + Feature Combination + Transfer Learning ✓ ✓
iPACK [60] ✓ ✓ BERT + Alert Parsing + Graph Profiling + Attentive Interaction Layer ✓
TixFusion [61] ✓ ✓ ✓ BERT + GLM + Multi-Round Retrieval + DBSCAN ✓ ✓ ✓
Ticket-BERT [140] ✓ ✓ BERT + Prompt-as-Prefix + Active Learning ✓ ✓ ✓
Oasis [62] ✓ ✓ GPT-3.x + Heuristic Lookup + Domain-Specific Text Processing + Fine-Tuning ✓ ✓ ✓ ✓
SCELM [63] ✓ ✓ Multimodal Processing + RAG ✓ ✓ ✓

Fault
Understanding

Hamadanian et al. [64] ✓ ✓ GPT-4 + Prompt Engineering ✓ ✓ ✓

ICA [141] ✓ ✓ Fine-Tuned BERT + Causal Knowledge Graph + Retrieval Based RCA ✓ ✓ ✓
Ahmed et al. [35] ✓ ✓ GPT-3.x + Fine-Tuning ✓ ✓ ✓ ✓
RCACopilot [146] ✓ ✓ GPT-4 + CoT + Nearest Neighbor Search + Few-Shot ✓ ✓ ✓
Zhang et al. [65] ✓ ✓ GPT Families + RAG ✓ ✓ ✓
RCAgent [66] ✓ ✓ Multi-Agent System + Tool Invocation + Trajectory-Level Self-Consistency ✓ ✓ ✓
ITBench [144] ✓ ✓ ReAct + Reflection + LLM-as-a-Judge + Tool Invocation ✓ ✓ ✓
OpenRCA [142] ✓ ✓ ReAct + Code Generation ✓ ✓ ✓
FlowXpert [5] ✓ ✓ Ontology-Enhanced Knowledge Base + Multi-Agent System + RL ✓ ✓ ✓ ✓
Flow-of-Action [143] ✓ ✓ GPT Families + ReAct + Multi-Agent System + SOP Enhancement + Tool Invocation ✓ ✓ ✓

Root Cause
Analysis

LM-PACE [145] ✓ ✓ GPT Famalies + RAG + Confidence Estimation ✓ ✓ ✓

Other XPert [150] ✓ ✓ GPT Famalies + RAG + Query Generation + Post-Processor ✓ ✓ ✓

5.3.4 Summary. In Tab. 7, we summarize the Transformer-based models for event analysis, providing information on
Targets, Principles, Approaches, Core Methods, and Capabilities.

The aforementioned techniques reveal that the core ideas of Transformer-based approaches to event analysis
contain three levels: feature extractors, copilots, and autonomous agents. First, several techniques [60–62, 138–140]
turn to Transformers for semantic information extraction, which adopt specific practices such as architecture design,
pre-trained models, and fine-tuning. Second, Transformers increasingly function as copilots in various techniques
[35, 63–65, 141, 145, 146]. In these cases, large pre-trained models are integrated with contextual knowledge and
representative examples to support diverse tasks, providing valuable insights to on-call engineers. Finally, some
techniques [5, 66, 142–144] extend Transformers into autonomous agents capable of not only executing tasks but also
interacting dynamically with real-world environments. The ultimate objective is to develop self-governing agents for
IT operations, enabling more efficient and intelligent automation.

In the event domain, Transformers navigate the entire event lifecycle, i.e., detection, triage, diagnosis, and mitigation,
demonstrating the unique capabilities in fault understanding and root cause analysis. On the one hand, effective
fault understanding relies on semantic information extraction. The Transformer architecture, with its strengths in
Sequence Modeling, Parallelization and Non-Recurrent Dependencies, is widely utilized to model event sequences and
allocate attention to critical semantic content [138, 140]. Additionally, LLMs’ Pre-Training and Knowledge Utilization and
Transfer Learning and Domain Adaptation capabilities contribute to the smooth switching of semantic understanding
from the pre-trained corpus to the domain-specific event data [60–64, 139]. On the other hand, root cause analysis
primarily benefits from Transformers’ capabilities of In-Context Learning and Language Capacity. By integrating
contextual examples, large pre-trained models can identify potential root causes, suggest mitigation steps, generate
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interpretations, and provide confidence estimates [5, 35, 65, 66, 141–146, 150]. This collaboration between on-call
engineers and Transformer-based copilots or autonomous agents significantly accelerates the decision-making process,
enhancing the efficiency of IT operations.

Unlike logs and metrics, which outline system status and signal failures indirectly, events provide direct, natural
language descriptions of the incidents from the cloud side or tickets from the customer side. These descriptions typically
include high-level attributes such as symptoms, impact scope, and severity. The rich semantic nature of events creates an
ideal application scenario for Transformers, particularly large pre-trained models. By analyzing event data, Transformers
develop a comprehensive, in-depth, and human-centric understanding of failures, enhancing the ability to localize root
causes and suggest effective solutions. This, in turn, provides valuable insights to on-call engineers.

6 Evaluation and Benchmark for Transformers in AIOps Domain

High-quality benchmarks offer comprehensive experimental scenarios and evaluation standards that drive algorithmic
innovation and technological advancement, fostering field growth. Similar to other data-driven fields, benchmarks also
play a crucial role in the context of Transformers in the AIOps domain. We categorize key benchmarks into three types
based on dataset forms: offline datasets (Sec. 6.1), standardized question banks (Sec. 6.2), and real-time simulations (Sec.
6.3). The following sections provide a detailed analysis of these benchmarks, including subfields, dataset construction
processes, scales, experimental perspectives, evaluation strategies, and other key insights.

6.1 Offline Dataset

Offline datasets form the foundation of static evaluations under controlled conditions. Given access to relevant data, the
effectiveness of Transformers could be assessed across diverse tasks, including time-series forecasting [7], multi-task
log analysis [151, 152], and root-cause analysis based on multimodal telemetry [142], etc. Furthermore, large-scale,
high-quality datasets constitute essential resources for both pre-training and fine-tuning stages.

6.1.1 CloudOps. Due to the scarcity of publicly available large-scale datasets in time series, systematic studies on the
impact of pre-training and model scaling remain challenging. Consequently, time series research has fallen behind fields
like natural language processing (NLP) and computer vision (CV) in the era of pre-training and transfer learning. To fill
in this gap, the CloudOps [7], introduced by Salesforce AI Research and Singapore Management University, provides a
valuable resource. It consists of three large-scale time series forecasting datasets, with the largest containing billions of
observations. These datasets cover metrics such as CPU and memory utilization percentages, originating from Azure
virtual machines, Borg clusters, and Alibaba clusters, which reflect cloud service quality. During the data preprocessing
phase, duplicate timestamps are removed, missing values are imputed, and time series are filtered based on specific
characteristics, with timestamps adjusted. The datasets are then split into pre-training and train-test sets to support
various stages of model training and evaluation.

The study proposes a generic Transformer architecture, pre-trained as a powerful zero-shot forecaster. It features a
probabilistic head based on a simple Student-T distribution, RoPE for positional encoding, and scalability across model
sizes and training durations, all aimed at enhancing prediction accuracy without extensive hyperparameter tuning.
Comprehensive benchmark tests compare the zero-shot forecaster with naive methods (e.g., AutoTheta [153, 154], VAR
[155]), deep learning models (e.g., Autoformer [29], PatchTST [120]), and pre-training methods (e.g., TS2Vec [156],
CoST [157]). Point forecasting performance is measured using the symmetric mean absolute percentage error (sMAPE),
while probabilistic forecasting is evaluated with the continuous ranked probability score (CRPS). When pre-trained, the
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proposed architecture outperforms the aforementioned baselines across the three large-scale datasets. Moreover, further
investigation into scaling behavior shows performance improvements as both dataset size and model parameters scale.
Additionally, the billions of observations offer a large-scale foundation for evaluating the aforementioned Transformers
in time-series forecasting [29, 31, 32, 56, 57, 118–123, 127–129].

6.1.2 Loghub-2.0. Loghub-2.0 [151], developed by The Chinese University of Hong Kong, addresses the limitations
of existing log datasets in both scale and representativeness. The dataset comprises logs from 14 real-world software
systems, including distributed systems, supercomputers, and operating systems. Each subset contains approximately 3.6
million log messages on average, representing a 1875-fold increase in size compared to the widely used Loghub-2k [108].
Data annotation follows a multi-stage pipeline: preprocessing, grouping, template annotation, template matching, and
refinement. Each log message is labeled with its corresponding template and parameter fields, supporting structured
parsing.

This benchmark offers a diverse dataset that captures both common and rare log patterns, enabling robust and
scalable evaluation of log parsing techniques under realistic conditions [36, 51, 102–105]. Beyond data coverage, the
benchmark facilitates fine-grained evaluation, particularly for infrequent templates and parameter-rich messages.
Specifically, the study introduces a template-level metric, the F1-score of Group Accuracy (FGA), which complements
message-level metrics such as Group Accuracy (GA) and Parsing Accuracy (PA) by mitigating sensitivity to imbalanced
template distributions. The study also presents a systematic reassessment of 15 log parsers, covering both statistical and
semantic techniques. The results reveal substantial performance degradation, particularly in handling rare or complex
logs. By combining a high-quality annotated corpus with a rigorous evaluation protocol, Loghub-2.0 sets a new standard
in log parsing and lays the foundation for future evaluation and refinement of the aforementioned Transformer-based
parsers.

6.1.3 LogEval. LogEval [152], developed by Nankai University, Tsinghua University, and Huawei, is a benchmark suite
for evaluating large language models in log analysis. It covers four key tasks, including log parsing, anomaly detection,
fault diagnosis, and summarization, based on a collection of 4,000 real-world log entries sourced from diverse platforms
such as LogHub [108], LogPub [158], LogPAI [159], Alibaba Cloud, China Mobile datasets, and LogSummary [160].
Each task is paired with 15 diverse prompts in both Chinese and English to reflect practical variability and reduce
prompt-specific bias. The benchmark incorporates both objective and subjective evaluation formats. Objective tasks are
scored using accuracy and F1-score, while subjective tasks are assessed by semantic similarity, ROUGE, and task-specific
metrics such as edit distance and summarization accuracy. In addition, to evaluate model efficiency, the benchmark
reports average inference time and token count.

Compared to LogHub 2.0, which focuses primarily on parsing and structured data extraction, LogEval covers the full
lifecycle of log data in IT operations. This broader scope supports a more comprehensive evaluation of Transformers for
log analysis [30, 36, 51–55, 96, 97, 102–105, 107, 109–111]. The benchmark tests examine the performance of eighteen
leading large language models, including GPT-4, LLaMA2, and ChatGLM, under both zero-shot and few-shot settings.
The results show that GPT-4 consistently outperforms others, particularly in parsing and fault diagnosis. LLaMA2-70B
exhibits strong zero-shot performance in anomaly detection. However, most models struggle with anomaly detection in
few-shot scenarios, highlighting the limitations of general-purpose LLMs and the need for anomaly-aware Transformers
[30, 53–55, 96, 97, 109–111].
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6.1.4 OpenRCA. The lack of large-scale, real-world datasets for root cause analysis remains amajor barrier to evaluating
the related capabilities of large language models. To bridge this gap, OpenRCA [142], conducted by Microsoft, the
Chinese University of Hong Kong, and Tsinghua University, presents the first publicly available benchmark for root cause
analysis. It comprises 335 failure cases and over 68GB of multi-modal telemetry data, encompassing metrics, logs, and
traces. Additionally, the datasets span a broad spectrum of systems, including telecom databases, banking applications,
and e-commerce platforms. This diversity reflects the inherent complexity of modern production environments.

Notably, OpenRCA enables integrated evaluation across heterogeneous telemetry modalities, supporting the as-
sessment of both single-source diagnostic performance and cross-modal correlation reasoning. Therefore, it could
serve as a testing ground for applying Transformers to root cause analysis [35, 55, 59, 65, 66, 145, 146]. Diagnostic
accuracy, defined as the proportion of correctly identified components, timestamps, and root causes, is adopted as the
primary evaluation metric. The study further proposes a multi-agent framework equipped with program synthesis and
execution capabilities. A controller agent is responsible for planning the reasoning steps, while an execution agent
handles heterogeneous telemetry data by generating and executing Python code. This modular division enhances
scalability and alleviates the limitations imposed by context window constraints. Experimental results demonstrate
that execution-based approaches substantially improve diagnostic performance, especially when paired with large
models optimized for code generation. Nonetheless, the overall accuracy remains low, particularly in complex scenarios
characterized by multiple root cause elements.

6.2 StandardizedQuestion Bank

Question banks, composed of various standardized formats including multiple-choice, short-answer, and fill-in-the-blank
questions, are typically designed to directly assess the potential of large language models in IT operations. Compared
with offline datasets that evaluate task-specific performance using corresponding data sources, these benchmarks tend
to place greater emphasis on evaluating the internal knowledge and domain expertise embedded within the models.

6.2.1 MSQA. MSQA [161] is a cloud-domain QA dataset introduced by the Microsoft research team, focusing on
Microsoft products and IT technical issues encountered by customers. It contains 32K QA pairs compiled from textual
responses collected on the Microsoft Q&A forum between October 2019 and May 2023, covering a wide range of
Microsoft technologies and products, including Azure and Microsoft 365. During data collection, only single-turn QA
pairs labeled as “Accepted” are retained, while responses containing images are discarded to maintain focus on textual
content. Additionally, post-processing is applied to remove unwanted noise, such as user-related information and
irregular decorative symbols added by users, to ensure data quality.

The benchmark tests show that large language models, when utilizing domain knowledge from a smaller language
model through instruction tuning, outperform those that rely on retrieval-based methods like BM25 [162] and Dense
Passage Retrieval (DPR) [163]. In the experiments, a wide range of metrics are used to evaluate long-form generated
answers, including Lexical-Overlap-Based Metrics (BLEU, ROUGE-1, ROUGE-2, ROUGE-L), Semantic-Overlap-Based
Metrics (BERTScore), Keyword/Span-Hit-Rate (KHR), Can-Answer-Rate (CAR), LLM-Based Metrics, and Human Evalu-
ation. As the results suggest, lexical-overlap-based metrics are not well-suited for evaluating long-form LLM-generated
answers, particularly in the cloud domain. This is because the generated answers show poor correlation with grounded
human-written answers, demonstrating limited variations across methods and generally lower scores.

6.2.2 NetEval. Network operations (NetOps) encompass several common application scenarios, including network
monitoring, device management, troubleshooting, and performance optimization, all of which are essential components
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of IT operations. To assess the capabilities of large language models in commonsense knowledge and inference within
the NetOps domain for further advancement, Zhongguancun Laboratory develops the NetEval dataset [164]. This
dataset consists of 5,269 multiple-choice questions and 463 non-multiple-choice questions, such as fill-in-the-blank and
question-answering tasks, which are sourced from a variety of documents, including certification exam question banks,
network textbooks, and Wikipedia articles. The construction process involves a combination of rule-based filtering,
input-output extraction with GPT-4, and manual verification.

NetEval evaluates six representative model families, with approximately three models tested from each family
(e.g., GPT-3.5-turbo and GPT-4 for the GPT series). The evaluation primarily uses accuracy for multiple-choice questions,
while BLEU and ROUGE scores are employed to assess the quality of responses to non-multiple-choice questions. A
more detailed evaluation is conducted for certain models based on their parameter scale (e.g., LLaMA2 7B, 13B, and 70B).
The study also systematically examines the impact of different prompting strategies, including zero-shot, few-shot, and
Chain-of-Thought (CoT) approaches. The results show that both increasing model size and adopting a few-shot setting
improve response accuracy. Additionally, for relatively easier multiple-choice questions, GPT-4 achieves an accuracy of
81% in the few-shot setting, making it the only model capable of passing NetOps-related certification exams, while
other models exhibit significantly lower accuracy. For non-multiple-choice questions, however, all models perform
poorly, with BLEU and ROUGE scores remaining below 0.3. These experimental results suggest that LLMs tailored for
the NetOps domain still have a long way to go.

6.2.3 DevOps-Eval. DevOps-Eval [165], developed by the CodeFuse team, is a comprehensive benchmark specifically
designed to evaluate large language models in the DevOps domain. The benchmark covers eight key sub-domains that
span the entire software development lifecycle: planning, coding, building, testing, releasing, deploying, operations, and
monitoring. The dataset consists of 7,486 multiple-choice questions in a single-choice format, with 2,840 AIOps-related
samples addressing scenarios such as log parsing, time series anomaly detection, time series classification, time series
forecasting, and root cause analysis. Additionally, 1,509 ToolLearning samples are included, covering 59 domains and
239 tool categories. The dataset is derived from various sources, including multiple-choice questions from professional
certification exams, AIOps-related samples obtained from open-source datasets, scenario-based questions generated by
ChatGPT using relevant keywords, and synthetic data produced through data simulation.

The experiments evaluate the performance of various general-purpose and domain-specific large language models
in the DevOps domain, exploring the strengths and limitations of these models. The evaluation primarily focuses on
multiple-choice question accuracy, with particular emphasis on zero-shot and one-shot performance in the context of
AIOps-related queries. The results show that, in most cases, the models perform better in the one-shot setting than in
the zero-shot setting. Among the zero-shot models, Qwen-14B-Base achieves the highest average accuracy, while in
the one-shot setting, DevOpsPal-14B-Chat outperforms all other models. Overall, the models exhibit varying levels
of performance across different AIOps tasks, highlighting the adaptability differences of each model to specific tasks,
while providing valuable insights for selecting the most appropriate model for particular use cases.

6.2.4 Owl-Bench. Owl-Bench [166], developed by Beihang University, provides a benchmark for the operation and
maintenance(O&M) domain to measure LLMs’ capabilities, which covers nine O&M-related domains (information
security, application, system architecture, software architecture, middleware, network, operating system, infrastructure,
and database), enabling systematic assessment of how well models understand specialized operational knowledge across
diverse areas. This comprehensive structure reflects the diversity of LLMs’ capabilities in a hierarchical manner. As a
bilingual benchmark, Owl-Bench includes 317 QA pairs and 1,000 multiple-choice questions. The dataset is sourced from
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skill assessment exams for IT operations professionals, supplemented by approximately 200 questions contributed by
experts. Notably, the dataset retains its real-world relevance, as it originates from scenario-based examination questions,
with no modifications or expansions made using large language models.

The experiment evaluates the performance of six language models on Owl-Bench, using two distinct evaluation
methods for the QA questions. The first method, referred to as the single-score mode, involves GPT-4 assigning a
numerical score between 1 and 10 to the LLM-generated responses. The second method, the pairwise-score mode,
adopts a comparative approach in which GPT-4 evaluates the responses from two models to the same question and
determines which model produces a higher-quality answer. For multiple-choice questions, accuracy is assessed across
various O&M domains. Additionally, the study introduces a supervised fine-tuned model, trained on synthetic single-
and multi-turn dialogues derived from seed data, which demonstrates the highest performance on QA questions. In
contrast, ChatGPT achieves the best average score in multiple-choice questions.

6.2.5 OpsEval. OpsEval [167], developed by Tsinghua University, is a comprehensive benchmark suite that includes
an Ops-oriented evaluation dataset, a corresponding evaluation benchmark, and a specialized QA evaluation method
designed for Ops. The research team compiles data from various open AIOps communities, incorporating materials
such as company documents, certification exams, and operation textbooks. These data sources are globally recognized
and reviewed by Ops collaborators. The collected data undergoes several stages of processing, including deduplication,
dependency filtering, question categorization, and manual review. Finally, the obtained dataset consists of 1,736 question-
answer pairs and 7,184 multiple-choice questions, available in both Chinese and English, spanning eight distinct task
scenarios and incorporating three ability levels. The 20% of the dataset is released to the public, while the remaining
80% is withheld to safeguard against potential test set leakage, which forms an up-to-date leaderboard.

OpsEval is designed to assess the performance of LLMs in IT operations, providing valuable guidance for selecting the
most suitable models within this field. The benchmark evaluates 21 latest LLMs and introduces 4 reasoning strategies:
self-consistency (SC), chain-of-thought (CoT), a combination of CoT and SC, and few-shot in-context learning. These
strategies enable a more thorough assessment, going beyond simple, naive responses. For multiple-choice questions,
OpsEval uses accuracy as the primary evaluation metric. For question-answering tasks, two distinct evaluation metrics
are employed. The first is based on lexical overlap, incorporating ROUGE and BLEU scores, while the second focuses on
semantic similarity, utilizing LLM-based evaluation (FAE-Score) and expert assessment (Expert-Evaluation), which
involves fluency, accuracy, and supporting evidence. Experimental results show that closed-source models, such as GPT-4
and GLM-4, consistently outperform other models. Additionally, few-shot in-context learning and chain-of-thought
reasoning significantly improve model performance.

6.3 Real-Time Simulation

Through real-time simulation, the agent under evaluation could interact dynamically with the system to perform a
series of operations, including observation, reasoning, decision-making, tool invocation, and result analysis. This type
of benchmark effectively serves as a sandbox environment for agents to practice and evolve.

6.3.1 AIOPSLAB. The AIOPSLAB [8], proposed by UIUC, UC Berkeley, Microsoft, and IISc, features a comprehensive
framework for automating the entire end-to-end evaluation process of AIOps solutions, which includes deploying
services, injecting faults, generating workloads, orchestrating agent cloud interaction, and analyzing results. In the
AIOPSLAB playground, AI agents could observe, act, and receive feedback, facilitating dynamic and interactive problem-
solving within complex environments. These functionalities are supported by an Agent-Cloud Interface, which consists

Manuscript submitted to ACM



38 Shi et al.

Table 8. Summary of evaluation and benchmark for Transformers in AIOps. We identify the benchmarks based on dataset formats,
scale, domains, and evaluation metrics.

Benchmark Dataset Formats and Scale Domain Evaluation Metrics Link

CloudOps [7] Billions of Time Series Observations Cloud Operations sMAPE + CRPS [171]
Loghub-2.0 [151] 50M Log Messages Log Analysis GA + PA + FGA + FTA [172]
LogEval [152] 4K Log Messages Log Analysis Accuracy + F1 + Semantic Similarity + ROUGE + Edit Distance + Inference Time + Token Length [173]
OpenRCA [142] 335 Failure Cases With Over 68 GB of Telemetry Data Root Cause Analysis Proportion of Correctly Identified Root Cause Elements [174]
MSQA [161] 32K QA Operation Issues Lexical-Overlap-Based + Semantic-Overlap-Based + KHR + CAR + LLM-Based + Human Evaluation [175]
NetEval [164] 5,269 Multi-Choice, 463 Filling-Blanks and QA Network Operations Accuracy + BLEU + ROUGE [176]
DevOps-Eval [165] 7,486 Multi-Choice Development and Operations Accuracy [165]
Owl-Bench [166] 1K Multi-Choice, 317 QA Operation and Maintenance LLM as a Judge (Single-Score Mode, Pairwise-Score Mode) [177]
OpsEval [167] 7,184 Multi-Choice, 1,736 QA IT Operations Accuracy + FAE-Score + Expert-Evaluation [178]
AIOPSLAB [8] AI Agent Playground Featuring a Pool of 48 Problems Ops-Oriented Agents Correctness + Time + Steps + Tokens [179]
ITBench [144] Runtime Environment with 102 Real-World Scenarios IT Operations Pass@1 + NTAM + MTTD + MTTR + TTP + F1 + Ranking [180]

of a set of APIs enabling agents to obtain multimodal data from the cloud’s observability tools and make meaningful
progress towards operational objectives. To evaluate the performance of LLM-driven agents within the AIOps domain,
the framework incorporates a problem pool featuring 48 problems (e.g., RevokeAuth, PodFailure, NetworkLoss) spanning
four levels of complexity: detection, localization, root cause analysis, and mitigation. Furthermore, the framework
allows users to easily extend and create new problem instances.

Unlike offline datasets or question banks limited to static evaluations, AIOPSLAB highlights real-time interaction
and adaptive decision-making, establishing a unique benchmark for agent-oriented AIOps solutions [5, 54, 64, 66, 142].
Through a comprehensive problem pool with multimodal telemetry and fault injection capabilities, it enables rigorous
assessment of agents’ performance in detecting, localizing, and mitigating failures under real-time conditions. In its
evaluation, AIOPSLAB registers four AI agents: naive agents without fine-tuning or modifications using GPT-3.5-TURBO
and GPT-4-TURBO, ReAct [149], an agent that integrates reasoning and acting in an interleaved manner, and FLASH
[168], a cloud operation-specific agent. Additionally, non-LLM-based AIOps algorithms, such as MKSMC [169] for
detection and PDiagnose [170] for localization, are also included as baseline comparisons. Regarding evaluation metrics,
correctness is used to measure whether the agent successfully resolves the problems, while time (e.g., Time-to-Detect,
Time-to-Mitigate) and steps are employed to assess the efficiency of problem resolution. The number of tokens generated
by both agents and the environment serves as an indicator of the computational cost. The results demonstrate that
FLASH achieves the best overall performance across all baselines. However, GPT-3.5-TURBO, despite being the fastest
in task completion, achieves a poor accuracy of only 15.25%. Moreover, due to varying task complexities, even FLASH,
the top-performing agent, shows performance limitations when tackling more challenging tasks, such as mitigation.
Agent behaviors contributing to suboptimal performance, including unnecessary steps, data overload, invalid API
usage, and false positive detection issues, are identified and discussed in detail. These insights pave the way for further
improvement towards self-healing cloud systems.

6.3.2 ITBench. ITBench [144], conducted by IBM and UIUC, is a benchmarking framework and runtime environment
for evaluating agents on practical IT automation tasks across multiple personas, including site reliability engineering
(SRE), compliance and security operations (CISO), and financial operations (FinOps). Evaluation scenarios are formalized
as structured tuples ⟨𝑀, 𝐸,𝑇 , 𝐷⟩, encompassing scenario specifications, environment configurations, triggering events,
and desired outcomes. ITBench includes 102 scenarios and supports both vertical expansion (i.e., adding new scenarios)
and horizontal expansion (i.e., introducing additional personas), enabling broad coverage of IT operational tasks.

Similar to AIOPSLAB, ITBench drives agents to interact with the testbed environment, allowing end-to-end evaluation
of their ability to solve real-world tasks. For SRE tasks, it adopts pass rate, a normalized topology-aware metric for
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root cause and fault propagation analysis, as well as mean time to diagnosis (MTTD) and mean time to repair (MTTR).
For CISO tasks, pass rate and time to process (TTP) are used to measure effectiveness and efficiency. For FinOps tasks,
the evaluation considers pass rate, F1-score, and ranking metrics. The reported results indicate that current agents
achieve limited performance on complex, multi-step scenarios, highlighting the gap between prototype capabilities and
real-world operational demands.

6.4 Summary

In Tab. 8, we summarize the evaluations and benchmarks for Transformers in AIOps, highlighting key aspects including
Dataset Formats and Scale, Domains, and Evaluation Metrics. The datasets used for evaluation can be classified into
three categories based on their data format. First, the offline dataset [7, 142, 151, 152] consists of pre-collected and
processed static data. This type of data is stable and reliable, making it ideal for training and testing models, particularly
for tasks that require extensive historical data, such as time-series analysis. In contrast, real-time simulation [8, 144]
creates real-world, dynamic scenarios, allowing the model under evaluation to interact with and respond to continuously
changing data. This approach is particularly valuable for assessing the analytical and decision-making capabilities of
AI agents in a live environment. Last but not least, standardized question banks [161, 164–167] evaluate the strengths
and weaknesses of models through a set of structured questions, including multiple-choice, QA, and fill-in-the-blank
formats. These question banks are versatile and applicable to a wide range of use cases, enabling quick construction,
evaluation, sharing, and comparison. Their straightforward structure and evaluation methods make them the most
common type of dataset in the field.

Despite recent progress in evaluation strategies, several gaps remain. First, current settings differ from real-world
environments, as reflected in the limited coverage of system heterogeneity, data modalities, and task types, as well
as the reliance on static datasets that cannot evolve to accommodate emerging data patterns. Moreover, operational
problems are often simplified into a downstream task in offline datasets or a single QA instance in question banks,
whereas real-world operations typically involve multi-step reasoning with progressively revealed information. Although
real-time simulation brings evaluation closer to practice, simulated environments still fall short of production systems
in scale and complexity, despite the substantial cost of building such infrastructures. Second, evaluation reliability may
also be affected by noisy annotations, potential data leakage, prompt sensitivity, and subjective scoring mechanisms
(e.g., semantic matching or LLM-as-judge). These issues compromise the reproducibility of benchmarking results and
hinder fair comparisons across different methods. Finally, most benchmarks emphasize one-shot task performance, while
long-term operational stability and human-in-the-loop collaboration remain largely underexplored. These gaps highlight
important directions for future benchmark design, including more realistic environments, more robust evaluation
protocols, and better support for long-term scenarios.

7 Related Work

Surveys on Traditional Techniques in AIOps. AIOps serves as a cornerstone of modern operational practices,
offering critical solutions to complex issues such as anomaly detection, root cause analysis, failure classification, impact
evaluation, and system recovery. With sustained attention from researchers, an increasing number of techniques
and methodologies have been proposed, and several surveys and empirical studies have been successfully published
[1, 2, 13, 14, 37, 69, 181–188]. On the one hand, some surveys summarize and categorize research efforts tailored for
specific tasks in AIOps. For instance, Gao et al. [181, 182] systematically classify nearly a decade of fault diagnosis
and fault-tolerant techniques into four main approaches: model-based, signal-based, knowledge-based, and hybrid or
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active methods. Similarly, Wong et al. [183] concentrate on fault localization techniques for single software systems,
emphasizing methods that guide programmers to fault locations with minimal human intervention. Sol et al. [184]
provide a comprehensive overview of root cause analysis techniques and offer guidance on selecting the optimal
strategies based on factors such as scalability, time complexity, and other factors. Beyond root cause analysis, Soldani
et al. [185] explore anomaly detection techniques for service-based cloud applications. Additionally, Zhang et al. [2]
conduct a comprehensive survey on the failure diagnosis in microservice systems, covering root cause analysis and
failure classification through multimodal data. Notaro et al. [1] examine the role of AIOps in failure management,
summarizing application requirements and presenting quantitative evaluations of approximately 100 distinct techniques.
Meanwhile, Remil et al. [37] provide a systematic review of the complete AIOps workflow for incident management,
proposing a unified taxonomy and comparing existing studies to offer methodological guidance for research and practice.
On the other hand, several surveys concentrate on research related to specific data modalities. For example, Garg et al.
[186] evaluate and compare various multi-dimensional time series anomaly detection and fault diagnosis techniques
on a unified dataset. Oliner et al. [187], He [69], and Arya et al. [188] provide research overviews focused on log data,
while Li et al. [13] and Zhou et al. [14] highlight the significance of distributed tracing as an essential component of
microservice infrastructure, particularly from an industrial practice perspective. Unlike these previous reviews, our
study adopts a multimodal data perspective and systematically tracks the advancements in diverse tasks. Moreover,
prior studies have not thoroughly updated or summarized the current state of AIOps research, especially the latest
developments involving Transformers. Our work fills this critical gap.

Surveys on Transformers in AIOps. The Transformer architecture, along with its variants such as the BERT
and GPT families, has been widely adopted across diverse fields due to its exceptional capabilities. It has gradually
established itself as a foundational architecture, alongside CNN and RNN. Notably, the late 2022 emergence of ChatGPT
has further intensified researchers’ interest in large pre-trained models. Lin et al. [189] provide a comprehensive
overview of the vanilla Transformer and its variants, discussing architectural modifications, pre-training strategies,
and diverse applications. Zhao et al. [190] focus on large pre-trained language models based on the Transformer
architecture, summarizing advancements across four key aspects: pre-training, adaptation tuning, utilization strategies,
and capacity evaluation. Several surveys have explored the applications of Transformers in domains such as natural
language processing [191–193] and computer vision [26, 194, 195]. However, in the AIOps domain, comprehensive
surveys on Transformer-based techniques remain limited. Wen et al. [34] systematically review the use of Transformers
in time series analysis, highlighting both their advantages and disadvantages. The study takes a dual approach:
First, it examines various structural modifications to Transformers tailored for domain-specific challenges; second,
it categorizes existing techniques into prediction, anomaly detection, and classification. Additionally, it empirically
investigates how Transformers work, providing practical insights. Also, Su et al. [38] present a review of Transformers
for time series forecasting and anomaly detection, highlighting their strengths and limitations in handling large-scale
heterogeneous data, enabling real-time predictions, and identifying anomalies, while underscoring the need for cross-
modal integration and model explainability. Le et al. [36] explore the effectiveness of large language models in log
analysis, particularly under different prompting strategies. They also identify potential opportunities and challenges
associated with employing ChatGPT for log analysis tasks. Similarly, Ahmed et al. [35] evaluate the performance of
large language models in diagnosing root causes and recommending mitigation steps. Their study analyzes over 40,000
incidents from more than 1,000 cloud services at Microsoft, using six semantic and lexical metrics to demonstrate the
models’ potential in resolving cloud incidents. Moreover, Zhang et al. [3] review techniques for failure management in
the era of large language models, from the perspective of multimodal data, task objectives, and LLM-based approaches.
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Although relevant to our work, these studies suffer from several limitations (detailed in Sec. 1), including insufficient
coverage and analysis of data modalities [3, 34–36, 38], a narrow scope of Transformers [3, 34–36, 38], the absence of
structural principles [3, 34–36, 38], and inadequate discussion of methodological approaches [34–36]. In contrast, our
study provides a systematic investigation of multimodal data, AIOps tasks, Transformers, and their interconnections
reflected in the principles and approaches. We further distill the distinctive capabilities of Transformers, offering
researchers a more holistic and in-depth understanding of related solutions. In addition, the summarized open resources
and evaluation strategies are expected to advance the application of Transformers in AIOps further.

Quantitative Analysis of AIOps Techniques. Significantly, numerous empirical studies and evaluations have
quantitatively examined research within the AIOps domain. For instance, Garg et al. [186] train 11 deep learning models
on 7 multivariate time series datasets, assessing the effectiveness of various techniques for anomaly detection and
diagnosis. Furthermore, this study reveals that the choice of scoring function often outweighs the importance of the
underlying model by combining 10 models with 4 different scoring functions. Zhou et al. [14] conduct an empirical
investigation using a trace visualization tool, ShiViz, to document the debugging process. Their study qualitatively and
quantitatively demonstrates the efficacy of distributed traces in fault analysis, underscoring the potential for significant
improvement over existing techniques. Arya et al. [188] evaluate multiple state-of-the-art causal inference techniques
such as regression-based methods, independence testing-based approaches, and event models, using log data from the
publicly available TrainTicket microservice benchmark [14]. Lyu et al. [196] perform a case study on two commonly
studied AIOps applications, highlighting that time-based splitting of training and validation datasets significantly
reduces data leakage compared to random splitting. Their findings also emphasize that regularly updating AIOps
models is an effective strategy to address concept drift, albeit with additional computational overhead. As highlighted
earlier, several works [35, 36, 104, 151, 152] investigate the potential of state-of-the-art large language models in cloud
event management and log analysis through empirical studies. Such efforts provide valuable insights for researchers
to intuitively compare performance, overhead, and other aspects across different techniques. However, they either
overlook recent advancements in Transformers [14, 151, 186, 188, 196] or fail to provide a qualitative analysis of AIOps
techniques leveraging multimodal data from the perspective of Transformers’ unique capabilities [35, 36, 104, 152]. This
challenge is precisely what our study aims to address.

8 Open Challenges and Future Directions

Intelligent	Pattern	Modeler

• Pattern-Aware	Modeling
• Perceptive	Intelligence

Phase 1

Phase 3

Phase 2

Context-Aware	Task	Solver
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Fig. 8. Evolving Roles of Transformers in AIOps.
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Building on the recent advancements and corresponding benchmarks outlined in previous sections, the role of
Transformers in AIOps has undergone a notable evolution, as illustrated in Fig. 8. These roles represent a continuum of
increasing capability, and their boundaries may therefore overlap in practice. We distinguish them primarily by the
degree of operational autonomy, ranging from pattern analysis to decision support and autonomous action. (1) In their
early applications, Transformers serve as intelligent pattern modelers [28–31, 52, 53, 58, 60, 61, 96, 97, 107, 109, 112, 118–
121, 135, 136, 138–141], analyzing operational data to complete foundational tasks such as anomaly detection, failure
classification, and root cause localization. They primarily extract patterns from historical data with limited contextual
reasoning or decision-making capabilities. (2) Over time, Transformers have progressed into context-aware task solvers
that integrate diverse sources of contextual information [32, 36, 50, 51, 55–57, 59, 62, 63, 65, 100, 102–105, 110, 111, 122–
129, 145, 146, 150], such as observability data, configuration changes, service topology, and historical cases, to address
more complex tasks like impact assessment and incident summarization. Compared with pattern modelers, they
leverage richer context to perform reasoning in natural language and support operators’ decision-making. However,
Transformers at this stage remain modules within the operational workflow rather than end-to-end solutions. (3) Most
recently, Transformers are emerging as autonomous agents in operations [5, 54, 64, 66, 142–144], interacting with
environments and making decisions with a certain degree of autonomy. Beyond analyzing incidents and recommending
mitigation strategies, these agents can execute actions within governed frameworks, thereby closing the operational
loop.

This trajectory reflects not only the evolving demands of real-world deployments of AIOps systems, i.e., progressing
from perception to reasoning and ultimately to self-governing actions, but also highlights the expanding capabilities of
Transformers. However, considerable challenges still lie ahead on the journey toward truly intelligent and autonomous
operations. These include Hallucinations, Domain Knowledge, and Interpretability (Sec. 8.1); Generalization and Out-of-
Distribution Data Handling (Sec. 8.2); Computational Costs and Path to Efficiency Optimization (Sec. 8.3); and Data
Fusion and Model Collaboration (Sec. 8.4). Moreover, Sec. 8.5 recommends Best Practices in response to these challenges,
whereas Sec. 8.6 looks ahead to Emerging Neural Architectures that may herald the next wave of AIOps evolution.

8.1 Hallucinations, Domain Knowledge, and Interpretability

The phenomenon of “hallucination” in large language models refers to the generation of inaccurate or nonsensical
content, often deviating from the provided context or factual information [197]. This phenomenon poses significant
challenges in the practical application of Transformers, particularly in rigorous industrial domains like AIOps. Unstable
or imprecise model outputs can result in severe consequences, including misleading decisions, compromised system
stability and security, and harm to economic interests and reputation. Mitigating such hallucinations to ensure the
stability and accuracy of model outputs is crucial in effectively developing and applying Transformers in AIOps.
Currently, few techniques address the hallucination issue in the AIOps domain. While some general-domain techniques,
such as retrieval-augmented generation [198], fact-checking mechanisms [199], and adversarial fine-tuning [200], may
help models resist inaccurate or nonsensical outputs, their effectiveness in AIOps requires further investigation.

From one perspective, domain knowledge equips the model with specific contextual information, enabling it to
supplement business logic, professional details, historical experience, standard operating procedures, and other aspects
not covered by the pre-trained corpora. This is particularly vital for knowledge-intensive tasks in AIOps. Fine-tuning
allows the integration of domain knowledge into the model’s parameters, fostering the development of specialized
models. However, this approach demands significant expertise, high-quality data, and substantial computational
resources. Consequently, some techniques bypass the relatively complex fine-tuning process. One such approach
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involves constructing knowledge bases and combining them with retrieval-augmented generation, facilitating the
accumulation and utilization of domain knowledge [5, 61, 141]. Additionally, as domain knowledge may evolve alongside
the software or scenario, maintaining continuous updates is crucial for adapting to dynamic systems. Thus, ensuring
the ongoing refresh of domain knowledge is a critical consideration when designing model fine-tuning processes or
knowledge bases.

From another perspective, interpretable model outputs help build trust with on-call engineers by enabling them to
understand the rationale behind the model’s decisions and evaluate its reliability. This transparency makes it easier to
accept the recommendations or correct erroneous outputs. Enhancing model interpretability can be achieved through
various techniques. For instance, visualization techniques like heatmaps and attention maps highlight the areas or
features the model focuses on [201, 202]; decision trees and rule extraction display the decision-making process directly
[10]; backpropagation methods assess the influence of different layers in a neural network [203]; and simpler models
can be trained to approximate the behavior of more complex ones [204, 205]. As Transformers grow in complexity, they
increasingly become black boxes that are difficult to understand. By clarifying the effectiveness of these interpretability
techniques within AIOps, we can facilitate their broader deployment and adoption.

8.2 Generalization and Out-of-Distribution Data Handling

In the AIOps domain, tasks are frequently accompanied by software evolution or scenario migration, including system
iterations, scaling of microservice instances, and changes in online service business. These dynamics place high demands
on a model’s generalization capability, particularly its adaptability to system changes and portability across diverse
tasks and scenarios. Traditional methods, such as meta-learning, incremental learning, continuous data collection,
and periodic model updates, or even designing new model architectures, have been employed to tackle this challenge.
However, these approaches often struggle to effectively and swiftly transfer to complex, evolving scenarios or tasks.
In contrast, pre-trained models, which benefit from the rich knowledge captured from a large-scale corpus, have
demonstrated strong generalization performance in natural language tasks [47, 101, 106, 206]. We anticipate that
pre-trained Transformers, leveraging this extensive pre-learning, will exhibit similar generalization capabilities within
the AIOps domain.

Theoretically, Transformers have the potential to internalize general knowledge during pre-training, embedding it
into the extensive parameters to cover a wide range of scenarios and tasks. Additionally, fine-tuning with high-quality
data can further refine these parameters to better align with the data patterns of specific cases. However, despite this
theoretical promise, empirical evaluations suggest that current pre-trained models have not yet fully realized their
generalization potential, especially in the AIOps domain. Specifically, in certain benchmarks, the model’s performance
under zero-shot and few-shot settings remains suboptimal [8, 142, 152, 164, 167]. This indicates that even a naive
pre-trained model, or one based on reasonable extrapolation from similar cases, struggles to effectively handle out-of-
distribution data. Even with fine-tuning, challenges like insufficient high-quality data or a lack of accumulated cases
could hinder performance. As a result, additional data and customization may still be necessary. In practice, on-call
engineers are particularly concerned with the model’s ability to adapt to dynamic changes. Thus, key research directions
for deploying Transformers in AIOps will include guiding the model to handle out-of-distribution data better, refining
the fine-tuning process for specific tasks or scenarios, and improving the overall generalization capability.
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8.3 Computational Costs and Path to Efficiency Optimization

Transformers have demonstrated exceptional performance across a broad spectrum of AIOps tasks, particularly in
addressing complex challenges such as root cause analysis and event summarization. This effectiveness is primarily
attributed to their deep network architectures and large parameter scales. However, Transformers are not a silver bullet
for all AIOps solutions, as their advantages often come with substantial computational costs. In practice, the feasibility
of Transformer-based techniques should be assessed from three perspectives: hardware requirements, training costs,
and inference latency.

Hardware Requirements. Transformers typically rely on GPU acceleration due to the computational intensity of
the self-attention mechanism and their large parameter sizes. Training and deploying such models often require high-
memory GPUs or even multi-GPU clusters, particularly when processing long log sequences or massive observability
data. In contrast, classical models such as CNNs and RNNs generally have smaller memory footprints and often need
a single GPU or CPU-based environment. Therefore, in resource-constrained settings or edge deployment scenarios,
classical models fundamentally offer a more practical option.

Training Costs. Training Transformers is typically more expensive than training classical architectures. In addition
to the hardware requirements discussed above, large pre-trained Transformers usually require extensive datasets and
prolonged training. For example, Microsoft’s Oasis model [62], designed for fault understanding, is trained on large
volumes of incident data collected from diverse cloud platforms and optimized through multiple training iterations.
The entire pipeline, including data preprocessing, model training, and hyperparameter tuning, places a significant
burden on the supporting infrastructure. By comparison, classical models generally require fewer resources to achieve
reasonable performance. However, for tasks requiring strong generalization and semantic understanding, large pre-
trained Transformers remain highly beneficial. Recent advances, such as parameter-efficient fine-tuning and transfer
learning, have partially alleviated the training burden [53, 56, 110, 129]. These techniques retain much of the expressive
power of Transformer architectures while reducing data and computational requirements, thereby enabling more
accessible adaptation to novel tasks and operational environments.

Inference Latency. Inference efficiency is another important consideration for production AIOps systems, while
the tolerance for latency varies across tasks. Transformers are often associated with longer inference times, limiting
their applicability in latency-sensitive scenarios such as real-time anomaly detection or online alert filtering, where
responses are expected within seconds. In such cases, classical models with simpler architectures typically provide faster
inference and are therefore more suitable. However, not all AIOps tasks impose strict latency requirements. For example,
root cause analysis is generally less time-sensitive but often requires more complex reasoning over observability data.
In these scenarios, the stronger capability of Transformers can justify their higher cost. It is also worth noting that
deploying end-to-end Transformers may be overkill in relatively simple scenarios, where smaller models or even
traditional data analysis methods, possibly assisted by human experts, can already deliver acceptable performance at
significantly lower computational cost [207, 208].

Improving the efficiency of Transformer-based AIOps solutions remains an important research challenge. In practice,
the choice between Transformers and classical models involves trade-offs between performance and computational
costs. The following checklist summarizes key recommendations that practitioners may use to assess feasibility.

• Recommendation 1: Check resource availability. When computational resources are limited (e.g., CPU-only
environments or small GPU budgets), classical models such as CNNs or RNNs are generally more practical due to
their lower training costs and inference overhead.
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• Recommendation 2: Examine data scale. For tasks involving large-scale datasets, Transformer-based models can
better leverage the available data and provide stronger representation capability.

• Recommendation 3: Evaluate task requirements. For latency-sensitive tasks such as online anomaly detection
or alert filtering, lightweight models are typically preferable. Conversely, tasks requiring stronger generalization or
more complex reasoning may benefit from Transformers.

• Recommendation 4: Assess task complexity. In relatively simple scenarios, Transformers may be overkill; classical
models, possibly with human assistance, can also achieve acceptable performance.

8.4 Data Fusion and Model Collaboration

Current Transformers in AIOps still operate with a marked degree of separation at both the data and model levels,
lacking sufficient integration and collaboration, respectively.

At the data level, different types of telemetry data offer distinct and complementary views of system behavior:
logs provide semi-structured textual records of runtime events [69], metrics deliver intuitive indicators of system
performance and trends [70], and events summarize failure information in natural language [3]. Each data type plays
an indispensable role in supporting AIOps tasks. Previous deep learning-based research has validated the feasibility
and necessity of multimodal data fusion in AIOps, demonstrating the advantages of integrating heterogeneous data
through various fusion techniques [10–12, 201, 209, 210]. Among them, ART [10] stands out as an early attempt to
apply attention mechanisms to capture inter-modal dependencies, pioneering the use of Transformers for multimodal
fusion in AIOps. However, most existing Transformers continue to focus on single-modality analysis, which may lead
to a fragmented view when certain modalities are missing, thereby constraining performance gains.

Notably, distributed traces constitute one of the three pillars of observability, alongside logs and metrics. A trace
consists of spans corresponding to service invocations, each recording execution metadata such as duration, status
codes, and other annotations [211]. By linking spans across services, traces capture invocation paths and component
dependencies, providing fine-grained visibility into request execution in distributed systems. However, Transformer-
based trace analysis remains relatively underexplored. A key reason lies in the structural characteristics of trace data.
While logs, metrics, and events naturally form sequential inputs suitable for Transformer-based sequence modeling,
traces primarily encode invocation relationships that are inherently graph-structured (i.e., directed acyclic graphs).
Accordingly, existing trace analysis works mainly adopt graph-oriented techniques, including statistical methods
(e.g., spectrum-based fault localization [212–215]), graph-based ranking algorithms (e.g., PageRank [216, 217]), and
graph representation learning (e.g., graph neural networks [218]). Due to the structural differences and the currently
limited amount of relevant works, trace analysis is not the primary focus of our main analysis. Nevertheless, we include
this discussion to provide a more complete view. Looking forward, integrating trace information into Transformer-
based AIOps systems remains a promising direction, calling for structure-aware Transformers that can capture graph
dependencies while jointly reasoning over trace data and other observability signals.

At the model level, the collaboration mechanisms among models of varying scales remain underexplored in a
systematic manner. Large pre-trained models demonstrate robust semantic comprehension and generalization capa-
bilities, whereas smaller models offer superior inference speed and resource efficiency. As discussed in Sec. 8.3, in
certain scenarios, smaller models, when supported by human experts, can already deliver satisfactory results [208]. By
establishing effective collaboration mechanisms, models of different scales or even with heterogeneous characteristics
could be assigned to tackle specialized, fine-grained tasks, ultimately integrating their outputs to achieve a unified
operational objective, much like assembling a puzzle [208, 219]. In such a framework, large pre-trained models may
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serve as the central intelligence, orchestrating complex global reasoning and decision-making, while lightweight deep
learning, machine learning, or data analysis models function as agile sensors and actuators, rapidly processing data,
generating preliminary inferences, and delivering real-time responses. This task-oriented division and collaboration
not only enhances efficiency but also enables comprehensive monitoring and precise control over complex system
states. Thus, advancing research into model collaboration is pivotal to facilitating the transition of Transformers from
experimental settings to production environments and accelerating the real-world deployment of AIOps systems.

8.5 Recommended Best Practices

The preceding discussion outlines open challenges and future directions. Building on these insights, we summarize
several recommended best practices for applying Transformers in AIOps.

• Best Practice 1: Mitigating hallucination through knowledge integration. To mitigate hallucination issues,
it is recommended to incorporate external knowledge bases or historical case repositories to strengthen domain
expertise [5, 61, 63, 65, 111, 141, 143, 146, 150]. Another effective strategy is to embed expert knowledge and reasoning
patterns into model design [58, 59, 62, 136, 146]. In addition, interpretability modules can be introduced to enhance
the credibility and transparency of model outputs [145, 150].

• Best Practice 2: Improving generalization through adaptive learning strategies. To handle out-of-distribution
data, pre-training and post-training alignment with diverse data patterns are widely adopted [32, 52, 55, 59, 100,
107, 122–126]. Transfer learning across systems [53] and few-shot incremental learning [104] further support rapid
adaptation to dynamic environments and evolving data distributions.

• Best Practice 3: Balancing efficiency and performance with lightweight architectures. To balance computa-
tional cost, system efficiency, and model performance, lightweight architectures and modular designs are increasingly
explored [29, 31, 57, 102, 103, 127, 128]. Parameter-efficient fine-tuning and rapid model transfer can further reduce
dependence on large-scale training resources [53, 56, 110, 129]. Notably, streaming-oriented techniques [112] are
particularly suitable for real-time operational scenarios.

• Best Practice 4: Leveraging multimodal data fusion and collaborative model frameworks. At the data level,
integrating logs, metrics, events, and the relatively underexplored modality of traces enables more comprehensive
observability and complementary insights [10, 59, 61, 142]. At the model level, task-oriented division and collaboration
have emerged as a common paradigm. Several techniques [5, 54, 64, 66, 142] distribute subtasks across specialized
models and coordinate interactions among small models, large models, and multiple agents to optimize overall
performance.

These practices provide practical guidance for developing more intelligent and efficient AIOps systems.

8.6 Beyond Transformers and Emerging Neural Architectures

As discussed above, Transformers, with their powerful modeling capacity and general intelligence potential, have
become the core architecture for many AIOps techniques. However, the self-attention mechanism still struggles with
interpretability, generalization, and computational costs, etc. Meanwhile, a wave of emerging neural architectures
is driving deep learning toward a “Beyond Transformers” stage, opening fresh possibilities for AIOps evolution.
Among these, Mamba [220] introduces state-space modeling that enables linear-complexity handling of long-range
dependencies. By replacing quadratic attention with structured state transitions, it improves efficiency and scalability in
sequential data processing, particularly under high-throughput and long-horizon settings [221]. KAN [222], on the other
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hand, is grounded in the Kolmogorov-Arnold representation theorem. It utilizes learnable univariate function families
instead of conventional weights to explicitly capture functional relationships among variables, thereby producing more
interpretable representations. This structured and symbolic formulation provides a pathway to uncover analytical
expressions of system dynamics and supports knowledge extraction and transfer [223, 224].

From an AIOps task perspective, these architectures exhibit distinct advantages. (1) Efficient Modeling for
Streaming Tasks.Mamba-style models enable linear-time sequence modeling, making them well-suited for continuous
processing of large-scale data streams of logs, metrics, and events. Compared to the relatively heavy Transformer
architectures, they are more efficient in latency-critical scenarios such as real-time monitoring, high-frequency metric
forecasting, and online anomaly detection. (2) Interpretable Modeling for Diagnostic Tasks. KAN is particularly
promising for interpretability-sensitive tasks such as root cause analysis and failure diagnosis. By modeling variable
relationships through functional compositions, it facilitates explicit characterization of anomaly dynamics and potential
causal patterns. In contrast, while Transformers can generate reasoning-like explanations, their internal mechanisms
remain largely implicit, limiting their ability to provide directly interpretable insights.

Overall, emerging architectures offer more specialized improvements in efficiency and interpretability. Nevertheless,
Transformers remain indispensable in AIOps, supported by a mature pretraining ecosystem, robust representation
learning, and the emerging paradigm of natural language interaction. Yet this is far from the end. The rise of architectures
beyond Transformers marks a shift from scale-driven to structure-driven intelligence, and from empirical stacking to
principle-based modeling, signaling the dawn of a new era for AIOps.

9 Conclusion

This survey provides a comprehensive exploration of the question “Why Transformers”, highlighting its value in
AIOps through three key perspectives. First, in addressing “What Problem”, we introduce a structured taxonomy from
a multimodal perspective, reviewing the current applications of Transformers in analyzing log, metric, and event
data, and subsequently arranging them within each modality according to task objectives, structural principles, and
methodological approaches. The role changes of Transformers across phases also show an evolutionary trajectory.
Second, in response to “Why Problem”, we define a capability framework that outlines two fundamental and four
advanced capabilities, revealing the unique advantages of Transformers in handling the complexity and diversity of
AIOps tasks. Third, regarding “How Problem”, we summarize common benchmarks, metrics, and evaluation strategies,
offering comparative resources for further research and practice. While significant progress has been made in applying
Transformers to AIOps, several challenges still remain in deployment. These include issues such as hallucination,
limited explainability, generalization gaps, computational overhead, multimodal data fusion, and model collaboration.
We further discuss the probable best practices for these challenges as actionable guidance. In summary, Transformers
in AIOps present both promising opportunities and critical challenges. Its continuous advancement is essential for
enhancing the intelligence and autonomy of large-scale software systems. We expect this survey to serve as a systematic
reference for researchers and practitioners, fostering broader adoption of AIOps techniques in real-world scenarios and
driving ongoing innovation in this evolving field.
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