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Abstract—Production supercomputers often expose software-
reliability risks as silent application slowdowns rather than ex-
plicit crashes, while active testing is constrained by user privileges
and co-running jobs. We present SLoFI, a low-privilege fault-
injection framework for Slurm-managed production supercom-
puters. SLoFI emulates application-visible degradation symptoms
from user space, confines perturbations to the current job allo-
cation, and aligns injection events, node telemetry, and workload
iterations on a common wall-clock timeline. On the Tianhe
production supercomputer, SLoFI executed over 1,800 workload
iterations across nine representative workloads, providing broad
workload coverage to validate that the injected perturbations are
realistic, observable, and effective under production constraints
without unintended node failures. In May 2026, SLoFI was
deployed and validated by the Tianhe production team, covering
all supported perturbation types, 568 nodes, and 30 injections
for each perturbation type. It has also been integrated into a
closed-loop reliability workflow for anomaly detection, root-cause
localization, isolation, cleanup, and recovery validation.

Index Terms—Supercomputer reliability, low-privilege fault
injection, performance degradation, production deployment

I. INTRODUCTION

Production supercomputers now host reliability-critical
computational software, including simulation, data analytics,
throughput-oriented batch workloads, and Al training. They
aggregate massive numbers of compute nodes, high-speed in-
terconnects, storage systems, schedulers, and monitoring facil-
ities, while concurrently serving many users and applications.
Reliability problems in such systems directly affect scientific
productivity and service continuity. Prior studies have shown
that high-performance computing systems experience diverse
failures and performance anomalies at scale [1], [2], and
recent production studies further highlight the importance of
telemetry-driven health analysis and anomaly diagnosis [3]-
[5].

In production operation, however, reliability loss does not
always appear as explicit node crashes, kernel panics, or
job failures. A more subtle and common form is silent
performance degradation: CPU contention, memory pres-
sure, operating-system noise, process stalls, or communication
slowdown may significantly prolong jobs while leaving only
weak evidence in logs or scheduler summaries [6]-[8]. This
problem is particularly severe for tightly synchronized MPI
and distributed-training workloads. A local slowdown on one
victim node can propagate through barriers, collective commu-
nication, or straggler effects, turning a small disturbance into
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job-wide inefficiency [9]-[11]. For operators and reliability
engineers, such degradation is difficult to reproduce, label, and
diagnose from passive observation alone.

Controlled injection turns rare degradation incidents into
repeatable software-reliability tests. By introducing perturba-
tions with controlled type, timing, duration, and scope, fault
injection can test whether monitoring, anomaly detection,
diagnosis, isolation, and recovery mechanisms respond as ex-
pected [12]. It can also generate labeled evidence for evaluat-
ing AIOps components, which is important because production
telemetry is usually weakly labeled or unlabeled [4], [5].
Existing fault-injection and chaos-engineering tools provide
useful foundations, but many assume simulators, compiler
instrumentation, administrator-controlled system mechanisms,
or cloud orchestration planes [13]-[19]. As summarized in
Table I, where “User (partial)” denotes user-level support for
only a subset of functions, these assumptions do not match
the operational interface available to low-privilege users on
bare-metal production supercomputers.

TABLE I
COMPARISON WITH REPRESENTATIVE FAULT-INJECTION APPROACHES.

Tool Domain & Scope Privilege
HDFIT [13] Hardware simulation N/A

LLFI [14] Compiler IR User
ChaosBlade [17] Host / application User (partial)
Chaos Mesh [18] Kubernetes pod / node Admin
LitmusChaos [19] Kubernetes pod / node Admin
HPCArrow [16] Petascale HPC network Admin

FINJ [15]
SLoFI (Ours)

HPC experiment orchestration User (partial)

Supercomputer job allocation User

The need for low privilege applies not only to application
users, but also to operators and reliability engineers who want
to run controlled perturbation tests without root-level authority.
In practice, avoiding privileged operations reduces approval
overhead, limits the blast radius of experiments, and helps
prevent irreversible system changes. This mismatch leaves two
production reliability-engineering challenges:

(1) Safe low-privilege perturbation is difficult. Production
users cannot modify kernels, reboot nodes, install persistent
daemons, or use privileged traffic-control mechanisms. Even
operator-approved tests should remain job-scoped when pos-
sible. Thus, injection must run in user space, stay within
the target Slurm allocation, support controllable intensity and



duration, and be cleaned up after execution [20].

(2) Verifiable degradation ground truth is difficult. The
objective is not merely to create load, but to produce labels
for application-visible slowdown. Yet silent degradation often
lacks typical failure signals, while schedulers, monitoring sys-
tems, and applications record observations at different layers
and granularities [20]-[22]. Across MPI, HPDA, HTC, and
Al workloads, progress signals also differ, making unified
degradation evidence hard to obtain.

This paper presents SLoFI (Supercomputer Low-Privilege
Fault Injection), a production-safe reliability testing frame-
work for shared Slurm-managed supercomputers. To address
the first challenge, SLoFI uses a symptom-oriented perturba-
tion model and treats the Slurm allocation as the safety bound-
ary, emulating resource pressure, stalled progress, and commu-
nication interference through temporary user-space processes.
To address the second challenge, SLoFI uses job-scoped
orchestration and absolute-clock alignment to correlate injec-
tion events, node telemetry, and workload iterations, turning
low-privilege perturbations into labeled cross-layer reliability
evidence.

The main contributions are as follows:

« A production-safe low-privilege fault-injection frame-
work for supercomputers. SLoFI enables controlled degra-
dation experiments in shared production supercomputers
without root privileges, kernel modification, persistent dae-
mons, or intrusive system changes. We plan to release
the fault-injection code' and scripts for selected workloads
through a public code repository.

¢ A job-centric workflow for verifiable cross-layer fault
evidence. SLoFI couples Slurm-scoped orchestration, user-
space perturbation, telemetry collection, and absolute-clock
alignment, enabling each injected event to be checked
against both node-level symptoms and workload-visible
slowdown across representative production workloads.

o Industrial validation and deployment on Tianhe. We
validate SLoFI on the Tianhe production supercomputer
using nine representative workloads spanning scientific sim-
ulation, HPDA, HTC, and CPU-based Al training, with
over 1,800 workload iterations. The results show that the
injected perturbations are realistic, observable, and effective
under production constraints. In May 2026, SLoFI was
deployed and validated by the Tianhe production team,
covering all supported perturbation types, 568 nodes, and
30 injections for each perturbation type. It has also been
integrated into a closed-loop reliability workflow covering
fault injection, anomaly detection, root-cause localization,
isolation, cleanup, and recovery validation.

II. SLoFI DESIGN

A. Design Overview

Figure 1 shows the workflow of SLoFI. The design ad-
dresses the two challenges in Section I: safe low-privilege
perturbation in a shared production system, and verifiable

Thttps://github.com/ustinian-yun/SLoFI

cross-layer degradation evidence for each injected event. A
user submits a standard Slurm job [20] that contains the
target workload, cyclic execution wrapper, telemetry configu-
ration, and perturbation policy. Once the allocation is granted,
SLoFlI starts temporary controllers within the allocation. The
workload wrapper records iteration boundaries, the controller
triggers perturbations, and the telemetry pipeline queries pro-
duction monitoring systems, such as Prometheus-style metric
collection or HPC monitoring services [21], [22]. After the job
completes, SLoFI correlates these streams into a job-centric
evidence record.

The key design choice is to use the Slurm job allocation
as the boundary for safety, orchestration, and measurement.
Perturbation processes are launched only on allocated nodes
and are terminated during cleanup. This matches the interface
that ordinary users legitimately possess in production super-
computers: before allocation, the nodes are inaccessible; after
allocation, users can run job-scoped programs but still cannot
modify system-wide control paths. Designing around this
boundary makes SLoFI acceptable to operators and repeatable
for reliability engineers.

B. Perturbation Model

SLoFI targets silent performance degradation rather than
catastrophic hardware failures. Its perturbation model is
symptom-oriented: instead of reproducing every physical fault
source, SLoFI creates observable degradation symptoms with
controlled timing, intensity, and scope. All perturbations are
executed as user-space programs within the current Slurm al-
location and are removed during cleanup, making the injected
events safe and auditable in a shared production environment.

Table II summarizes the supported perturbations. For each
perturbation, we report the layer where the symptom is
introduced, the main control parameters, and the resulting
observable symptom. The concrete parameter ranges are con-
figured according to operator-approved safety limits at the
deployment site. The planned public artifact will include the
corresponding fault-injection wrappers and selected workload
scripts, while site-specific configurations such as node lists,
telemetry endpoints, and approved parameter ranges remain
local to the production environment.

TABLE I
USER-SPACE PERTURBATIONS SUPPORTED BY SLoFI.

Perturbation Layer Main parameters Symptom

CPU contention Node CPU load ratio, duration compute slowdown
Memory pressure  Node memory ratio, duration reduced free memory
Process noise Process duration, freeze length progress stalls / jitter
Network delay MPI fault window, delay bound higher latency
Network loss MPI fault window, loss rate loss-like disruption
Network noise MPI packet size, interval traffic contention

Disk 1/0 / space fill Node fill ratio or write size, duration I/O or space pressure

CPU and memory perturbations emulate local resource
contention on selected allocated nodes. Process noise emulates
transient progress stalls and scheduling jitter by perturbing
target processes within the job. The three communication
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injection events, telemetry samples, and workload iteration records after the job completes.

perturbations emulate delay-, loss-, and noise-like symptoms
at the MPI/application layer, because ordinary users cannot di-
rectly manipulate production interconnect control paths. Disk
perturbation is restricted to safe local paths to avoid affecting
the shared parallel file system.

The main PDR evaluation in Section III focuses on the first
six perturbation types because they consistently affect resource
usage, process progress, or communication behavior across the
selected workloads. Disk perturbation is excluded from the
main PDR study because the evaluated workloads are domi-
nated by CPU, memory, process-progress, and communication
behavior; it is instead covered in the Tianhe deployment.

C. Job-Scoped Orchestration

SLoFI treats one scheduled Slurm job as the unit of ex-
periment. Each configuration specifies the workload, itera-
tion count, allocated nodes, victim node or process group,
perturbation type, injection window, duration, and intensity.
The orchestration script records the actual start and end time
of each injection, target scope, perturbation parameters, and
cleanup status. For local resource or process perturbations,
SLoFI launches perturbation processes only on selected al-
located nodes. For multi-node communication perturbations,
SLoFI launches the MPI-level interference utility only across
nodes granted to the current allocation.

To obtain comparable observations, workloads are executed
cyclically within the same allocation. One iteration denotes
one complete repeated execution of the target workload, rather
than an application-internal epoch, timestep, or mini-batch.
The workload wrapper continuously appends iteration records
to a job-local log, including the iteration identifier, start time,
end time, exit status, and wall-clock duration. For an injected
run, the controller triggers the perturbation only after the
start of the target iteration has been recorded, so the injected
window can be associated with a concrete workload iteration
rather than only with the entire Slurm job. Neighboring
fault-free iterations provide a within-allocation baseline for
estimating performance degradation, reducing the influence

of coarse-grained variation across jobs and production time
periods.

This job-scoped orchestration distinguishes SLoFI from ad-
hoc stress scripts: each perturbation is controlled, logged with
actual timestamps, cleaned up, and converted into repeatable
reliability evidence.

D. Cross-Layer Time Alignment

Reliability testing requires connecting injected events to
both node-level symptoms and application-visible behavior.
SLoFI records three timestamped streams during each job:
injection events, node telemetry, and workload iteration bound-
aries. The injection log contains the perturbation type, target
scope, actual start time, actual end time, and parameters. The
telemetry stream is queried from the production monitoring
system over the allocated nodes, and the workload log records
the start and end of every repeated iteration.

These streams are not naturally aligned in production be-
cause node-level monitoring, workload logs, and telemetry
queries are generated at different granularities. SLoFI aligns
them on a common wall-clock timeline: instead of chaining
relative sleep () calls, the telemetry scraper recomputes
each collection boundary from absolute time. In our Tianhe
deployment, the sampling interval is 15 seconds, matching
the production monitoring granularity. For each injected event,
SLoFTI associates the injection log with victim-node telemetry
samples and the corresponding workload iteration, producing
an evidence record with the injected target, injection window,
telemetry symptom, affected iteration, and cleanup status.

This mechanism supports operator review: engineers can
check whether the expected telemetry symptom appears within
the injection window, whether the corresponding iteration
slows down, and whether the symptom disappears after
cleanup.

E. Extensibility and Workflow Integration

Extending SLoFI to a new workload requires a Slurm job
wrapper, iteration-boundary logging, and a workload-specific



success or timeout rule. The core framework is application-
agnostic: scientific simulations, HPDA pipelines, HTC tasks,
and Al training jobs can be supported as long as repeated
iterations can be logged consistently. Adding a new perturba-
tion requires a user-space executable and a configuration entry
specifying its target scope, duration, and intensity.

This design separates reusable framework logic from site-
specific configuration. The reusable part includes job-scoped
orchestration, injection-event logging, cleanup, telemetry-
window extraction, and evidence alignment. The site-specific
part includes node naming rules, telemetry endpoints, work-
load paths, and operator-approved parameter ranges. There-
fore, the planned public artifact focuses on the fault-injection
framework and selected workload scripts, while production-
specific configurations remain local to the deployment site.

III. EVALUATION

This section evaluates whether SLoFI can generate effective
and verifiable reliability-testing evidence under production
constraints. We focus on two research questions:

RQ1: Can SLoFI safely create application-visible degrada-
tion evidence across production workloads?

RQ2: Can SLoFI align injection, telemetry, and workload
records into operator-reviewable evidence?

A. Experimental Setup

We evaluate SLoFI on the Tianhe production Slurm-
managed supercomputer. Table III summarizes the workload
suite, including each workload’s application class, run scope,
and injected fault classes. The suite covers four classes: sci-
entific simulation, HPDA, HTC, and CPU-based Al training.

TABLE III
MAIN EXPERIMENTAL MATRIX USED IN THE PDR STUDY.

Workload Class Run Scope  Injected Fault Classes
GROMACS Sci. Multi-node Resource, Process, Comm.
LAMMPS Sci. Multi-node Resource, Process, Comm.
QE Sci. Multi-node Resource, Process, Comm.
NAMD Sci. Multi-node Resource, Process, Comm.
AI_DDP Al Multi-node Resource, Process, Comm.
AI_ResNet18 Al Single-node  Resource, Process
HPDA_DASK  HPDA  Single-node  Resource, Process
HPDA_Dist HPDA  Multi-node Resource, Process, Comm.
HTC_GRO HTC Multi-node Resource, Process, Comm.

“Resource” faults include CPU and memory perturbations; “Process” denotes
process noise; “Comm.” denotes inter-node communication perturbations.

Each workload is executed cyclically within the same allo-
cation. One iteration denotes one complete repeated execution
of the workload, and its wall-clock duration is the basic ob-
servation unit. Disk perturbation is implemented but excluded
from the main PDR study: for safety, it is confined to local
storage pressure on the target node and does not perturb the
shared parallel file system. Since the evaluated workloads are
dominated by CPU, memory, and communication behavior,
disk perturbation is instead covered in the Tianhe deployment.
Across the workload suite, the campaign contains at least 200

workload iterations per workload and more than 1,800 work-
load iterations in total. Each included workload—perturbation
pair is injected 10 times.

We use the Performance Degradation Ratio (PDR) to quan-
tify slowdown:

T ault — Tnorma
Dfault 7 Tnormal o 100%,

Tnormal
where T'qq: is the injected iteration duration and T'orma
is the average duration of neighboring fault-free iterations
in the same allocation. Using neighboring iterations avoids
comparison with unrelated jobs and makes the metric suitable
for production environments with background variation.

PDR = (D

B. Injection Effectiveness across Workloads (RQ1)

Figure 2 summarizes the PDR results across workload—
perturbation pairs. We use this heatmap as coverage-oriented
validation. The result shows that SLoFI can expose diverse
and interpretable degradation paths across scientific simula-
tion, HPDA, HTC, and CPU-based Al training workloads.
Communication-intensive MPI and distributed-training work-
loads amplify communication and CPU-side perturbations;
for example, the strongest observed mean slowdown exceeds
140% for a GROMACS—network-loss setting. Loosely coupled
HTC-style jobs show more localized effects. These obser-
vations demonstrate that SLoFI can generate realistic and
workload-visible degradation evidence across representative
production workload classes.
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Fig. 2. Coverage-oriented PDR view across workload—perturbation pairs.
Each reported cell gives the average PDR of one evaluated pair; cells marked
with “~” indicate non-applicable or negligible-impact settings.

The safety boundary also holds in this campaign. We
did not observe unintended node failures, scheduler-triggered
node outages, or reported cross-job interference caused by
the injections. Perturbation processes were confined to the
target allocation and cleaned up after execution. The larger
Tianhe deployment in Section IV further validates this safety
boundary in the production reliability-testing pipeline.

C. Cross-Layer Alignment Validation (RQ2)

RQ2 is grounded in the same injection campaign as the
PDR study. Across the reported workload—perturbation pairs,



the injected runs produce evidence records that link injection
logs, victim-node telemetry windows, and workload iteration
logs.

Figure 3 compares SLoFI’s absolute-clock alignment with
a naive chained-sleep strategy on a representative injected
run. Although both settings use the same injection and work-
load timestamps, sleep-based scraping accumulates query la-
tency and drifts from the intended boundaries. By recom-
puting collection boundaries from wall-clock time, SLoFI
keeps telemetry samples closer to the injection and iteration
windows, making the generated labels usable for operator
review and downstream anomaly-detection and root-cause-
localization evaluation.
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Fig. 3. Representative alignment comparison under collection latency.

Absolute-clock scraping avoids additional drift introduced by chained sleep-
based scraping.

IV. DEPLOYMENT EXPERIENCE AND LESSONS LEARNED
A. Deployment on Tianhe

Figure 4 shows the production deployment workflow of
SLoFI. A reliability engineer submits a Slurm job with the
target workload and injection configuration. After allocation,
SLoFT selects victim nodes within the job scope, triggers job-
scoped perturbations, and collects injection events, workload
logs, and real-time telemetry. The aligned evidence is then
used by downstream anomaly detection and root-cause local-
ization modules, followed by cleanup and recovery validation.

SLoFI has been deployed on the Tianhe production super-
computer and validated by Tianhe engineers. The deployment
covered all perturbation types in Table II, including resource,
process, communication, and disk-related perturbations. Each
perturbation type was exercised 30 times, covering 568 pro-
duction nodes in total. To avoid mutual interference, each test
targeted only one Slurm allocation. Across the deployment
tests, engineers did not observe unintended node failures or
reported cross-job interference, and all perturbation processes
were removed after execution.

Tianhe engineers further confirmed the realism of injected
symptoms through the resource-monitoring platform and the
states of corresponding nodes and network devices. For the
evaluated closed-loop cases, the anomaly detection module
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Fig. 4. Deployment workflow of SLoFI in the Tianhe reliability-testing
pipeline.

reported injected abnormal symptoms with an average detec-
tion latency of 32.43 seconds [23], the root-cause localization
module ranked the injected nodes within the Top-2 candidates
in 86.67% of cases, and the system typically returned to
normal within 40-60 seconds after cleanup. These results
indicate that job-scoped low-privilege injection can provide
practical evidence for reliability testing in shared Slurm-
managed production supercomputers.

B. Case Study

Figure 5 shows a representative case from the deployed
workflow. The target job is an 8-node AI_DDP workload,
and Node 4 is selected as the victim node. SLoFI injects
a CPU-high perturbation asynchronously during Iteration 70.
The normal iterations take 638 seconds on average, while the
injected iteration lasts 808 seconds and becomes a straggler.
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Fig. 5. Representative case study of a SLoFI experiment.

This case illustrates the operational value of SLoFI. The
perturbation is confined to the allocated job, requires no
privileged daemon, and is removed after the injection window.
At the same time, the injected event is visible at three layers:



the injection log records the target node and fault type, the
telemetry stream shows the CPU-side symptom during the
injection window, and the workload log captures the delayed
iteration. This cross-layer evidence allows engineers to ver-
ify whether the detector reports the abnormal symptom and
whether the diagnosis module localizes the injected node.

C. Lessons Learned

Use the scheduler allocation as the safety contract. In
a shared supercomputer, the Slurm allocation is not only a
resource boundary but also an operational contract between
users and operators. Binding injection, logging, and cleanup
to this boundary makes low-privilege testing reproducible at
other Slurm-managed sites without changing system control
paths.

Validate symptoms, not hardware mechanisms. For produc-
tion reliability workflows, operators care whether monitoring
and diagnosis modules observe the right degradation symp-
toms at the right time and scope. Reproducing such symptoms
in user space is often more deployable than emulating every
physical fault source with privileged mechanisms.

Make every injection auditable. A useful production injec-
tion is not just a stress event. It should leave an auditable
trail linking the injected target, telemetry symptom, workload
slowdown, cleanup status, and recovery result. This evidence
trail is what makes fault injection acceptable for operator
review and reusable for downstream AIOps evaluation.

V. CONCLUSION

This paper presented SLoFI, a low-privilege fault-injection
framework for reliability testing in production supercomputers.
By combining user-space symptom emulation, Slurm job-
scoped orchestration, and absolute-clock alignment, SLoFI
generates controlled and verifiable degradation evidence with-
out privileged system modification. Evaluation and deploy-
ment on Tianhe show that SLoFI can safely induce observ-
able performance degradation across representative workloads
and integrate into a closed-loop reliability workflow cover-
ing anomaly detection, root-cause localization, cleanup, and
recovery validation.
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