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Abstract
With the rapid development of intelligent and connected vehicles
(ICVs), in-vehicle systems have grown increasingly complex, lead-
ing to frequent anomalies in real-world usage. To maintain a high-
quality user experience, efficient incident triage is essential for
timely issue resolution. However, with the growing volume and
complexity of incidents, traditional manual triage processes are be-
coming increasingly insufficient. Recent advances in large language
models (LLMs) have demonstrated strong capabilities in reasoning
and natural language understanding, offering new opportunities for
automation. We propose InsightTriage, an end-to-end automated
incident triage system designed and deployed for real-world indus-
trial scenarios, which leverages LLMs to jointly analyze user queries
and vehicle logs to generate accurate and explainable triage results.
To address the lack of domain-specific knowledge, InsightTriage
first constructs a component-level structured knowledge base in an
offline phase by leveraging LLMs to automatically extract knowl-
edge from historical vehicle logs. In the online phase, to mitigate the
context length limitations of LLMs in log analysis, InsightTriage in-
troduces a log retriever pretrained with contrastive learning, which
efficiently identifies query-relevant log entries. Comprehensive ex-
periments conducted on a dataset collected from the production
environment of a top-tier global supplier for ICVs, demonstrate that
InsightTriage achieves superior performance, reaching a weighted
F1-Score of 0.801 (an improvement of 0.137 over the best baseline),
while also providing explainable triage reports.

CCS Concepts
• Software and its engineering→ Softwaremaintenance tools.
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1 Introduction
With the rapid advancement of intelligent and connected vehi-
cles (ICVs), user experience has been significantly enhanced across
various aspects, including voice interaction, intelligent connectiv-
ity, and automated control [30, 31]. However, the complexity and
continuous evolution of the system lead to users frequently en-
countering various issues during real-world usage, such as voice
wake-up failures, Bluetooth disconnections, and seat adjustment
malfunctions. Such issues not only impair user experience but also
introduce significant challenges to enterprise-level operation and
maintenance [18, 41].

In real-world production environment, user-reported issues are
typically accompanied by large volumes of telemetry logs uploaded
from vehicles to cloud servers, where on-call engineers (OCEs) per-
form incident triage. The objective is to identify the root cause of
each incident and provide appropriate responses or solutions to
users [5]. However, this process is often time-consuming and labor-
intensive due to the large scale and high complexity of in-vehicle
systems, which require OCEs to carefully analyze user queries
together with extensive vehicle system logs to reach reliable con-
clusions. Moreover, effective triage heavily depends on the expertise
and experience of OCEs. Given the diversity of system components
and failure scenarios, accumulating sufficient domain knowledge
demands substantial effort. Consequently, triage automation has
become a critical enterprise need to improve operational efficiency
and alleviate manual workload.

In our context, the available textual information consists of user-
reported issues and system logs. However, user descriptions are
often brief and ambiguous, providing insufficient detail for accurate
triage based solely on user queries. While system logs provide a
detailed record of runtime system behavior [13, 21, 36], existing
incident triage methods typically rely on simple keyword selec-
tion, which is insufficient to capture issue-relevant context [33]. As
these approaches fail to incorporate user reports during log analysis,
critical triage evidence may be overlooked. Therefore, effectively in-
tegrating user reports with system logs for comprehensive analysis
remains a fundamental challenge.
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[Vehicle Identification Number]:   ***                                   

[Vehicle Series]: ***                 [Vehicle Version]: ***
[Vehicle Model]: ***                [CDC Version]: ***

                                      
                                     

[Problem description]: 

Attached files:

...
hiapplog.20260301-063038 hiapplog.20260301-063823

                                       The vehicle suddenly started playing music 
without receiving any command.

 Vehicle Information:

[Report time]: 2026.03.01  06:40:05

(a) Example of incident ticket

Report Ticket

OCEs Operations Team

Triage Incident

User

Logs

Review Answer & Deliver Response

(b) Ticket management system

Figure 1: Illustration of the incident ticket and the overview of the ticket management system.

Recent advancements in large language models (LLMs) pro-
vide a promising direction for addressing these limitations. With
strong capabilities in natural language understanding and reason-
ing [14, 24, 37], LLMs can jointly interpret user queries and system
logs, and further perform multi-step reasoning to identify underly-
ing causes of incidents. Moreover, they can generate explainable
triage results with supporting evidence, thereby improving OCEs’
understanding and decision confidence in real-world deployments.
Inspired by these advantages, we propose an LLM-enhanced in-
cident triage framework that integrates user queries and system
logs for comprehensive analysis. However, it still faces two domain-
specific challenges (detailed in Section 3).

Challenge 1: Insufficient Domain Knowledge. ICVs consist
of numerous interdependent components developed by different
teams, which leads to fragmented and incomplete domain knowl-
edge. Such knowledge is often difficult to systematically organize,
thereby limiting its effective utilization by LLMs for reasoning over
large-scale system logs.

Challenge 2: Context Length Limitations of LLMs. Logs gen-
erated by large-scale ICVs are massive and noisy, often exceeding
the context length of LLMs. Directly processing raw logs is ineffi-
cient and may obscure critical signals, making accurate retrieval of
the most relevant log subsets essential for effective triage.

To address these challenges, we propose InsightTriage, an au-
tomated incident triage system enhanced by LLM-based reasoning.
For Challenge 1, we leverage LLMs to automatically extract and
construct component-level structured knowledge from historical
logs, forming a more comprehensive and systematic domain knowl-
edge representation that provides explicit guidance for accurate and
efficient triage. For Challenge 2, we introduce log-query contrastive
pretraining to learn semantic representations of logs, enabling ef-
fective retrieval of query-relevant log entries and mitigating the
context length limitation of LLMs in large-scale log analysis.

The main contributions of this work are as follows:

• We propose a novel end-to-end framework for automated
incident triage, enhanced by LLM-based reasoning. To the
best of our knowledge, InsightTriage is the first approach
in the ICV ticket management domain that explicitly incor-
porates log data into the incident triage process. By jointly
leveraging textual reports and system logs, our method
enables more accurate and explainable triage.

• Comprehensive solution addressing key automation chal-
lenges. We: (1) propose an LLM-based operational knowl-
edge mining approach that extracts component-level struc-
tured knowledge from historical logs, alleviating the lack
of domain knowledge (Section 4.2), and (2) pretrain a log
retriever via contrastive learning on large-scale log–query
pairs, improving the efficiency of log analysis (Section 4.3).

• To substantiate the practical effectiveness of InsightTriage,
we conduct a comprehensive evaluation on a dataset col-
lected from the production environment of Huawei, a top-
tier global supplier for ICVs. The results demonstrate the
practical effectiveness of InsightTriage, achieving aweighted
F1-Score of 0.801 for incident triage and outperforming the
best baseline method by 0.137.

2 BACKGROUND
2.1 Incident Tickets
The inherent complexity of ICVs, combined with the rapid evo-
lution of software and functionalities, inevitably leads to a wide
range of issues encountered by users during real-world usage, such
as voice assistant execution inaccuracy, network latency degra-
dation, and driver distraction detection anomalies. These issues
arise from a wide range of root-cause domains, such as the cockpit
domain controller (CDC), telematics box (T-Box), and advanced
driver assistance system (ADAS), among others. When such issues
occur, users typically report them to the vehicle service provider
in the form of incident tickets through various channels, such as
in-vehicle voice assistants or companion mobile applications. As
illustrated in Figure 1a, each ticket serves as a structured and com-
prehensive record of an incident, providing essential information
to support subsequent triage and resolution processes. In particular,
a ticket generally includes the following fields: the report time, a
problem description (user’s detailed description of the observed
issue), vehicle-related information (e.g., vehicle identification num-
ber, vehicle series, vehicle model, vehicle version, and CDC version),
as well as supplementary attachments (e.g., log data capturing the
vehicle’s runtime status), among others.

2.2 Incident Triage
ICV cloud service providers typically employ a sophisticated ticket
management system to efficiently handle user-reported incident
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tickets. Figure 1b illustrates a representative workflow of a man-
ual ticket handling process. Specifically, when encountering issues
during vehicle operation, users create and submit detailed incident
tickets describing the observed issues. Subsequently, OCEs analyze
each incident by jointly leveraging the user-provided problem de-
scriptions and vehicle logs uploaded to the cloud. Based on this
information, they assign the incident to the appropriate category
[2, 3, 22, 29, 33, 35] and provide corresponding resolution sugges-
tions. These responses then undergo manual quality assurance
before the validated responses are delivered to users through oper-
ations teams. Through this systematic workflow, service providers
aim to promptly identify and resolve user-reported issues, thereby
improving the overall user experience. Within this process, inci-
dent triage plays a critical role, as it ensures accurate triage and
effective assignment of tickets to appropriate handling pathways,
ultimately enhancing both the efficiency and reliability of the ticket
management system.

3 MOTIVATION
The ICV ticket management system of Huawei receives a large vol-
ume of incident tickets on a daily basis, posing significant challenges
to the efficiency of OCEs in resolving issues. Existing incident triage
methods primarily rely on textual information within tickets, in-
cluding a title and discussions [3, 22, 29]. However, in our scenario,
the system does not support iterative engineer discussions, leaving
no such discussion content available. Consequently, accurate and
reliable incident triage becomes difficult when relying solely on
short and often ambiguous user-reported problem descriptions. To
mitigate the limitations of insufficient textual information, prior
studies have incorporated system logs to enhance triage perfor-
mance. Nevertheless, these approaches typically rely on simple
log selection mechanism [33] that are not guided by user queries.
As a result, they may retrieve irrelevant logs, introducing noise
into LLM-based reasoning and analysis, or miss critical evidence,
making them unsuitable for our scenario.

To address these challenges, we propose an end-to-end auto-
mated incident triage system that leverages the reasoning capabili-
ties of LLMs to jointly analyze user problem descriptions and vehicle
logs. Our method provides transparent and explainable triage de-
cisions, thereby improving both the accuracy and trustworthiness
of the results for OCEs. However, it still faces the following two
challenges: insufficient domain knowledge, and the context length
limitations of LLMs.

3.1 Challenge 1: Insufficient Domain
Knowledge

Modern ICV systems are characterized by complex architectures
composed of numerous interdependent components, which are typi-
cally developed by different teams. Effective incident triage requires
a comprehensive understanding of the entire system. However, in
real-world scenarios, such domain knowledge is often incomplete
and lacks systematic organization. Given the large scale and high
heterogeneity of these systems, it is challenging for individual engi-
neers to fully master the details of all components, making domain
experts a potential bottleneck in the incident triage process.

This challenge is further amplified in LLM-assisted automated
incident triage. On the one hand, LLMs are typically trained on
generic plain text corpora and therefore lack sufficient understand-
ing of domain-specific knowledge [11, 27], which limits their ef-
fectiveness in real-world ICV operations scenarios. On the other
hand, they cannot directly access or leverage engineers’ implicit
experiential knowledge. In the absence of explicit domain priors,
LLMs struggle to reliably identify relevant system components and
their associated logs for a given user issue. For example, when a
user reports “unable to adjust the seat position”, an LLM may only
extract superficial keywords such as “seat adjustment” or “voice
command” for log retrieval, without understanding the underly-
ing system structure (e.g., the seat control components such as
CarMDS). Consequently, it tends to blindly explore the entire log
space without adequate guidance, retrieving either irrelevant or
insufficient evidence. This not only introduces noise but also leads
to inefficient analysis, ultimately degrading both the accuracy and
efficiency of incident triage.

To address this, we propose an LLM-based operational knowl-
edge mining approach that automatically extracts and constructs
component-level structured knowledge base from historical vehicle
logs. This approach yields a more comprehensive and systematic
representation of domain knowledge, thereby improving the effi-
ciency and accuracy of incident triage.

3.2 Challenge 2: Context Length Limitations of
LLMs

Log data serves as a fundamental source of evidence for OCEs in
incident triage. However, ICV systems operate at a large scale and
generate massive volumes of logs. When applying LLMs to log
analysis, the limited context length becomes a critical constraint
that must be carefully addressed [23]. In practice, most log entries
are irrelevant to a given incident. Directly feeding such large-scale
and noisy log data into LLMs is not only computationally expen-
sive and time-consuming, but may also weaken or hide key signals
associated with the target incident, thereby degrading triage perfor-
mance. Therefore, effectively identifying and extracting the subset
of logs that are truly relevant to a specific incident is a necessary
prerequisite for reliable LLM-based analysis.

To address this, we propose a log retrieval method based on large-
scale log-query contrastive pretraining, which learns semantically
representations of log data to enable efficient retrieval. By retrieving
and retaining only the most relevant log entries for each incident
before LLM processing, our approach mitigates the context length
limitation and improves the effectiveness of incident triage.

4 METHODOLOGY
4.1 Overview
In this section, we introduce the details of InsightTriage. Figure 2
illustrates the overall framework of InsightTriage, which consists of
two phases: an offline phase and an online phase. In the offline phase,
InsightTriage leverages an LLM to analyze historical vehicle log data
and construct a structured knowledge base of system components,
which facilitates subsequent LLM-based reasoning for incident
triage tasks. In the online phase, upon receiving an incident ticket,
the FailureAgent autonomously selects and invokes two types of
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Log Clusters

Figure 2: The framework of InsightTriage.

tools, namely knowledge retrieval and log analysis. It performs
multi-round iterative exploration to progressively examine relevant
log information. Based on the accumulated evidence, it ultimately
produces an explainable incident triage report that includes both
supporting log evidence and the corresponding triage analysis.

4.2 Offline Phase
To enable effective incident triage in large-scale ICV scenarios, a pro-
found understanding of complex system behaviors is essential. Such
knowledge bases are typically constructed from domain-specific
documentation [9]. However, in our scenario, these resources are
often unavailable due to a fragmented development paradigm in
which different system components are built by independent teams.
Moreover, manually constructing a unified knowledge base through
cross-team collaboration is impractical. Therefore, InsightTriage
introduces an LLM-assisted pipeline to autonomously construct a
structured component-level knowledge base from large-scale his-
torical vehicle logs. The construction process consists of two main
stages: log preprocessing and knowledge base construction.

4.2.1 Log Preprocessing. To improve the quality of component-
level knowledge items, we first preprocess the raw logs to extract
clean, structured, and information-rich key log content.

Log Parsing.We collect a large volume of raw log data from a
historical database. First, we parse the logs using regular expres-
sions and partition them according to the component field in each
log entry, forming an initial sequence of log messages. However,
due to the limited context window of LLMs and the fact that compo-
nent knowledge base construction mainly relies on key log content,
raw logs contain a large amount of runtime parameters and other in-
formation unrelated to component functionality. Such information
may interfere with subsequent knowledge extraction. Therefore,
it is necessary to further structure the raw logs to extract stable
semantic patterns. Specifically, we adopt the classical log parsing
method Drain [12] to extract log templates and parameters from

the log data. The extracted log templates are then used as the basis
for constructing the component knowledge base.

Log Clustering. To further reduce log template volume while
retaining representative log patterns, we adopt an unsupervised
clustering approach to group similar log templates. This allows
subsequent knowledge extraction to focus on a compact set of rep-
resentative log templates rather than the entire corpus. Specifically,
given 𝑁 log templates, we first construct an 𝑁 × 𝑁 distance matrix
using the Jaccard distance, which measures pairwise syntactic-level
similarity between log templates based on token-set overlap [20].
Based on the distance matrix, we apply the DBSCAN [7] algorithm
to cluster log templates into coherent clusters. This algorithm does
not require a predefined number of clusters and is defined by two
key parameters: the neighborhood radius 𝜀 and the minimum num-
ber of points required to form a valid cluster,MinPts. It is capable of
discovering clusters of arbitrary shapes and is robust in the presence
of noise. Finally, for each cluster, we select a representative log tem-
plate defined as the one with the minimum average distance to all
other log templates within the same cluster. This representative log
template preserves the shared syntactic-level characteristics of the
cluster, while redundant templates are removed to provide a clean
and non-redundant input for component knowledge extraction.

4.2.2 Knowledge Base Construction. To support efficient and accu-
rate incident triage, InsightTriage constructs a structured component-
level knowledge base to facilitate online triage reasoning. Building
upon the preprocessing stage, this process focuses on extracting
diagnostic-relevant knowledge items from the processed log tem-
plates and organizing them into a unified representation. The over-
all construction workflow consists of two key steps.

Step 1: Predefinition of theComponentKnowledge Schema.
To ensure that the extracted knowledge is both well-structured and
effective for triage, InsightTriage constrains knowledge represen-
tation within a predefined diagnosis ontology. Specifically, we ab-
stract the key elements of incident triage into the following concept
set: 𝐶𝑜𝑛𝑐𝑒𝑝𝑡𝑠 = {Component, Function Name, Function Description,

4
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Keywords}. Among these concepts, Component serves as the cen-
tral entity, while the other elements characterize it from different
semantic perspectives. Function Name provides a concise label de-
scribing the component’s capabilities. Function Description offers a
more detailed explanation of its behavior and responsibilities. And
Keywords capture representative phrases or high-frequency terms
from logs that reflect the component’s operational characteristics.
This unified schema establishes a standardized representation for
subsequent knowledge extraction. Figure 3 illustrates an example
of the constructed knowledge item for the CCNService component.

Function Name: Vehicle Connectivity and Communication Management Service
Function Description: CCNService (Car Connectivity Network Service) is a core com-
munication control and service component in intelligent vehicles. It is primarily resp-
onsible for in-vehicle network connection management, TBox service control, and ne-
twork diagnostics. This component integrates multiple network management capabil-
ities, including the control and configuration of priority networks, Wi-Fi, and cellular 
networks, ensuring the stability and reliability of vehicle connectivity. Its core functi-
onalities include:
1. Network Connection Management: Monitors and manages the status of in-vehicle 

network interfaces, including Ethernet, Wi-Fi, and cellular interfaces, and handles 
network changes as well as disconnection and reconnection logic.

2. TBox Service Control: Manages the communication module of the in-vehicle info-
tainment system, including service binding, attribute subscription, and callback 
handling.

 ...

Keywords: CCNStateMachine, CCNCheckUtil, Vehicle.TBox.WifiAP.WifiAPLogin, ...

Component:  CCNService

Figure 3: Example of component knowledge case.

Step 2: Extraction of Component Knowledge from Log
Data. After log preprocessing, we feed component-wise aggre-
gated key log content into an LLM to extract structured knowledge
in accordance with the predefined schema. Specifically, for each
component, its clustered representative log templates are provided
as contextual input, and a carefully designed prompt template is
employed to guide the LLM in summarizing its functionality and
operational characteristics. As illustrated in Figure 4, the prompt
instructs the model to generate the corresponding function name,
function description, and keywords based on the input log data.

To further ensure adaptability in real-world production envi-
ronments with frequent system updates, the knowledge base can
be periodically incrementally maintained, with newly introduced
components constructed through the same extraction pipeline.

4.3 Online Phase
In this subsection, we present the online phase of InsightTriage,
which focuses on the design and orchestration of tools for the
incident triage task. InsightTriage adopts a modular architecture,
facilitating its extensibility across diverse systems. During this
phase, multiple tools are coordinated under the ReAct paradigm
[34], which progressively narrows the problem scope and facilitates
effective incident triage.

4.3.1 Knowledge Retrieval Tool. In real-world scenarios, user-reported
problem descriptions are typically based on observable failure
symptoms, which often exhibit a semantic gap from underlying
component-level knowledge. Moreover, user queries are frequently
incomplete, ambiguous, or noisy, which further hinders effective
component knowledge retrieval.

## Role
You are an expert in log analysis for intelligent vehicle systems, equipped with a strong 
understanding of common issues in this domain, advanced log analysis capabilities, ex-
cellent technical writing skills, and comprehensive knowledge of intelligent vehicle tec-
hnologies.

## Task
Given a component name and its corresponding log templates, analyze and summarize 
the core functionality of the component. Please complete the task by following these 
steps:
1. Step 1: Semantic Understanding and Key Information Extraction
- Based on the component name and log templates, identify key log content that reflect 
the component’s functionality
- Extract the most representative behavioral patterns and semantic signals

2. Step 2: Noise Filtering and Information Refinement
- Remove low-value or irrelevant information
- Ensure the remaining information is concise, clear, and informative

3. Step 3: Function Summarization and Structured Representation
- Summarize the core functionality and responsibilities of the component based on the 
extracted information.
- Use concise, precise, and unambiguous language, and avoid introducing any assumpt-
ions or information not grounded in the log templates.
- Please strictly follow the JSON format below: {"Function Name": "", "Function Descrip-
tion": "", "Keywords": ["", ""]}

## Example
...
## Component Name
[Component name]

## Log Templates
[The log template sequence of this component]

Figure 4: The prompt for component knowledge extraction.

To address this challenge, we adopt a hypothesis-generation-
based retrieval strategy [8]. Specifically, an LLM is first employed
to rewrite and expand the user query into multiple hypothetical doc-
uments that describe potential causes of the incident from different
perspectives. The generated hypotheses are then used as augmented
queries to retrieve semantically relevant component knowledge
entries from the component knowledge base via similarity-based
search, yielding a top N candidate set (with N set to 50).

Subsequently, the LLM is further employed to refine the retrieved
top N candidates by jointly analyzing the user query and the re-
trieved knowledge entries. The model evaluates whether the func-
tionality of each component could potentially lead to or influence
the observed failure symptoms. Based on this symptom–cause rea-
soning, the LLM identifies the most relevant subset of components,
producing the final top K knowledge entries (with K set to 5).

4.3.2 Log Analysis Tool. After obtaining component knowledge
relevant to the user query via the knowledge retrieval tool, the Fail-
ureAgent further invokes the log analysis tool to perform component-
level log analysis. This tool leverages the natural language under-
standing and reasoning capabilities of LLMs to support log-based
diagnosis. However, when applying LLMs to log analysis, context-
length limitations remain a critical challenge. To mitigate this, it is
essential to select query-relevant log entries so that the model can
focus on the most informative evidence within a limited context
window. Inspired by prior work on code search [19], InsightTriage
adopts a contrastive pretraining strategy to train a log retriever
using large-scale log-query pairs, enabling efficient identification
of log entries that are most relevant to the user query. Overall, we
describe the design of the log analysis tool from three key perspec-
tives: data construction, model training, and online usage.
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Data Construction. During the construction of the component
knowledge base, we obtain semantic annotations for a large number
of log fragments. Based on these annotations, we construct training
pairs (𝑙, 𝑑), where 𝑙 denotes a raw log snippet and 𝑑 represents its
corresponding semantic description. This process yields a large-
scale dataset for training the log retriever.

Model Training. We train the log retriever using a contrastive
learning objective to align user querieswith relevant logs in a shared
embedding space. To enhance semantic understanding in Chinese
scenarios, we adopt Qwen3-Embedding-0.6B [40] as the embedding
model. For a given query embedding 𝑞𝑖 , its corresponding positive
log sample is denoted as 𝑙+𝑖 , while other log samples within the same
batch are treated as negative examples. The optimization objective
is defined as following:

L𝑖 = − log
exp

(
𝑠 (𝑞𝑖 , 𝑙+𝑖 )/𝜏

)∑
𝑙∈C exp (𝑠 (𝑞𝑖 , 𝑙)/𝜏)

(1)

where 𝑠 (·, ·) denotes the similarity function, 𝜏 is the temperature
coefficient, and C represents the set of candidate log samples within
the batch. This objective encourages the model to minimize the
distance between positive log-query pairs while maximizing the
separation from negative samples, thereby learning a discriminative
embedding space for log retrieval.

Online Usage. During online usage, the trained log retriever
computes similarity scores between the user query and all can-
didate log entries, and retrieves the top 𝑁 most relevant ones.
These retrieved logs are then fed into an LLM for further seman-
tic analysis and anomaly summarization, enabling the generation
of component-level log analysis report. The resulting outputs are
subsequently returned to the FailureAgent for further analysis.

4.3.3 Overall Workflow. The FailureAgent serves as the central
controller in the online phase and adopts the ReAct paradigm to
enable iterative reasoning with tool interaction. Given an incident
ticket and system logs as input, the agent operates in an iterative
multi-step reasoning loop. Each iteration consists of four stages:
state update, planning, action execution, and observation. In each
iteration, the agent first updates its state by integrating newly
acquired information with historical context. It then performs plan-
ning to decide whether to invoke external tools (e.g., a knowledge
retrieval tool or log analysis tool) for additional evidence. Based
on this decision, the agent executes the corresponding action, and
finally incorporates the observed results into the next iteration
of reasoning. To support reliable triage reasoning, the agent is
equipped with reflection-oriented prompts that enable it to assess
whether sufficient evidence has been collected for high-confidence
triage or whether further exploration is required. Based on this
self-reflection, the agent dynamically decides to continue tool use
or terminate the process and return a triage result. A maximum
iteration budget (set to 15) is enforced to prevent excessive explo-
ration, after which the agent generates a final triage report based
on the accumulated evidence.

Through this closed-loop interaction process, the agent progres-
sively aggregates evidence from both structured knowledge and
unstructured logs, reduces uncertainty, and refines its understand-
ing of the incident. Finally, grounded in the observed log evidence,

the FailureAgent generates an accurate and explainable incident
triage report. This aids OCEs in comprehending the triage results.

5 EVALUATION
In this section, we conduct a comprehensive evaluation of Insight-
Triage to answer the subsequent research questions (RQs):

• RQ1: How does InsightTriage perform in incident triage?
• RQ2: Does each component of InsightTriage contribute

significantly to InsightTriage’s performance?
• RQ3: How effective are the triage reports of InsightTriage

in terms of readability and usefulness?

5.1 Experiment Setup
5.1.1 Dataset. To comprehensively evaluate the performance of
InsightTriage, we collect 4,526 incident tickets from the real-world
production environment of Huawei, which serves millions of ICVs,
over the past several months, covering 73 major incident types.
Among them, 3922 tickets from Q3 2025 to Q4 2025 are used to
construct the knowledge base and for model training, while the
remaining 604 tickets from the most recent three months are used
to evaluate the triage performance.

5.1.2 Implementation Details. We conduct all the experiments with
eight NVIDIA V100 GPU. Considering the trade-off between cost
and Chinese language understanding capability, we adopt GLM-4.5-
Air [10] as the backbone model for both knowledge base construc-
tion and reasoning. In addition, we use Qwen3-Embedding-0.6B
[40] to train the log retrieval model.

5.1.3 Evaluation Metrics. Following prior work [22, 29], we adopt
widely used evaluation metrics, including Precision, Recall, Macro
F1-Score, Micro F1-Score, and Weighted F1-Score, to evaluate inci-
dent triage performance. Precision measures the proportion of cor-
rectly assigned tickets among all predicted assignments: Precision =

𝑇𝑃
𝑇𝑃+𝐹𝑃 . Recall measures the ability of the model to identify all
relevant tickets for each category: Recall = 𝑇𝑃

𝑇𝑃+𝐹𝑁 . Macro F1-
Score evaluates triage performance by averaging per-category F1-
Scores equally across all incident types: Macro F1 = 1

𝑁

∑𝑁
𝑖=1 F1𝑖 .

Micro F1-Score assesses overall triage effectiveness by aggregat-
ing all correctly and incorrectly triaged tickets across categories:
Micro F1 = 2·𝑇𝑃all

2·𝑇𝑃all+𝐹𝑃all+𝐹𝑁all
. Weighted F1-Score accounts for class

imbalance by weighting each category’s F1-Score by its support in
the triage dataset: Weighted F1 =

∑𝑁
𝑖=1𝑤𝑖 · F1𝑖 .

To evaluate the quality of the triage reports, we adopt a human
evaluation. Specifically, we conduct human participants to rate
each report using a 5-point Likert scale from two objective criteria:
Readability and Usefulness, as shown in Table 1.

• Readability: Measures the clarity and quality of the triage
report, including linguistic fluency, structural organization,
and ease of understanding.

• Usefulness: Evaluates the practical value of the report
for incident triage in terms of user intent alignment, log-
grounded evidence, and root cause correctness.

5.1.4 Baseline Approaches. To evaluate incident triage performance
of InsightTriage, we adopt the following methods.
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Table 1: Criteria for readability and usefulness evaluation.

Score Readability Usefulness
1 The report is difficult to understand, poorly structured,

and contains unclear and verbose expressions.
The report does not address the user query, lacks log evidence,
and is irrelevant to the incident.

2 The report is partially understandable but contains re-
dundancy and ambiguity that reduce clarity.

The report partially addresses the user query but provides very
limited log evidence and weak diagnostic reasoning.

3 The report is generally understandable but somewhat
disorganized and lacking in coherence.

The report addresses the user query at a basic level with some
log evidence, but analysis is superficial.

4 The report is clear and well-structured with only minor
linguistic or organizational issues.

The report effectively addresses the user query, supported by
relevant log evidence, with coherent reasoning.

5 The report is highly clear, concise, well-structured, and
easy to understand with coherent logical flow.

The report fully addresses the user query, is strongly grounded
in log evidence, and provides comprehensive reasoning.

Table 2: Performance comparison of triage methods.

Method Precision Recall Macro F1 Micro F1 Weighted F1 Avg.Tokens
DeepTriage [29] 0.582 0.529 0.417 0.529 0.500 -
COMET [33] 0.244 0.243 0.169 0.243 0.211 12.8k
TickIt [22] 0.727 0.668 0.669 0.668 0.662 9.3k
Triangle [35] 0.709 0.681 0.654 0.681 0.664 76.8k
InsightTriage 0.842 0.805 0.801 0.805 0.801 140.7k

• DeepTriage [29]: DeepTriage ensembles several submod-
els, including a multiple additive regression tree, a light
gradient boosting machine, an inverted index, a locality-
sensitive hashing model, and a deep neural network.

• COMET [33]: COMET selects crucial log information, uti-
lizes LLMs with domain knowledge for keywords extrac-
tion, and performs similarity-based triage using embed-
dings generated by a fine-tuned FastText model.

• TickIt [22]: TickIt adopts a Chain-of-Thought reasoning
paradigm combined with retrieval-augmented In-Context
Learning, leveraging LLMs to achieve precisemulti-category
ticket triage.

• Triangle [35]: Triangle is an end-to-end multi-agent in-
cident triage system that leverages semantic distillation
and multi-role agent negotiation with team information
enhancement.

5.2 RQ1: The Overall Performance
The comparative results presented in Table 2 clearly indicate that In-
sightTriage consistently outperforms other baseline methods, which
achieves a Weighted F1-Score of 0.801. Specifically, InsightTriage
surpasses the SOTA approach by 13.7% in Weighted F1-Score. The
poor performance of DeepTriage can be attributed to its reliance
on traditional machine learning sub-models with shallow feature
representations, which limits their ability to capture complex con-
textual semantics. Although COMET leverages LLMs and domain
knowledge to extract keywords from TrimmedLogs for incident
triage, it remains ineffective in our scenario. Its rule-based log fil-
tering relies on predefined fault keywords (e.g., “crash”), which is
unsuitable for our symptom-driven setting, where issues are highly
diverse and cannot be captured by a finite and stable keyword set.
For instance, an issue such as “QQ Music loses focus unexpectedly”

may correspond to “qq.live”, while “Video loss caused by encoding
errors” relate to “deleteOldestVideo”. In addition, its frequency-
based log selection mechanism is ineffective in this setting, as the
relevance of important logs is independent of their occurrence
frequency. TickIt’s effectiveness is constrained by its lack of log
analysis, which consequently limits its incident triage capability.
While Triangle relies on multi-role negotiation for triage, over-
confidence from individual expert agents during the multi-agent
discussion may bias the final decision and degrade triage accuracy.
In contrast, InsightTriage achieves the best performance by extract-
ing structured system knowledge from historical logs and training
a log retriever to identify query-relevant log entries. By jointly
modeling user queries and retrieved logs through LLM-based rea-
soning, it significantly improves both incident triage accuracy and
robustness.

Moreover, we present a comparison of token consumption be-
tween our method and baseline methods. Although InsightTriage
incurs higher token usage of 140.7k than other baselines, this over-
head represents a necessary trade-off to improve triage accuracy.
By performing deep semantic analysis on logs, InsightTriage can
generate more explainable and reliable triage results, thereby sub-
stantially improving triage accuracy. In real-world production envi-
ronment, the reliability and explainability of triage results are often
prioritized over short-term computational cost.

5.3 RQ2: Ablation Study
To comprehensively assess the contribution of each core component
in InsightTriage, we conducted a systematic ablation study. The
results, presented in Table 3, focus on the effectiveness of two key
modules: the component knowledge base, and the log retriever.

5.3.1 Effectiveness of Component Knowledge Base. Removing the
component knowledge base from the full framework leads to a
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Table 3: Effectiveness of each component in InsightTriage.

Method Precision Recall Macro F1 Micro F1 Weighted F1 Avg.Tokens

InsightTriage 0.842 0.805 0.801 0.805 0.801 140.7k
-Component Knowledge Base 0.720 0.677 0.679 0.677 0.669 138.2k
-Log Retriever 0.690 0.613 0.630 0.613 0.609 146.8k

significant performance degradation. As shown in Table 3, the
Weighted F1-Score drops from 0.801 to 0.669. This indicates that,
without domain knowledge guidance, the LLM struggles to accu-
rately capture complex vehicle system behaviors and becomes more
prone to hallucinations during the reasoning process. Moreover, the
absence of the knowledge base limits the depth of model reasoning,
resulting in incomplete analyses. In contrast, InsightTriage equipped
with the component knowledge base enables more comprehensive
reasoning. Although this design increases token consumption, it
significantly improves triage accuracy.

5.3.2 Effectiveness of Log Retriever. The log retriever improves
incident triage by selecting query-relevant log entries from raw logs.
As shown in Table 3, removing this module leads to a 19.2% drop
in Weighted F1-Score, while Macro F1-Score and Micro F1-Score
decrease by 17.1% and 19.2%, respectively. Meanwhile, Avg. Tokens
increase from 140.7k to 146.8k. Without the retriever’s filtering
mechanism, a large amount of redundant and low-relevance log
entries are directly fed into the LLM, resulting in an unnecessarily
expanded context. This not only increases inference costs but also
amplifies the impact of noisy information on model predictions.
These results demonstrate that the log retriever improves accuracy
through effective noise reduction and key information extraction,
while also enhancing efficiency by compressing the input context.

5.4 RQ3: Triage Report Quality

Table 4: Human evaluation of InsightTriage’s quality.

Method Readability Usefulness

InsightTriage 4.30 3.87

InsightTriage leverages the reasoning and understanding capa-
bilities of LLM to generate structured triage reports grounded in
log evidence, by jointly incorporating user queries and system logs.
Guided by prompt engineering and a domain-specific knowledge
base, InsightTriage can effectively capture user intent and extract
relevant log evidence, thereby improving the reliability of incident
triage. To evaluate report quality, we randomly sample 100 cases
covering all incident categories. Following the criteria defined in
Table 1, we conduct a human evaluation in which each report is
rated along two dimensions: Readability and Usefulness.

As shown in Table 4, the reports achieve an average Readability
score of 4.30, indicating that they are well-structured and easy to
understand. The average Usefulness score reaches 3.87, suggesting
that the reports provide accurate root cause analysis and are well
supported by faithful and relevant log evidence.

6 Deployment
6.1 Workflow of Deployment

Vehicle Logs FailureAgent

User

Triage
Report

Incident
Ticket

OCEs

Component-KB

Figure 5: The deployment workflow of InsightTriage.

InsightTriage has been deployed in the production, where it
serves as a triage assistant for incident management. The deploy-
ment workflow is illustrated in Figure 5. For each user-reported
ticket, the FailureAgent first analyzes the reported issue and initi-
ates the diagnostic process by querying the component knowledge
base via a knowledge retrieval tool to establish an initial investi-
gation direction. It then autonomously selects and invokes both
log analysis and knowledge retrieval tools to perform iterative and
in-depth triage analysis. Finally, the system produces an explainable
triage report supported by concrete log evidence, which is provided
to OCEs to facilitate effective incident triage. Additionally, based on
token usage statistics, InsightTriage consumes an average of 119.6k
prompt tokens and 21.1k response tokens per incident. Based on the
official pricing [26], we estimate that the cost per incident for triage
is approximately $0.033, demonstrating its practical applicability in
real-world production environments.

6.2 Case Study
To comprehensively demonstrate the effectiveness of InsightTriage,
we present a detailed case study. To maintain strict corporate data
privacy standards, all sensitive information has been excluded from
the description.

As illustrated in Figure 6, a user reports an incident in which
“the vehicle suddenly started playing music without receiving any
command.” Upon receiving the user report and raw vehicle logs, the
FailureAgent begins reasoning and progressively invokes external
tools to identify the root cause. In the initial stage, the FailureAgent
identifies potentially relevant system components by invoking the
Knowledge Retrieval Tool. A query related to “automatic music
playback” returns several relevant components, including Wake-
upService and WakeupEngineWrapper. Based on the retrieved do-
main knowledge, the agent proceeds to the next stage, where it
invokes the Log Analysis Tool to conduct a targeted analysis of logs
associated with WakeupService. Subsequently, the FailureAgent
conducts a sequence of exploratory analyses, iteratively refining
its hypotheses through multi-step reasoning and tool interaction.
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Root Cause: 
The wake-word shortcut “previous song” triggered the music app to 
open.

Log-Based Evidence:
1) 06:37:58.505 - 06:37:58.526: The WakeupService receives the “previous 
song” wake-word command and incorrectly recognizes it as a wake-
word trigger.
06:37:58.505  WakeupService: Wakeup HalCallback::onWakeupEvent. handleId:*
06:37:58.506  WakeupService: Wakeup HalCallback::onWakeupEvent Success.
...
06:37:58.526  WakeupService: info is WakeupInformation{ stage=*, id=’***’, key-
Phrase=’previous song’, mod=*, direction=*, wakeupDirection=*, reply=’’, ...}
2) 06:38:00.466 - 06:38:10.738: The media control command was executed, 
triggering the NetEase Cloud Music app to open and start playback.
06:38:00.466 DTE_MsWrapper: p=com.netease.cloudmusic.iot, s=*, u=*
06:38:00.468 DTE_MediaMDLMServiceImpl: notifyPlayState packageName= 
com.netease.cloudmusic.iot, playStateBo is playStateBo(state=PLAYING, ...)
...

Root Cause Analysis:
...
The WakeupService module has a recognition logic flaw when processi-
ng wake words and media control commands. It mistakenly identifies 
media control instructions such as “previous song” as wake-word trigg-
ers, causing the system to execute control commands without a proper 
wake state, which in turn leads to unintended music playback behavior.

The vehicle suddenly star-
ted playing music without 
receiving any command.

FailureAgent 

Triage Report

Thought 1: First, it is necessary to understand the 
components and system knowledge that may lead to 
automatic music playback. ....
Action 1: knowledge_retrieval_tool
Arguments: "{\“query\":\"Components related to 
automatic music playback.\"}"

……

Thought 2: The knowledge base results indicate that ..., 
with WakeupService being the most relevant  ...
Action 2: log_analysis_tool 
Arguments:"{\“modules\":\"WakeupService\", \“query\ 
":\"...\",\“start_time\ ": null,\“end_time\ ": null`}"

Next

Observation 1: 
[WakeupEngineWrapper] component is responsible 
for managing and coordinating various functions in 
the voice wake-up process. ...
[WakeupService] component is responsible for 
continuously monitoring system audio input and 
detecting predefined wake words. ......

User

. . .

Vehicle Logs

Example of the FailureAgent workflow  

Figure 6: The workflow of an example.

Based on the accumulated evidence, the FailureAgent ultimately
generates a structured triage report. As shown in the Triage Report,
the analysis identifies a logic flaw occurring at 06:37:58, where the
system incorrectly interprets the media control command “previous
song” as a wake-word trigger. The FailureAgent further correlates
this anomaly with the subsequent invocation of the NetEase Cloud
Music application via DTE_MsWrapper. By integrating these ob-
servations, the FailureAgent identifies the root cause as the wake-
word shortcut “previous song” incorrectly triggering the music app,
which activates media actions in the absence of a valid wake state.

This case study demonstrates that InsightTriage can effectively
integrate user-reported query with relevant log evidence to perform
automated incident triage, while generating an explainable triage
report that enhances engineers’ confidence in the results.

6.3 Lessons Learned
6.3.1 Importance of Semantic-Driven Log Analysis. In our scenario,
issues often lack explicit error signatures. For instance, a user may
report an inability to adjust the seat, while system logs contain
no explicit error messages. Instead, triage evidence is implicitly
reflected in contextual states, such as whether the vehicle is in
a non-P gear that restricts seat control. As a result, traditional
pattern-matching or anomaly detection approaches become inef-
fective [6, 17, 25]. To address this, it is necessary to leverage LLMs
to semantically interpret user-reported problem descriptions and
capture triage intents. Guided by these intents, the system can
proactively explore logs and extract relevant evidence based on
semantic cues. This semantics-driven log analysis paradigm is bet-
ter suited for handling complex and uncertain behavioral issues in
real-world production environments.

6.3.2 Structured Domain Knowledge. A substantial semantic gap
exists between user-reported symptoms and low-level system logs.
Experimental results indicate that relying solely on the implicit
reasoning capabilities of LLMs is insufficient to achieve stable cross-
layer semantic alignment and effective incident triage. In contrast,
component-level structured domain knowledge automatically con-
structed from historical logs provides explicit priors of system
behavior, thereby significantly improving both the accuracy and
stability of incident triage.

7 DISCUSSION
7.1 Limitations
Our study explores the potential of jointly analyzing user-reported
incident and system logs for incident triage and identifies twomajor
limitations.

7.1.1 Limitation in Handling Image and Video-based Data. The cur-
rent approach primarily focuses on text-driven incident triage and
does not incorporate multimodal information such as images or
videos. However, in real-world ticketing scenarios, users may report
issues through images or videos, which contain rich and critical
contextual cues. The lack of multimodal modeling capabilities lim-
its the system’s ability to fully utilize non-textual evidence when
handling complex tickets, which may result in incomplete semantic
understanding and reduced triage accuracy. To address this limita-
tion, future work could explore the integration of multimodal LLMs
to build a unified cross-modal reasoning framework. By incorporat-
ing image understanding and video analysis tools, the system can
enable collaborative modeling of multimodal information, thereby
improving performance in complex real-world scenarios.

7.1.2 Performance Limitations and Resource Overhead in Multi-
round Reasoning Loops. The core of our framework relies on itera-
tive Reasoning–Action–Observation loops to progressively refine
incident triage. While this design improves both accuracy and ro-
bustness, it also introduces non-negligible computational overhead
due to multiple LLM inferences and repeated tool invocations. In
time-critical industrial environments, such cumulative latency may
hinder real-time responsiveness. Future work could explore distill-
ing the reasoning capabilities into smaller, specialized models to
reduce inference latency while preserving triage accuracy.
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7.2 Threats to Validity
7.2.1 Internal threats. InsightTriage relies on LLM-based reasoning
for incident triage, which is susceptible to hallucinations in com-
plex ICV scenarios, thereby potentially resulting in incorrect triage
decisions. To mitigate this issue, we design prompt templates for
the FailureAgent and introduce a structured component knowledge
base (detailed in Section 4.2). This design requires the FailureAgent
to explicitly ground its reasoning in retrieved component knowl-
edge and relevant log information at each reasoning loop (detailed
in Section 4.3). Such a fact-constrained reasoning mechanism helps
reduce hallucinated content. Experimental results show that this
approach effectively mitigates this threat.

7.2.2 External threats. The threat to external validity lies in the
extent to which our experimental results can be generalized. We
evaluated InsightTriage only on a real-world production dataset
from the Huawei ICV ticket management system. Nevertheless, we
believe that the proposed method exhibits strong transferability.
Specifically, InsightTriage adopts a modular design, and its core
reasoning-and-execution paradigm is highly generalizable. This al-
lows the framework to be easily adapted to triage scenarios in other
organizations by reconstructing the component-level knowledge
base and applying lightweight adaptations to relevant modules. In
future work, we plan to further evaluate and enhance the general-
izability and robustness of the system in more diverse real-world
operational environments.

8 RELATEDWORK
8.1 Incident Triage
Recent research on incident triage has been extensive, focusing
on improving the efficiency and accuracy of automated ticket as-
signment through the integration of both textual and non-textual
features. For example, [16] enhances triage accuracy by employing
an ensemble approach that integrates multiple diverse classifiers,
including Naive Bayes, SVM, KNN, and Decision Trees. DeepCT [3]
formulates triage as an incremental learning process, using a gated
recurrent unit to capture temporal dependencies in discussions,
applying attention mechanisms to reduce noise, and optimizing
stage-wise predictions via a continuous loss function. Additionally,
[2] leverages deep learning techniques to further improve incident
triage performance. DeepTriage [29] integrates multiple machine
learning methods to construct an ensemble model, enabling au-
tomated and accurate incident triage and significantly reducing
incident mitigation time. COMET [33] employs AutoExtractor to
preprocess large-scale logs, leverages domain knowledgewith LLMs
to extract key information, and applies embedding-based similarity
retrieval for efficient and accurate incident triage in cloud service
environments. TickIt [22] proposes an LLM-based automated online
ticket escalation framework that enables accurate and topic-aware
ticket escalation and triage by continuously updating ticket states,
exploring ticket correlations, and leveraging category-guided su-
pervised fine-tuning to improve model performance. Triangle [35]
introduces a multi-agent collaborative incident triage system that
achieves efficient and accurate incident triage through semantic
distillation, multi-role agent collaboration with negotiation mecha-
nisms, and team knowledge augmentation.

Despite these advancements, existing incident triage methods
still struggle to effectively incorporate logs into comprehensive anal-
ysis. To address this limitation, we propose InsightTriage, which in-
troduces knowledge-guided exploratory reasoning. By integrating
automatically generated domain knowledge with semantic-driven
log analysis, InsightTriage enables more explainable and robust
incident triage in complex and non-deterministic scenarios.

8.2 LLMs in Cloud System Maintenance
With the advancement of LLMs, many studies have explored their
applications in various aspects of cloud incident management by
leveraging their strong capabilities in natural language understand-
ing and reasoning [1, 4, 15, 28, 32, 38, 39, 42]. For example, D-
Bot [42] leverages knowledge extraction, prompt generation, tree-
structured reasoning, and multi-agent collaboration to effectively
identify the root causes of database anomalies. Nissist [1] constructs
a structured knowledge base from unstructured troubleshooting
guides and incident mitigation history, and employs a multi-agent
system for semi-automated incident handling, thereby significantly
reducing mitigation time. mABC [38] is a multi-agent collabo-
rative framework that integrates a standardized agent workflow
with a blockchain-inspired voting mechanism, enabling efficient
root cause analysis and resolution. Flow-of-Action [28] is an SOP-
enhanced LLM multi-agent system that employs standardized pro-
cess constraints, action sets, and multi-agent collaboration to mit-
igate LLM hallucinations in root cause analysis. Unlike previous
approaches, InsightTriage is the first to integrate automatically
constructed structured knowledge from historical log data with
LLM-enhanced log reasoning, enabling efficient incident triage.

9 CONCLUSION
In this paper, we propose InsightTriage, an LLM-enhanced frame-
work for automated and explainable incident triage in ICV scenar-
ios. By automatically mining historical vehicle logs and construct-
ing structured component-level domain knowledge, InsightTriage
builds a comprehensive understanding of the overall ICV system,
thereby providing more systematic knowledge support for incident
triage. Meanwhile, we employ log–query contrastive pretraining to
learn semantic representations of logs, enabling efficient retrieval
of key log evidence relevant to user queries and alleviating the
context length limitations of LLMs in log analysis. Furthermore,
InsightTriage introduces an LLM-driven reasoning module that
jointly models user queries, retrieved log evidence, and domain
knowledge to generate structured and explainable triage reports,
thereby improving both the readability and usefulness of triage re-
sults. Extensive experiments conducted on a ticket datasets from the
production environment of Huawei demonstrate that InsightTriage
significantly outperforms all state-of-the-art methods, achieving a
Weighted F1-Score of 0.801. These results demonstrate its effective-
ness as an automated and practical solution for incident triage.

10 Data Availability Statement
Due to privacy concerns related to user-reported ticket data, as well
as company confidentiality and compliance policies, the dataset and
source code used in this study cannot be made publicly available.
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