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Abstract

Large-scale cloud systems underpin modern computing, hosting
diverse components to deliver critical services worldwide. A single
fault—such as an outage or misconfiguration—can simultaneously
disrupt thousands of users. Such large-scale faults, referred to as
batch failures, are characterized by many affected instances across
the same subject within a short time window, typically stemming
from a shared root cause. Handling these failures efficiently re-
quires anomaly localization, but existing approaches offer insuffi-
cient support to engineers, making the process time-consuming
and cognitively demanding. To address this, we propose Aloha, a
human-in-the-loop agent framework for anomaly localization based
on contrast analysis. Aloha operationalizes the entire batch failure
handling pipeline, providing scenario- and data-aware guidance
along with interpretable root-cause patterns for engineers. Pilots
on real-world batch failure cases in Microsoft’s cloud show that
Aloha streamlines data handling, supports contrast-based anomaly
localization, and makes the process more practical and accessible,
offering a promising step toward human-centered, scalable failure
management in large-scale cloud systems.
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1 Introduction

Large-scale cloud systems have become the backbone of modern
computing, hosting diverse hardware and software components to
deliver critical services worldwide. With millions of users depend-
ing on these infrastructures, a single fault can potentially affect
thousands of customers simultaneously. For example, an infras-
tructure outage or configuration error in cloud systems may cause
widespread service disruption [5, 26, 39].

We refer to such large-scale faults as batch failures [20], which
are characterized by three properties: (1) a large number of failure
instances, (2) failures occurring across different instances of the
same subject, and (3) occurrences within a relatively short time
window. The consequences of batch failures in cloud systems are
severe, as they often escalate into service incidents that cause large-
scale disruption and performance degradation. Figure 1 illustrates
a representative case of this phenomenon.

As shown in the figure, a defining feature of batch failures is that
their propagation usually originates from a common root cause,
such as a misconfiguration or an infrastructure fault in cloud sys-
tems. [20, 52] Consequently, effective handling hinges on the ability
to localize anomalies, i.e., to narrow down failure instances to the
responsible components, conﬁgurations, or execution contexts.

In practice, recent work such as CONAN [20] demonstrates the
promise of contrast-based diagnosis for anomaly localization in
batch failures. However, when an engineer attempts to adopt such
approaches in real troubleshooting workflows, several practical
barriers emerge. We distill these barriers into three key challenges.
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Figure 1: Example of a batch failure in a cloud system.
Two datacenters host multiple clusters (PrdC01-PrdCo04),
each containing several nodes that serve end users. A
failure in PrdCO1 propagates to its subordinate nodes
(Node01-Node02), leading to large-scale service disruption
and an aggregated incident alert—a typical example of how
batch failures emerge in cloud environments.

Challenge 1: Scenario Ambiguity.

When an engineer encounters an incident alert in a cloud sys-
tem, the first task is to determine whether the observed failures
constitute a batch case and whether the available data satisfies
the conditions required for contrast-based anomaly localization.
Raw data in cloud systems often comes in heterogeneous formats
and with diverse semantics (e.g., logs [29, 54], traces [45, 46], met-
rics [22, 42], structured reports [4, 23, 31]), making this judgment
non-trivial.

This difficulty is compounded by limitations in existing research.
Many studies focus on algorithms for specific scenarios [31, 33, 35]—
for instance, Castelluccio et al. [4] proposed grouping crash reports
to identify common root causes. Sun et al. [40] targets online video
service metrics to localize anomalous multi-dimensional derived
measures. CONAN [20] generalizes the problem by unifying batch
failure diagnosis across diverse scenarios through contrast pattern
extraction. While this generality increases methodological applica-
bility, it also imposes a substantial cognitive burden on engineers,
who must interpret scenario definitions and map raw data to the
framework before any meaningful anomaly localization can pro-
ceed.

Challenge 2: Unreliable Data Quality.

For batch failure cases, contrast-analysis—based anomaly local-
ization algorithms require representing failure instances and their
features in a structured, table-like format in order to perform root-
cause search. When engineers handle tabularized data derived from
raw incident context, even small inconsistencies—such as weak la-
bel contrast, mis-specified attributes, or hidden missing values—can
hinder anomaly localization, making the diagnosis unreliable or, in
some cases, infeasible.
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However, existing methods largely assume that the input data
is already well-prepared and meaningful [20, 40, 52], offering little
guidance for engineers to handle real-world inconsistencies. As a
result, engineers often face a significant cognitive burden, needing
to validate, clean, and interpret the data before anomaly localization
can proceed.

Challenge 3: Maladapted Strategies.

Batch failure cases with well-prepared tabularized data still re-
quire careful consideration of anomaly localization strategies. Engi-
neers need to determine the appropriate objective function to guide
the root-cause search, which evaluates how well different candi-
date explanations account for the observed failures, and configure
algorithm parameters—such as iteration limits, pattern sizes, and
search scopes. Unsuitable parameters and configuration settings for
the anomaly localization algorithm can lead to inefficient searches
and suboptimal root cause identification.

While existing methods largely focus on designing algorithms
for contrast-based localization, with objective functions and search
strategies tailored to specific scenarios [22, 40, 42, 52], they provide
little guidance on parameter tuning or strategy selection, leaving
engineers to manually explore configurations. This not only slows
down the diagnostic process but also increases the likelihood of
errors or incomplete localization.

Our Solution. To tackle these challenges, we propose Aloha,
an anomaly localization framework based on contrast analysis and
human-in-the-loop agent for handling batch failures, unifying the
end-to-end diagnostic workflow and guiding engineers toward ac-
tionable anomaly localization. It integrates three phases: scenario
check distinguishes batch failures from isolated cases using the
Criterion-driven Applicability Protocol; data validation organizes
and verifies failure data with the Semantic-and-Executable Vali-
dation Toolkit; and anomaly localization identifies root causes
through pattern search guided by RAG-based Strategy Selection.
Together, these phases enable efficient, accurate, and user-friendly
handling of batch failure cases, with human-in-the-loop support
reducing engineer cognitive load and guiding the engineer through
recognition and anomaly localization.

Contributions. The contributions of our work are summarized
as follows:

e Originality: To the best of our knowledge, this is the first
work to identify and address the practical usability gap of
contrast-analysis—based anomaly localization for batch fail-
ures. Our agent-assisted workflow reduces the cognitive
burden on engineers and makes recognition and localization
of batch failures practically achievable.

e Approach: we proposed Aloha, a human-in-the-loop agent
for anomaly localization based on contrast analysis. Aloha
operationalizes the entire pipeline of batch failure handling,
providing scenario- and data-aware guidance as well as in-
terpretable root-cause patterns for engineers.

e Practicality: We piloted Aloha on 127 real-world batch fail-
ure cases in Microsoft cloud systems, demonstrating its util-
ity and usability by successfully including the true root cause
in the top-5 recommendations for 93.7% of cases and reduc-
ing engineers’ time per case from 10 hours to 0.5 hours.
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Table 1: Representative real-world batch failure scenarios

Incident Scenario Data Source

Batch Scope

Contextual Attributes

API failures spike [20, 35, 52] Request logs

Failed API requests clustered by shared at- API name, cluster, datacenter,

tribute values within a short time window node, software version

Software crash surge [4, 28, 31, Crash reports

Service-level video stalls [21, KPI metrics
22, 40, 42]

Manifested as cluster group of multiple Software version, operating
45] simultaneous crash instances

system, hardware configura-
tion, stack trace, runtime

User sessions aggregated within a short CDN provider, bitrate, device
time window that jointly contribute to the

anomalous service-level metric

Multi-server failure surge [12, Console logs
29, 54]

Virtual machine(VM) crashes VM,

A batch of anomalous servers exhibiting Server ID, node ID, software
similar failure symptoms within the same version, configuration files,
incident time window
storage VMs sharing remote VHD dependencies VM ID, compute cluster, stor-

runtime environment

due to virtual hard disks(VHD) account, and that fail within a short time window across age account, VHD, network

access loss [20, 50]

network topology  clusters

path, hypervisor

2 Practical Batch Failure Diagnosis

Batch failures are a common yet challenging class of incidents in
large-scale production systems. To design an anomaly localization
framework for batch failures that is truly usable in practice, it is
essential to first understand what batch failures look like in real
production, how engineers currently diagnose them, and what
capabilities an effective framework should provide.

In this section, grounded in our experience with real production
incidents, we empirically analyze practical batch failure diagnosis
by addressing the following questions:

Q1. What characteristics do batch failures show in practice?
Q2. How are batch failures handled by engineers in practice?
Q3. What capabilities are required for a practical batch failure
diagnosis framework?

2.1 Real-world Scenarios of Batch Failures

Batch failure occurs when multiple instances of the same subject
experience failures within a short time window, forming a set of
related anomalies. Unlike single-point failures, which affect only
one instance, or complete service outages, which impact all users,
batch failures typically involve a portion of instances that share an
underlying issue. This pattern naturally suggests that analyzing
the failures in relation to one another—grouping similar instances
and comparing different groups—can provide valuable insight into
the problem.

Given these characteristics, the nature of batch failures becomes
more tangible when considering concrete examples from produc-
tion systems, as summarized in Table 1. The table presents represen-
tative scenarios and highlights the associated data sources, batch
scopes—that is, how a batch of failed instances manifests in each
scenario—and the contextual attributes associated with each failure
instance, which describe the conditions under which it occurred.

Despite the diversity of these scenarios, they all exhibit the prop-
erties introduced in the Introduction: (1) a large number of failure
instances, (2) failures occurring across multiple instances of the
same subject or system component, and (3) occurrences within a

relatively short time window. Observing these properties helps clar-
ify the scope of the problem by indicating whether a given scenario
can be considered a batch failure, providing a concrete basis for
defining the problem before any analysis or method is applied.

2.2 Practical Batch Failure Diagnosis Process

Recent research demonstrates the promise of contrast-based di-
agnosis for localizing anomalies in batch failures. At Microsoft,
CONAN [20] implements this approach as a flexible system that
can be applied across diverse scenarios, offering a general solution
compared to prior scenario-specific methods [4, 40, 52, 54]. The sys-
tem has been deployed as both a Python library and a cloud-native
application in Azure. Despite this accessible and scalable implemen-
tation, we found that engineers often exhibit low willingness to
adopt the tool in operational practice.

Before analyzing the factors that hinder engineers in practice, it
is important to review the foundational concepts of contrast-based
diagnosis for batch failures. These include the principle of contrast
analysis in the context of batch failures, as well as notions of pattern
search and scoring that underpin the anomaly localization process.
The following sections provide a closer look at these concepts,
starting with contrast analysis and then pattern search.

2.2.1 Contrast Analysis. Contrast analysis is a method for iden-
tifying meaningful differences between groups, studied in both
statistics and data mining [2, 7, 11]. It generally assumes that the
groups under comparison are well-defined and comparable, and
that the observed differences reflect systematic effects rather than
random noise. In practice, this often takes the form of a target
group, which represents the focal condition of interest, contrasted
against one or more background groups that provide the necessary
baseline for meaningful comparison [20]. Such requirements are
naturally met in batch failures, which involve a large number of
instances from the same subject occurring within a specific time
window, where the anomalous subset forms the target group and
the remaining instances provide the background for comparison in
contrast analysis.
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In anomaly localization, contrast analysis helps identify differ-
ences that distinguish one group of interest from other contrasting
groups. For instance, Castelluccio et al. [4] and Qian et al. [31] ap-
plied contrast set mining to crash reports, comparing one crash type
against others to extract distinguishing features. Similarly, Ren et
al. [33] captured relational contrasts between fine-grained runtime
events to locate performance anomalies and their root causes.

In our framework, contrast analysis underlies the anomaly lo-
calization process, while all preceding checks of the scenario and
data ensure that the input data satisfies its requirements—most
importantly, the presence of clearly defined target and background
groups—so that the algorithm can meaningfully identify potential
causes of batch failures.

2.2.2  Pattern Search. Building on contrast analysis, which high-
lights meaningful differences between target and background groups,
anomaly localization can be seen as the task of identifying which
features or feature combinations exhibit these contrasts. This identi-
fication process is inherently a search: it seeks patterns that satisfy
specific contrast-based conditions. Following Li et al. [20], contrast
pattern extraction can thus be formulated as a search problem,
where an objective function is defined and then maximized to guide
the discovery of relevant anomalies.

In this search framework, a pattern corresponds to a combination
of attribute-value pairs (AVPs) that collectively distinguish the
target group from the background. In the context of batch failures,
each attribute is chosen for its potential to help localize anomalies,
such as environmental factors, system configurations, or runtime
metrics, making the AVP combination a concrete representation
of candidate causes for the observed failure. Using combinations
of multiple features allows the search to capture interactions that
single-feature tests cannot, providing interpretable and actionable
insights for anomaly localization.

To formalize the discussion, we summarize the key concepts
used throughout our framework:

e Case: A single batch failure scenario, encompassing a set of
instances that together define the event.

e Instance: An individual entity within a batch failure. All
instances in a case belong to the same subject, representing
the same type of failure (e.g., API requests in an API failure
batch or crash reports in a software crash batch). Instances
can be part of the target group (exhibiting the failure) or part
of background groups used for contrast, which may represent
normal operation or other alternative failure types.

e Attribute-Value Pair (AVP): A feature and its observed
value for an instance. AVPs capture properties relevant for
localizing anomalies, such as environmental conditions, sys-
tem configurations, or runtime metrics. Multiple attributes
may have hierarchical or relational constraints, for exam-
ple forming chains like Node — Cluster — Datacenter, as
observed in Figure 1.

e Pattern: A combination of AVPs identified through the
search process that distinguishes the target group from the
background. In anomaly localization, patterns correspond to
candidate root causes of the batch failure.

e Objective Function: A function defined over candidate
patterns that quantifies their degree of contrast between the
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target and background groups. The search process aims to
maximize this function to identify the most relevant patterns.

Building on the concepts above, CONAN [20] implements the
anomaly localization process through a meta-heuristic search that
iteratively modifies candidate patterns by adding or removing AVPs
and evaluates them with the objective function. The search main-
tains a fixed-size list of the best-scoring patterns, guiding the dis-
covery of candidate root causes in batch failure scenarios.

Despite this well-defined process, operational use of CONAN [20]
by engineers is far from straightforward. To better understand
the practical challenges, we collected feedback from engineers
across multiple batch failure cases. These discussions revealed that
manually handling a case-inspecting the scenario and preparing
data—along with applying contrast-based anomaly localization al-
gorithms, including selecting or writing the objective function,
configuring parameters, and consulting prior incident records, typ-
ically required about one week and involved numerous steps that
consumed substantial cognitive effort. Such findings highlight that,
although existing methods provide a systematic approach, they
impose a substantial usability gap for engineers in real-world set-
tings.

2.3 Requirements for Practical Batch Failure
Diagnosis

The analysis above reveals that the primary challenge in practical
batch failure diagnosis does not lie in the lack of effective algorithms,
but in the substantial usability gap between formal diagnosis frame-
works and engineers’ operational workflows. To bridge this gap, a
practical solution is expected to support engineers throughout the
end-to-end reasoning and execution process.

Batch failure diagnosis is characterized by high scenario diversity,
heterogeneous data formats, and flexible problem formulations. As
a result, many key decisions—such as determining whether an
incident constitutes a batch failure, mapping raw operational data
to contrast-based representations, and selecting or adapting scoring
functions—require contextual understanding and cannot be fully
automated in a reliable manner.

This motivates the design of an assistant framework that com-
bines a degree of autonomous reasoning with a human-in-the-loop
interaction model. Rather than replacing engineers or eliminating
human judgment, the goal is to support engineers by surfacing
interpretations, offering structured guidance, and enabling valida-
tion at critical steps, without introducing additional operational
burden. Such a balance is essential in production environments,
where diagnosis errors are costly and domain expertise remains
indispensable.

Against this background, a practical batch failure diagnosis
framework should provide the following capabilities:

Requirement understanding. The framework should be able
to interpret engineers’ high-level diagnostic intent, including the
incident description, available data sources, and operational con-
straints. Rather than requiring users to manually translate a case
into formal inputs, the system should assist in identifying the sub-
ject, batch scope, and candidate contextual attributes relevant to
diagnosis.
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Figure 2: The overall workflow of Aloha facing an incoming incident

Experience grounding and contextual memory. Effective
diagnosis often relies on prior experience, including historical inci-
dents, known failure patterns, and previously successful configura-
tions. The framework should maintain and leverage such contextual
knowledge to summarize the current case, draw parallels to similar
scenarios, and reuse validated diagnosis strategies where applicable.

Reasoning and method mapping. Given a concrete opera-
tional case, the framework should be able to reason about how it
aligns with contrast-based batch failure diagnosis principles. This
includes mapping real-world data to formal concepts such as in-
stances, attributes, target and background sets, as well as identifying
suitable pattern scoring formulations. Crucially, this reasoning step
reduces the cognitive burden on engineers by mediating between
informal problem descriptions and formal diagnostic abstractions.

Executable assistance. Beyond reasoning, the framework should
provide actionable support, including data preprocessing, transfor-
mation, and validation, as well as invoking diagnosis procedures
with appropriate configurations. By offering executable tools rather
than conceptual guidance alone, the framework helps engineers
progress from problem understanding to concrete diagnostic results
with reduced manual effort.

Taken together, these capabilities outline the requirements of a
practical batch failure diagnosis framework that directly targets the
usability challenges identified earlier. By combining autonomous
reasoning with guided human interaction, such a framework can
make contrast-based diagnosis methods accessible and effective for
real-world engineering practice.

3 Aloha

In this section, we will present the design of Aloha. Figure 2 shows
the overview of Aloha, consisting of three phases: scenario check,
data validation and anomaly localization. To address the challenges

in each phase, we introduce three core mechanisms: the Criterion-
driven Applicability Protocol, the Semantic-and-Executable Valida-
tion Toolkit, and the RAG-based Strategy Selection, complemented
by a cross-cutting Human-in-the-loop Integration.

3.1 Criterion-driven Applicability Protocol

The Scenario Check phase is designed to assess whether a given
failure scenario is eligible for batch diagnosis and to provide inter-
mediate guidance for subsequent analysis. In this phase, Aloha takes
as input heterogeneous raw data—such as JSON reports, metrics, or
statistical tables—along with a brief description from the engineer.
The outcome is twofold: a judgment on the applicability of batch
diagnosis and a tabular mapping suggestion that indicates how the
raw data could be organized into instances and attributes for down-
stream analysis. This process, however, is far from straightforward.
Failure scenarios arise in diverse forms, ranging from request fail-
ures in cloud services to large-scale software crashes, service-level
performance degradations, or complex virtualized infrastructure
faults [50]. Across these varied scenarios, engineers often face am-
biguity: it is unclear whether a scenario should be treated as a batch
case, and even when batch diagnosis is assumed, the collected data
may still fall short of the requirements for contrast-based anomaly
localization, e.g., due to missing attributes, irrelevant information,
or insufficient coverage of target and background instances. To
address this challenge, we propose the Criterion-driven Applicabil-
ity Protocol, which formalizes explicit criteria to guide eligibility
judgments [8, 44].

To inform the design of protocal, we conducted an in-depth
study of how human engineers recognize and handle batch failures
in practice. Specifically, we analyzed historical batch failure cases
using a modified Fault Tree Analysis (FTA) approach [3, 9], which
decomposes the requirements for forming a batch failure case, to
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Figure 3: A modification of fault tree analysis (FTA) of batch
failure diagnosis eligibility. Green nodes indicate the root de-
cision, blue nodes represent conditions that must be satisfied
for eligibility, red nodes mark situations where a condition is
unmet, in which case the batch failure cannot be concluded.
AND and OR gates depict how conditions combine to deter-
mine the overall outcome.

identify the fundamental conditions under which batch failure
diagnosis is applicable.

Figure 3 shows the resulting tree structure. Through this analysis,
we identified five recurring risk factors that frequently lead to
incorrect judgments: heterogeneous subjects, insufficient batch
size, absence of a background class, lack of contextual attributes,
and missing semantically relevant features. These factors directly
informed the definition of criteria C1-C5, each capturing a concrete
aspect of scenario validity, including subject consistency, batch
sufficiency, availability of a background class for contrast, and the
presence of contextual and semantically meaningful attributes for
diagnosis.

In operation, Aloha first generates a lightweight summary of the
raw inputs—capturing file structures and sample contents—which
is then evaluated by Aloha against criteria C1-C5. The engineer
can confirm or adjust these judgments, after which the protocol
issues an eligibility decision and, when applicable, a tabular map-
ping suggestion that outlines how the scenario could be structured
into instances, attributes, and labels for downstream analysis. This
process resolves ambiguity in deciding whether batch diagnosis is
applicable and provides a consistent starting point for subsequent
data preparation and anomaly localization.

3.2 Semantic-and-Executable Validation Toolkit

After applicability is confirmed, the next phase is to ensure that
the prepared tabular data is “ready” for anomaly localization: not
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just structurally valid, but also semantically meaningful and exe-
cutable. As highlighted in Challenge 2 on Unreliable Data Quality,
this process is often undermined by subtle but frequent data-quality
issues: weak label contrast, incomplete or mis-specified attributes,
unhandled temporal fields, or hidden missing values. A common
workaround is for engineers to manually patch the data with ad-hoc
scripts, which is time-consuming and still risks overlooking critical
details.

To tackle this challenge, we introduce the Semantic-and-Executable
Validation Toolkit, which supports the agent with a thorough yet
convenient data validation backbone. Inspired by recent advances
in code-augmented agents and LLMs with tool-execution capabili-
ties [14, 32, 36], the toolkit enables validation proceeds as a coherent
flow where frequent but easily overlooked pitfalls are checked and
repaired, as illustrated in Figure 4.

Guiding backbone

Lightweight tools support

q expose quantitative evidence

=
? Missing data pitfalls @ < :j semantic inspection
</> .

¥ quick transformation

Ad-hoc scripts writing

Debugging failed runs

Figure 4: Comparison of tabular data validation. Manual
preparation (left) is fragmented and error-prone, while the
Semantic-and-Executable Validation Toolkit (right) equips
the agent with lightweight tools that guide the process in a
coherent and executable flow.

The toolkit equips the agent with lightweight yet executable
tools: some expose quantitative evidence to ground judgments in
real data values, others enable semantic inspection of individual
fields, and still others offer quick transformations for tricky cases
such as discretizing continuous values or restructuring hierarchies.
These tools are implemented as callable functions that the agent
can invoke during reasoning, allowing data validation to shift from
passive checking to active problem-solving. In this way, the data
validation phase proceeds as a guided process—thorough enough
to prevent overlooked details, while remaining lightweight and
convenient for practical use.

Overall, in this phase, the toolkit guides the tabular input through
stepwise validation that surfaces pitfalls with engineer confirma-
tion, and further supports a lightweight trial run—extracting AVPs,
selecting a default objective, and executing a quick dry-run search—
to ensure the data can be seamlessly consumed by the diagnosis
algorithm. In this way, the validation phase shifts from ad-hoc
manual checking to a dependable backbone that secures both data
quality and algorithmic executability.

3.3 RAG-based Strategy Selection

Building on the validated tabular data from the previous phase, the
final phase focuses on identifying root causes through attribute pat-
tern discovery and generating a diagnostic report. As highlighted
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in Challenge 3 on Maladapted Strategies, configuring the anomaly
localization algorithm—choosing appropriate objective function
and settings—can be time-consuming and cognitively demanding,
potentially leading to inefficient searches or suboptimal root cause
identification. To address this, we propose a RAG-based Strategy Se-
lection mechanism, which leverages historical scenario knowledge
to guide adaptive strategy and parameter choice. The vector index-
ing and retrieval follows the standard RAG paradigm [19], providing
a robust foundation for scenario-aware decision-making [10, 38].
Specifically, we construct a scenario library £ = {s,s2,...,Sn8},
where each scenario s; records past failure cases sharing the same
characteristics: scenario description, instance definitions, relevant
attributes, chosen objectives, parameter settings, and reasoning
behind these choices. s; is embedded into a vector v; € RY encoding
textual and structured information. For a new case, Aloha forms a
query vector q € R? by consolidating the scenario understanding
and data characterization obtained in the previous phases, and
computes the cosine similarity with each historical case embedding:

-4V
lall fvill
The retrieved scenarios are ranked by their similarity scores

and assigned graded relevance levels: highly similar scenarios pro-

vide direct guidance, while more loosely related scenarios serve as
analogies that inspire partial adaptation.

On top of this retrieval, Aloha selects candidate strategies from
the available objective function pool based on insights drawn from
similar historical scenarios. Candidate strategies are briefly tested
with a reduced search budget on the current data to test and com-
pare their feasibility and performance. Finally, the most suitable
strategy is executed in full, enabling the anomaly localization algo-
rithm to identify high-scoring attribute patterns and generate the
diagnostic report for the engineer.

Through this mechanism, strategy selection is no longer an
opaque or arbitrary choice, but a process informed by both scenario-
specific attributes and reusable historical experience. The integra-
tion of semantic retrieval and graded relevance reduces the need for
ad-hoc manual tuning, mitigates the risk of maladapted strategies,
and ensures that anomaly localization proceeds with both efficiency
and interpretability.

sim(q, v;) i

3.4 Human-in-the-loop Integration

While our framework automates the three phases of anomaly lo-
calization, human expertise remains essential for reliable and in-
terpretable outcomes. To this end, we implement a Human-in-the-
loop (HITL) mechanism, allowing engineers to confirm, refine, or
override agent judgments at key decision points throughout the
process [27, 34]. This continuous integration of human oversight
ensures that automated decisions align with domain knowledge, im-
proves trust in the system, and enables feedback-driven refinement
of agent behavior. Detailed demonstrations of the HITL workflow
are provided in Section 4.

4 Case Study

We deployed the proof-of-concept version of Aloha in Microsoft’s
cloud service system. It has been running for over three month.
During this deployment, we encountered diverse scenarios that
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reflect practical challenges such as missing background groups or
incomplete attributes. We also collected feedback from engineers on
their experience using Aloha, reporting that the time spent per case
decreased from ~10 hours to ~0.5 hours. Separately, we gathered
127 real-world batch failure cases to pilot Aloha and compare its
performance with the manual process. The framework successfully
included the true root cause in the top-5 recommendations for
93.7% of cases. Table 2 summarizes Aloha’s root cause localization
accuracy (ACC@k) compared with CONAN [20].

Table 2: Comparison of root cause localization accuracy

Method ACC@1 ACC@3 ACC@5 ACC@10

CONAN [20] 0.4741 0.6519 0.6963 0.7185
Aloha 0.6693 0.8504 0.9370 0.9685

Among these, we select one representative case for in-depth
analysis. This case originates from a large-scale online service in
Microsoft 365, where client applications interact with the service via
REST APIs, and incidents are triggered when batches of requests fail.
During such an incident, a snapshot of contextual data is collected,
typically containing tens of millions of request instances, each
representing a succeeded or failed request with many associated
attributes, as shown in Figure 5.

2025-09-10T10:01:05.123Z
logID=550e8400-e29b-41d4-a716-446655440110
datacenter=DC1 cluster=PrdC0@1 node=No@1
api=GET-FILES apiversion=V3 latency=842ms
status=Failure

2025-09-10T10:01:05.457Z
1logID=550e8400-e29b-41d4-a716-446655440111
datacenter=DC1 cluster=PrdC@1 node=N@2
api=GET-FILES apiversion=V3 latency=913ms
status=Failure

2025-09-10T10:01:06.002Z
logID=550e8400-e29b-41d4-a716-446655440112
datacenter=DC1 cluster=NULL node=N@3
api=POST-RESET apiversion=V2 latency=75ms
status=Success

2025-09-10T10:01:06.345Z
1ogID=550e8400-e29b-41d4-a716-446655440113
datacenter=DC2 cluster=PrdC04 node=No6
api=GET-PWD apiversion=V4 latency=12ms
status=Success

Figure 5: Excerpt of raw log entries from the incident.

The selected case not only contains a clearly identifiable fault-
indicating attribute combination, but also exhibits common im-
perfections such as missing or ambiguous values. These issues
exemplify the difficulties engineers face when applying contrast-
based anomaly localization [20], while demonstrating how Aloha
provides human-in-the-loop guidance to reduce cognitive load and
support effective anomaly recognition and localization.
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4.1 Scenario Check

When Aloha received the raw request-level logs along with a brief
description of the scenario from the engineer, it first generated
a lightweight summary of the inputs, capturing file structures,
attribute distributions, and sample contents. This summary was
then evaluated against the scenario suitability criteria C1-C5.

& Engineer

@ Scenario: this is a api requests fail case in cloud system, we collected the
requests information during the fail period.

{Sp Aloha

& Summary
The input contains a single log file, each log entry has timestamped key-value
pairs, including datacenter, cluster, node, api, APlversion, latency, and status.

& Criterion-driven Eligibility Judgment

C1: subject uniformity

¢ G -

The subject field was identified as 'API' based on the scenario description
focusing on API requests. The log has 3 distinct categories (GET-FILES,
POST_RESET, GET-PWD), indicating multiple API types are mixed in the dataset.
Suggestion: Filter the log to include only one API type (e.g., API='GET-FILES') to
ensure subject uniformity before analysis.

é Engineer

Adding Context: Actually, we treat all APIs in the log as a single subject.

{Sp Aloha

C1: subject uniformity ~

While there are 3 API types (GET-FILES, POST_RESET, GET-PWD), they all
represent the same subject type: APl requests in a cloud system.

C2: batch size v
C3: has background class v
C4: has context features v
C5: has semantic features v

& Tabular mapping suggestion

Row & Column: Each row represents a unique API request under a specific
infrastructure configuration, with columns capturing Datacenter, Cluster, Node,
APIVersion, API, Successes, and Failures.

Figure 6: Phase 1 Scenario Check

As shown in Figure 6, Aloha initially misjudged C1 due to the
presence of three distinct API types. Through human-in-the-loop
interaction, the engineer provided clarifying information about the
scenario and its requirements. With this guidance, Aloha corrected

the judgment and proceeded to evaluate the remaining criteria.

Upon completing all checks, the system successfully generated a
tabular mapping suggestion, specifying which attributes should be
extracted as columns and how instances should be represented as
rows for subsequent analysis.
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4.2 Data Validation

InData Validation Phase, the tabular input provided by the engineer—
consisting of 21,337 rows derived from raw request-level logs—is
examined through the workflow shown in the Figure 7. Each row
represents an individual request, with columns describing its at-
tributes such as timestamp, datacenter, cluster, node, latency, and
API outcome status.

,% Engineer

E Timestamp Datacenter Cluster Node API APIVersion Latency Status
2025-09-10 DC1 Prdcot NO1 GET-FILES | V_1.1 842 Failure
20250910 DC1 Prdcot NO2 GET-FILES 913 Failure

gsp Aloha

& Data Analysis

rows and columns summary...
timestamp analysis...
categorical & numeric columns statistics...

& Data Validation with Toolkit

T subject uniformity

v batch size
tool Used]count_rows_by_col(Status, value='Failure')

[Output]{"col": "Status","value": "Failure","count": 7153}

Judgment: Batch size requirement met
Reason: Total failures = sum(Failures) = 7,153 (well above 5). Total instances = count of
rows = 21,337. Failure rate = 7153 / 21,337 ~ 33.5% (exceeds 30% threshold).

temporal pattern
missing values

continuous fields
Judgment: Discretization recommended
Reason: Based on data analysis result, wide numeric range (12-3200) with high standard
deviation (1842.26). Values lack interpretability for pattern mining.
Suggestion: You may apply discretization by
[Tool] discretize_numeric_column(column='Latency’, method='quantile', buckets=3)

¢ G

Figure 7: Phase 2a Data Validation

— 9090 -

Aloha first conducts a preliminary data analysis to understand
the table’s overall structure, including its rows, columns, and field
characteristics. The results serve as preparatory statistics that in-
form subsequent validation along the backbone of data checks.
Along this backbone, each pitfall is checked with semantic and
executable tools.

For the Batch Size check, Aloha called a tool to count failures,
providing quantitative evidence for judgement. For the Continuous
Fields check, Aloha detected that the Latency is a continuous at-
tribute that may blur categorical contrasts, hindering interpretable
pattern discovery. Accordingly, Aloha initially recommended dis-
cretization using quantile-based binning [17], but the engineer
rejected this suggestion and required an alternative handling, as
shown in Figure 8; Aloha then executed the instruction via tool
and completed the judgment. By contrast, for the Label Type check
the engineer agreed with Aloha’s recommendation to aggregate
discrete labels. Other checks were also performed but are omitted
here for brevity. At the end of validation, the validated data was
confirmed to support successful execution of the default search
algorithm.



Aloha

é Engineer

Adding Context: Only API success/failure is relevant; latency excluded.

{Sp Aloha

v continuous fields

[tool Used]remove_column(column='Latency')
[Output]{"execute": @}

Judgment: Data has no continuous field
Reason: The Latency column was removed per triager decision, so the dataset contains no
continuous numeric fields for discretization.

v label type
p [tool Used]check_label_type(label_column='Status’)
[Output]{"label_column": ‘Status’, "label_type": 'discrete’, "unique_values":

{'Failure’, 'Success’}}
Judgment: Aggregate label recommended
Reason: The raw table contains many repeated AVP combinations. Aggregating rows with
identical AVPs into a single row with Successes and Failures columns consolidates repeated
instances, enabling efficient batch-level scoring.
Suggestion: You may convert discrete labels into aggregate counts by
[Tool] aggregate_rows(discrete_label='Status’, aggregate_values=['Success', Failure']

¢ CID

‘% Engineer

Adding Context: OK, aggregate for me.

{Sp Aloha

A label type

& Trial Run
Extracting AVP combinations and detecting hierarchy...[Executed Successfully]
Testing default objection function...[Executed Successfully]
Testing search algorithm...[Executed Successfully]

E Datacenter Cluster Node API APIVersion Successes Failures
DC1 PrdCo1 NO1 GET-FILES V11 69 164
DC1 PrdCo1 NO1 POST_RESET V_1.1 10 319

Figure 8: Phase 2b Data Validation

As shown in Figure 9, the validated data incorporates key adjust-
ments, such as label aggregation and removal of irrelevant continu-
ous fields, ensuring it can be directly consumed by the diagnosis
algorithm.

Before Timestamp Datacenter  Cluster Node API APIVersion Latency(ms)  Status
20250975 bt Prdco1 NOl  GET-FILES V.11 842 Failure
AL ba Prdcol N2 GET-FILES UL 913 Failure
20250995 par o NO3  POST-RESET  V_10 5 Success
21337 rows A ) Prdco4 NOG GET-PWD  V_L4 2 Success
WBOB b2 Prdco4 NO6  GET-PWD V.14 3200 Failure
20250995 pes Prdcos NULL  GETFILES V.12 440 Failure

Handle temporal pattern Fill missing value Drop irrelevant column Aggregate discrete label

After Datacenter  Cluster Node APIVersion API Successes  Failures
DC1 PrdCo1 NO1 V11 GET-FILES 69 164
DC1 Prdco1 NO1 V_11 POST_RESET. 10 319
T2 rows DC1 PrdCo1 NO1 V_11 GET-PWD 7 365
DC1 PrdCo1 NO1 V12 GET-FILES 15 219
DC1 Prdco1 NO1 vV_12 POST_RESET. 46 306

Figure 9: Data validation transformations (Before — After)
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4.3 Anomaly Localization

Finally, Aloha performs contrast-based pattern search for anomaly
localization. As illustrated in Figure 10, Aloha retrieves relevant
historical cases via its RAG-based Strategy Selection, recommends
target functions and parameters, and executes the meta-search al-
gorithm. When encountering a new scenario with no prior cases,
or when historical strategies have become outdated due to system
updates, Aloha relies on generic contrast-based approaches guided
by scenario understanding and data profiling to select suitable ob-
jectives and parameters, ensuring that the anomaly localization
process can still proceed effectively. Table 3 presents the result-
ing anomaly localization report, including the top-k root causes,
Aloha’s recommendations, and related historical cases.

{Sp Aloha

Context Consolidation
Validated tabular data ready...
Statistical profiling: rows/cols, distributions, pattern search space size...
Scenario understanding integrated...
Query construction for retrieval...

[ Retrieve Historical Scenarios

&

API| Deployment Failures

Comparable Irrelevant

ot Storms ailability

« API version mismatches after {linked to VHD/storage  SPikes & availability
rollout SLA

Target: failed API requests 50+ batch VM reboots;  [€/drop windows;
post-deployment; Background: ~ bund: pre-alert baseline ~ : Normal periods
successes in same window ve: count difference erc‘entlle/CPU sum
Objective: proportion difference [clusters vs. noise) fegional or process
(failure-prevalent patterns) Service: Azure VMs )

related service: Exchange ice: Substrate

doc > doc > doc >

Strategy Selection
Filter available objective function by label type...
Recommend multiple objective functions for comparison...

objective_proportion_diff [Selected]Tested

Failure-success ratio difference.

objective_count_diff Tested
Event count difference.

objective_gps_score Tested
Generalized potential score for real-forecast difference.

<> HyperParameter
Search Rounds = 800
Max Pattern Size = 3
Candidate Pool Size= 20
Step Sample Size = 5
Attribute Hierarchy = {...}

Ensure coverage of ~699 AVP combos
Captures interactions across 5 attributes
from prior experience

from prior experience

Prune via Datacenter > Cluster > Node

Anomaly Localization
Strategy Setting...
Meta-Search Execution...
Result Reporting...

Summary: The search results show that the most significant anomaly patterns
are associated with Cluster=PrdCO01 within its parent Datacenter DC1,
suggesting that this cluster is the primary source of impact. Individual nodes
(e.g., NO1) and specific APIs (e.g., POST_RESET) show weaker associations,
indicating they may represent localized or secondary factors.

Figure 10: Phase 3 Anomaly Localization

This case study demonstrates how Aloha’s three-phase workflow
and HITL integration enable reliable anomaly localization despite
imperfect data.
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Table 3: Anomaly Report for an API Request Failure Case

Field Description
Incident ID 522673
DateTime 2025-09-12 14:54:18

Top-5 Root Cause| 1. Pattern {Cluster: PrdC01} Score: 0.7425
2. Pattern {Cluster: PrdC01, Datacenter:
DC1} Score: 0.7425

3. Pattern {Datacenter: DC1} Score: 0.5592
4. Pattern {Node: N01} Score: 0.4029

5. Pattern {Node: N02} Score: 0.3395
Aloha’s Recom- | Cluster PrdC01 - Investigate the cluster
mendations for potential configuration issues, service
degradation, or resource contention. Apply
targeted monitoring and corrective actions
to stabilize request processing.

Cluster PrdC01 and Datacenter DC1 -
Assess interactions between the cluster and
its parent datacenter, including network la-
tency, failover configurations, and cross-
cluster dependencies.

Nodes NO1 and N02 — Review each node
for performance regressions, error logs, or
abnormal load. Apply node-level remedia-
tion such as workload redistribution.
Related Histori- | 519986, 521238, 527881

cal Incidents

5 Discussion

5.1 Observations from Usage

Motivated by a focus on engineers’ practical needs, we collected
feedback from engineers who used Aloha during batch failure in-
vestigations. Those observations suggest that Aloha changes how
diagnosis work is approached, rather than merely accelerating exist-
ing workflows. Instead of manually reasoning about scenario suit-
ability, data preparation, and diagnostic formulation in an ad-hoc
manner, engineers reported that Aloha provided a clearer structure
for organizing these decisions and making underlying assumptions
explicit. This shift allowed engineers to focus more on validating in-
terpretations and reasoning about results, rather than constructing
the localization process itself.

As part of our usage study, we specifically asked engineers
whether the human-in-the-loop design in Aloha was helpful in
practice, rather than introducing additional overhead. Engineers
generally did not expect full automation. Instead, they reported
that being able to interact with Aloha during anomaly localization-
confirming interpretations and revisiting intermediate decisions—
was more aligned with their day-to-day workflows. Several engi-
neers noted that during on-call fatigue, they may reflexively con-
firm intermediate decisions, increasing the risk of over-trusting
the agent. In such cases, they found it useful that Aloha allows
decisions to be adjusted incrementally, and supports phase-wise
rollback with intermediate artifacts (e.g., agent reasoning traces
and case metadata) preserved for review and correction. These
observations underscore the need to ensure the agent’s behavior
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remains safe and reliable, motivating future improvements in its
robustness and error-handling mechanisms.

5.2 Threats to Validity

The validity of our study is constrained by limitations inherent
to a proof-of-concept deployment. First, the evaluation scope is
limited in scale. Although Aloha was applied to multiple real-world
batch failure cases across diverse scenarios, the incident volume
and deployment duration are insufficient for statistically robust
metrics such as MTTM or override rates. Future work will involve
longer-term deployment and broader organizational settings to
enable more quantitative analysis.

Second, the evaluation methodology emphasizes usability and
workflow support over direct algorithmic comparison. As Aloha
targets the usability gap of contrast-based anomaly localization,
effectiveness is assessed through case walkthroughs and engineer
feedback rather than benchmark-style comparisons. Future stud-
ies will incorporate stage-wise experiments, tool ablations, and
component-level evaluations to complement the current qualitative
assessment.

6 Related Work

Contrast-based anomaly localization. As shown in Table 1,
many prior methods target specific batch failure scenarios, where
differences in scenarios often correspond to diverse data sources,
including logs [12, 13, 29, 54], traces [45, 46], metrics [21, 22, 40, 42],
and structured reports [4, 23, 28, 31]. CONAN [20] generalizes
diagnosis across such scenarios through a unified formalization
of batch failures. However, operational use reveals a usability gap,
which Aloha mitigates by interactively guiding engineers via a
three-phase workflow.

LLM-based Agent framework in AIOps. Recent advances in
large language models have enabled agentic systems for IT op-
erations [24, 25, 37, 49], supporting tasks like incident triage [18,
43, 47], root cause analysis [6, 15, 30, 41, 48, 51, 53], and failure
mitigation [1, 16, 38]. While these works primarily focus on single-
instance or full-service failures, our work targets batch failures
level analysis. Aloha draws on these ideas to provide interactive
anomaly localization in batch failure scenarios.

7 Conclusion

In this paper, we identify the problem of recognizing and localizing
batch failures in cloud systems, which is insufficiently supported by
existing approaches. To address this problem, we present Aloha, an
end-to-end framework that leverages LLM-based agents to guide
engineers through scenario confirmation, data preparation, and
strategy selection for anomaly localization. Our deployment in Mi-
crosoft’s cloud services shows that Aloha streamlines data handling
and reduces engineers’ cognitive burden, validating its practicality
and demonstrating the value of integrating LLM-agent capabilities
for more intelligent and reliable failure management.
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