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Abstract

Timely root cause analysis (RCA) is essential for stable microservice
operations, especially when failures propagate across services. In
practice, upstream failures rarely trigger downstream alerts imme-
diately; symptoms at dependent services often emerge seconds or
minutes later. However, most existing RCA methods still analyze
service interactions synchronously and fail to explicitly account
for such multi-lag propagation, which misaligns causes and symp-
toms and can dilute true upstream culprits while over-ranking
downstream victims. In this paper, we present LagRCA, a lag-aware
spatio-temporal causal inference framework for microservice RCA.
It models failure propagation with heterogeneous time lags, align-
ing upstream causes with lagged downstream symptoms. At the
same time, it disentangles whether one service causally affects an-
other from how strongly their service-level metrics co-fluctuate,
preventing shared state changes from being misread as direct causal
dependencies. It also produces interpretable propagation paths that
help operators understand failure dynamics and act on diagnoses.
We evaluate LagRCA on public microservice benchmarks and large-
scale real incident data from Alibaba. Experimental results show
that LagRCA consistently outperforms state-of-the-art RCA meth-
ods, achieving 88.3% top-five localization accuracy (outperforming
the best baseline by 21.8 percentage points). Moreover, LagRCA has
been deployed in Alibaba’s production microservice environment,
where it improves incident diagnosis efficiency and reduces manual
troubleshooting effort.

Keywords
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1 Introduction

Microservice architectures have become the de facto backbone of
modern Internet and cloud services [4, 33, 47]. However, rapid
growth in service count and intricate inter-service dependencies
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Figure 1: Lagged failure propagation in a microservice system,
where each service instance is annotated with a KPI in the
small line charts.

make microservice systems highly vulnerable to cascading fail-
ures, where a local failure can propagate along dependency chains
and escalate into large-scale outages. A recent major outage at
Microsoft [6] led to the prolonged unavailability of critical cloud
services and an estimated $5.4 billion loss for affected enterprises,
illustrating the magnitude of this risk. Therefore, quickly and ac-
curately identifying root causes is essential for ensuring business
continuity and maintaining user experience.

In practice, failures in microservice systems rarely manifest as
instantaneous, system-wide outages; instead, they propagate grad-
ually along service dependency chains with non-negligible and
time-varying lags. As illustrated in Figure 1, each service instance
is annotated with a time series of a key performance indicator (KPI),
that is, a critical performance metric reflecting the service’s opera-
tional state (e.g., request latency), and a slight jitter at an upstream
service S1 may first affect its direct callee S2, while indirect down-
stream services S3 and S4 only experience a noticeable performance
collapse after an additional time lag 7. However, these propagation
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lags are not stable across incidents: dynamic traffic patterns and
runtime control policies (e.g., autoscaling and routing) continually
reshape the effective runtime dependency graph and alter how long
it takes for disturbances to reach downstream services. When the
disturbance finally arrives, multiple downstream services may de-
grade within a short time window even though they do not directly
call each other, and their metric curves may exhibit similar fluc-
tuations. This ambiguity makes it difficult to determine whether
such metric co-fluctuations reflect a true causal dependency or are
instead driven by common upstream or environmental factors.

To handle lagged and evolving failure propagation, traditional
RCA methods mainly fall into two families. Single-dimensional
approaches [2, 10, 17, 18, 21, 26, 27] focus on either per-service
temporal patterns or short-range spatial dependencies, and thus
fail to model how upstream states influence downstream ones un-
der time-varying lags. Joint spatio-temporal methods [11, 13, 15,
19, 23, 35, 41, 44, 45] combine temporal encoders with graphs over
microservices to reason over both dimensions, but they typically
decouple temporal and spatial modeling and still emphasize lo-
cal interactions. In practice, such methods typically rely on two
graphs extracted from observability data: physical topology graphs
describing who calls whom and performance correlation graphs
capturing how service metrics co-vary over time. Physical topology
graphs offer interpretable execution paths but only cover observed
communication links and miss hidden dependencies. In turn, perfor-
mance correlation graphs are dense but noisy and often confound
common-cause or synchronized fluctuations with genuine failure
propagation. Some methods [10, 13, 19, 21] exploit both graphs
jointly. However, this coupling is limited: the physical topology
cannot recover unobserved dependencies, and correlations on this
backbone are not corrected for noise or common causes. As a re-
sult, models retain the blind spots of both views and often mistake
short-range co-fluctuations along the topology for genuine causal
influence.

Based on the analysis above, we aim to develop a lag-aware
spatio-temporal causal inference framework that can faithfully
recover failure propagation in microservice systems. However, this
requires addressing two key challenges.

Challenge 1: Modeling Asynchronous Propagation under
Dynamic Lags. In microservice systems, disturbances at an up-
stream service often reach different downstream services after het-
erogeneous, time-varying lags driven by workload, scheduling, and
resource contention. The challenge is to model cross-service causal
dependencies while explicitly accounting for these variable time
lags; when interactions are instead treated as synchronous or with
a fixed lag, models can no longer correctly associate root causes at
time ¢ with symptoms that appear at time ¢ + 7.

Challenge 2: Bridging the Gap between Physical Topology
and Service Performance Correlation. Physical topology offers
sparse but structurally precise call paths, whereas performance
correlation graphs encode dense co-fluctuation patterns among
service metrics that are vulnerable to common causes and noise. In
practice, neither view alone suffices: the physical topology misses
hidden dependencies mediated by shared resources, while perfor-
mance correlation graphs introduce spurious links between services
that are not causally related. The challenge is to bridge this gap
so that learned propagation paths respect the physical topology
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while discounting edges suggested only by non-causal performance

correlations, yielding failure chains that better match how faults

actually spread.

To address these challenges, we propose LagRCA, a lag-aware
spatio-temporal causal inference framework for root cause analysis
in microservice systems. Overall, LagRCA consists of several com-
ponents, and two key modules are specifically designed to address
the two challenges above. (1) Multi-Lag Causal Graph Learning.
This module learns a dynamic multi-lag causal graph that com-
bines physical topology with performance co-fluctuations among
service metrics, separating relatively stable call structure from time-
varying interaction strengths so that the resulting dependencies
respect the physical topology while remaining robust to spurious
performance co-fluctuations. (2) Lag-Aware Spatio-Temporal Rep-
resentation Learning. This module leverages the learned multi-lag
causal graphs as structural priors to drive a spatio-temporal at-
tention mechanism that aggregates multi-lag contextual signals
from causal neighbors, explicitly tying each temporal lag to its
corresponding upstream service. As a result, the learned represen-
tations better capture how upstream anomalies give rise to delayed
downstream deviations. Together with the learned multi-lag causal
graphs, these representations provide accurate spatio-temporal cues
and a solid basis for subsequent root cause localization. In summary,
the main contributions of this paper are as follows:

o We formulate microservice RCA as a lag-aware spatio-temporal
causal inference problem and present LagRCA, a framework that
jointly learns multi-lag causal structures and spatio-temporal
representations.

e We design a lag-aware propagation module that couples the
learned multi-lag causal graph with spatio-temporal attention,
explicitly modeling failure propagation along lagged edges and
capturing time-varying multi-lag effects.

e We introduce a dual-branch causal graph learner that separates
trace-based structural relations from metric-based interaction
strengths and recombines them under joint constraints, yielding
inter-service dependencies that better reconcile call topology
with observed metric co-fluctuations.

e We conduct systematic experiments on public microservice bench-
marks and real incident data from a large Internet enterprise, and
deploy LagRCA in Alibaba’s production microservice environ-
ment, where it improves RCA accuracy and incident handling
efficiency. To ensure better reproducibility, we have made our
code publicly available!.

2 Background

2.1 Data in Microservice Systems

In microservice systems, operators rely on three main streams of
observability data to diagnose incidents: logs, interaction traces, and
runtime metrics [1, 24, 42]. Runtime metrics track the performance
and resource usage of each instance over time, while interaction
traces record how individual requests flow across service instances
together with timing and status information. Logs provide rich
textual context about individual events in the system. In this work,
we focus on traces and metrics because they jointly provide the

!https://anonymous.4open.science/r/LagRCA-76FE
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Figure 2: Metrics and traces for a microservice failure; the red-
shaded regions mark time intervals affected by the incident.

structural and temporal signals required by our lag-aware spatio-
temporal causal model, and we leave the systematic use of logs in
the modeling pipeline for future work.

Runtime metrics are collected at fixed intervals from each in-
stance and expose its operational state over time. Typical metrics
include request latency, throughput (QPS), error rate, and resource
usage such as CPU and memory. Since metrics are observed per
instance and logical services are deployed as multiple runtime in-
stances, we study root cause analysis at the granularity of individual
instances. In Figure 2, for each of the four services as a time series,
and the curves show that performance degradation begins at dif-
ferent times as the failure propagates across services. Synchronous
fluctuations among these per-service series can be further aggre-
gated into performance correlation graphs that connect services
with strongly co-varying metrics, providing a metric-based view of
performance dependencies.

Interaction traces complement metrics by capturing request-level
execution paths: each trace consists of a sequence of timestamped
spans that record which service instance calls which downstream
instance. By aggregating these spans over time, operators obtain the
call edges in Figure 2, forming a runtime call topology that reveals
which services communicate with each other. In this work, we use
traces to recover this time-varying service topology and treat it as a
structural prior over candidate propagation paths. Metrics provide
the instance-level metric time series along this topology, allowing
us to observe when performance anomalies appear on each service
and how their effects are delayed and amplified along propagation
paths, as illustrated in Figure 1. Together, these two views form the
data foundation for the lag-aware spatio-temporal causal modeling
developed in the following sections.

2.2 Spatio-temporal Graph Modeling Paradigm
Spatio-temporal graph modeling aims to jointly capture spatial
dependencies and temporal dynamics in networked systems. In
microservice operations, this task is often formalized as modeling
the evolution of per-service metrics on top of a service call depen-
dency graph, so that algorithms can exploit both who depends on
whom and how each node’s state changes over time. In recent years,
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spatio-temporal graph neural networks (STGNNs), represented by
STGCN [39], Graph WaveNet [34], and DCRNN [14], have become
a prevalent modeling choice for such data.

Although specific architectures vary, these methods typically
follow a spatio-temporal decoupling paradigm. Concretely, a spatial
module (e.g., a graph convolution layer) first aggregates informa-
tion from neighboring nodes within each time slice, and a temporal
module (e.g., an RNN or temporal convolution) is then applied
along the time axis to capture sequential dynamics. By alternating
these spatial and temporal operations, STGNNs factorize the joint
spatio-temporal distribution into two more manageable compo-
nents, which greatly improves scalability and facilitates the reuse
of mature graph and sequence modeling blocks.

However, this decoupling design implicitly relies on a synchro-
nous aggregation assumption: a node’s representation at time ¢ is
updated based mainly on the representations of its neighbors at the
same time step. This assumption is reasonable in many physical-
sensor and traffic applications, where interactions between nodes
can be approximated as instantaneous at the chosen sampling rate.
In microservice systems, as we discuss in Sec. 3, failure propagation
often exhibits pronounced asynchronous and multi-lag behavior
across services, which challenges the suitability of purely synchro-
nous spatio-temporal aggregation and motivates the lag-aware
causal modeling approach developed in this work.

3 Motivation

To provide insight into the complexities of root cause localization
in large-scale production environments, we analyze a represen-
tative cascading failure scenario depicted in Figure 1. This case
study highlights the distinct spatio-temporal evolution patterns of
microservice failures and explains why existing spatio-temporal
modeling paradigms often fall short in industrial settings.

3.1 How do failures propagate with multi-lag
effects in microservice systems?

Temporal propagation pattern. We first revisit the production inci-
dent shown in Figure 1 from a temporal perspective. The failure is
triggered by a transient performance jitter at the upstream service
S1, whose latency and error-rate metrics start to deviate at time ¢.
Due to retry mechanisms, message queue buffering, and timeout
policies that are inherent to microservice architectures, this dis-
turbance does not immediately manifest downstream. Instead, the
direct callee Sy becomes noticeably abnormal only a few minutes
later, and some further downstream services such as S4 remain
stable for an even longer period before their metrics collapse. In-
stead of all services becoming abnormal at roughly the same time,
different instances turn abnormal one after another along the call
chain [36].

As discussed in Sec. 2.2, most existing spatio-temporal graph
neural networks for root cause analysis follow a slice-based syn-
chronous aggregation paradigm. At each time step, they mainly
aggregate information from a node’s neighbors at the same time
step, so the representation of a downstream service at time ¢ is
computed from neighbor representations that are all indexed by ¢.
Even if one enlarges the temporal window or stacks more temporal
layers, the model still lacks an explicit mechanism to connect an
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Table 1: Distribution of maximum propagation lags Atmax
across incidents in D1.

Atmax (minutes) #Incidents  Ratio

< 1 (near-synchronous) 27 18.49%
2-5 (short lag) 94 64.38%
> 6 (long lag) 25 17.12%

upstream anomaly at time ¢ with a downstream deviation at a later
time t + 7 along the call chain. In our incident, when the core down-
stream service Sy raises an alert at t + 7, the early anomaly of the
root-cause service S at time ¢ only appears as a past fluctuation
in S1’s own history and is not explicitly linked to the state of S4. A
model that only performs such synchronous aggregation therefore
tends to treat the anomalies of S; and Sy as separate events instead
of a causally connected propagation pattern [8]. This mismatch
between synchronous modeling and multi-lag propagation exempli-
fies Challenge 1 and calls for an explicitly lag-aware causal learner
that models cross-time, cross-node dependencies.

Empirical incident statistics. To assess whether such multi-lag prop-
agation is an isolated failure or a prevalent pattern in production,
we conduct a systematic analysis of all labeled incidents in our
first industrial dataset D1, which we describe in Sec. 5.1.1. In D1,
all performance metrics are sampled every 1 minute, and we treat
each 1-minute interval as a basic time step ¢. For modeling, we
adopt a sliding window over recent observations and move the
window forward every 1 minute. On this 1-minute grid, we mark
the anomaly onset time of each instance as the first minute when
its metric becomes abnormal. For each incident, we then compute
Atmax as the largest difference between the onset time of the anno-
tated root-cause instance and that of any affected instance. Thus,
At™# directly measures how many minutes it takes for the failure
to propagate from the root cause to the last affected instance.

Table 1 summarizes the distribution of Aty,x across all incidents
in D1. Only a minority of incidents exhibit near-synchronous propa-
gation with Atpayx < 1 minute, while a substantial portion falls into
short-lag (2-5 minutes) and long-lag (at least 6 minutes) categories.
These observations indicate that non-trivial and highly variable
propagation lags are the norm rather than the exception in real
microservice systems. RCA methods that rely on a single short
window or assume near-instantaneous interactions are therefore
prone to miss the true temporal alignment between root causes and
delayed symptoms.

3.2 Where is the Gap between Physical
Topology and Performance Correlation?

Similar patterns can mislead. Beyond lagged propagation, the inci-
dent in Figure 1 shows that performance co-fluctuations among
service metrics can easily mislead microservice RCA. As the fail-
ure escalates to time ¢ + 7 in Figure 1, the intermediate service
Sy forwards anomalous traffic simultaneously to its downstream
services S3 and S4. Although S3 and S4 are physically independent
in the service topology, their metrics deteriorate almost in lockstep
because they are driven by the same upstream disturbance from
Sy. If we only inspect runtime metrics within the incident window,
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S3 and Sy appear to be strongly coupled, even though there is no
direct call relationship between them.

This is exactly where topology and metric signals can become
misaligned. Trace-derived topology provides a sparse but reliable
structural skeleton, whereas metric co-fluctuations form a dense
but noisy graph of statistical associations. Existing dynamic graph
learning methods [16, 20, 37] typically collapse these two views by
learning a single shared weight matrix directly from co-occurrence
patterns. When they observe strong statistical correlation between
S3 and Sy, such models tend to interpret the synchronization as
a strong direct dependency and introduce a spurious causal edge
between them. In reality, however, the high correlation mainly
reflects resonance in traffic intensity induced by Sy, rather than a
genuine physical connection or latent dependency between S3 and
Sa.

Empirical correlation statistics. Our empirical analysis on D1 con-
firms that this topology—metric misalignment is common rather
than exceptional. For each labeled incident, we compute Pearson
correlations p between the key performance metrics of every pair
of services within a time window around the failure and check
whether the pair has a direct call edge in the trace-derived topology.
We find that 56.12% of strongly correlated pairs with [p| > 0.7 have
no direct call relationship, while over 42.86% of trace neighbors
exhibit only weak correlation with |p| < 0.3. This indicates that
graphs learned purely from metric co-fluctuations are prone to
spurious edges, whereas graphs built purely from traces can easily
miss important latent dependencies that only manifest at runtime.

This mechanistic conflation makes the learned graphs prone to
spurious causal links and injects substantial noise into root cause
inference. The resulting ambiguity exposes a clear topology—metric
causality gap and motivates Challenge 2, namely, to explicitly de-
couple the relatively stable physical topological skeleton from time-
varying runtime interaction strengths and then recombine them
under a unified causal modeling framework.

4 Methodology

4.1 Overview

Figure 3 shows the overall architecture of LagRCA, which consists
of a data preprocessing stage and three core modules arranged in
an offline-online workflow.

In our pipeline, data preprocessing first converts raw observ-
ability data into unified latent health-state sequences for each mi-
croservice instance, which are then used by the subsequent mod-
ules throughout the offline-online workflow. In the offline phase,
Module 1: Dynamic Multi-Lag Causal Graph Learning then learns
multi-lag causal graphs that combine physical topology with per-
formance co-fluctuations among service KPIs, separating relatively
stable call structure from time-varying interaction strengths so
that the learned dependencies respect the topology while remain-
ing robust to spurious performance co-fluctuations. Given these
graphs, Module 2: Lag-Aware Spatio-Temporal Representation Learn-
ing applies a lag-aware spatio-temporal attention mechanism to
aggregate contextual signals from causal neighbors across different
lags and trains a predictor that uses the resulting causal spatio-
temporal representations to support accurate KPI prediction and



Bridging the Delay: Lag-Aware Spatio-Temporal Causal Inference for Microservice Root Cause Analysis FSE °26, June 5-9, 2026, Montreal, Canada

Input&Preprocessing 4 Offline Training : Online RCA

Metric Trace

T

( Data Preprocessing J

Skeleton Learning
Intensity Adaptation

Dynamic Multi-Lag Causal Graph Learning

Discrete
Mask M

: Anomaly Graph ‘
7| Scoring Aggregation | |

Dynamic
‘Weights W

Multi-lag Causal
Graphs AT

Multi-modal
Input Tensor X'

Instance Embedding

Lag-Aware Spatio-Temporal
Representation Learning

Upstream Adjustment | :

&b = &%

Causal Graph
Edge

<_I<_

Instance-level
State H

Metric-Temporal
Encoder

Metric Patterns £

' o
' 1
Fusion | X, | 1! O — O\OAO
Predictor [

Rank list Propagation
Chains

Loss L

Function

Figure 3: The framework of LagRCA

anomaly scoring. In the online diagnosis phase, Module 3: Upstream-
Adjusted Root Cause Inference reuses the learned causal graphs and
predictor to compute reconstruction-based anomaly scores, adjusts
these scores according to how well they can be explained by up-
stream propagation along the causal graphs, and finally produces
ranked root cause candidates together with interpretable failure
propagation chains.

4.2 Data Preprocessing and Unified
Representation

The data preprocessing component of LagRCA converts hetero-
geneous monitoring signals into per-instance latent time series
that downstream causal and spatio-temporal modules can directly
operate on.

4.2.1 Multimodal time-series construction and alignment. LagRCA
takes microservice instances as analysis units. For each instance
i, we collect infrastructure metrics (e.g., CPU, memory, network
I/O) together with statistics aggregated from distributed traces
(e.g., request rate, error rate, latency percentiles). All channels are
resampled to a common interval, and the timeline is partitioned into
windows of length L with stride s. Within each window, we compute
the mean of each channel to obtain a temporally aligned tensor
X € RT*NXM ‘We then apply per-metric z-score normalization
using statistics from the offline training set and perform linear
interpolation along time to fill remaining missing values, yielding
a standardized sequence X;; € RM for each instance.

4.2.2 Latent health-state projection. Running causal discovery di-
rectly on the high-dimensional metric space is inefficient and brittle,
as the search space grows with N - M and noisy or redundant signals
may overshadow true cross-instance propagation [28, 46]. There-
fore, LagRCA adopts a lightweight learnable projection to compress
observations into a compact health-state space. For each instance
i and time step ¢, a small multi-layer perceptron (MLP) fy maps
the standardized observation X;; to a D-dimensional latent vector
hy; = fo(%s) € RP, which represents the health state of instance i
at time t. Stacking all instances and time steps yields a latent tensor

H € RTXNXD that fuses multimodal signals while reducing the

feature dimension from M to D, lowering the cost of downstream
causal structure learning and improving robustness to noisy or
redundant metrics. Both Module 1 and Module 2 take H as their
unified input.

4.3 Dynamic Multi-Lag Causal Graph Learning

In microservice incidents, failures propagate across services with
different, time-varying lags, so a single static adjacency matrix
cannot adequately describe their dependencies. To capture lagged

failure propagation, we model the system’s latent dependencies

K

1> where each

as a set of multi-lag causal graphs A; = {Agr)}

AET) € RVXN characterizes causal relationships under lag 7 and

A;T) [i, j] quantifies the direct influence of upstream node j at time
t on downstream node i at time ¢ + 7.

To disentangle discrete structural changes (e.g., circuit breaking)
from continuous traffic fluctuations (e.g., congestion), we decom-
pose each lag-specific graph into a discrete skeleton and a continu-
ous intensity:

Agr) _ Mt(r) o) Wz(T)’ (1)

where M; € {0, 1}}*NXN encodes which cross-instance edges are

present and W; € REXNXN captures their effect strengths. Sepa-
rating the relatively stable call structure in M; from the runtime
statistical dependencies in W; allows the model to follow the phys-
ical topology while flexibly adapting to time-varying interaction
patterns.

Directly parameterizing all lag-specific adjacency matrices is
intractable for large N, as the number of free parameters grows as
O(N?). We therefore employ a dynamic low-rank parameterization
driven by the latent state tensor H. At each time ¢, two lightweight
hypernetworks [9] generate factor matrices Uz, V; € RNX" (r <« N)
that are shared across lags and used to reconstruct full matrices as
U;V,T, reducing the complexity to O(Nr). The same factors param-
eterize both the skeleton M; and the intensity W;, and we apply a
Gumbel-Sigmoid relaxation [12, 22] to obtain differentiable binary
skeletons during training.

To ensure that the learned structures remain physically inter-
pretable, we further impose two structural regularizers. First, we
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incorporate a topology prior derived from aggregated traces, en-
couraging edges that are consistent with observed call paths while
still allowing the model to discover hidden dependencies when
trace information is missing. Second, we apply a differentiable
NOTEARS-based acyclicity constraint [46] to enforce a directed
acyclic graph (DAG) over the aggregated causal graph. The concrete
loss terms implementing these regularizers are given in Sec. 4.4.

4.4 Lag-Aware Spatio-Temporal Representation
Learning

4.4.1 Lag-aware spatio-temporal attention. Having acquired the
multi-lag causal graphs in Sec. 4.3, this module leverages them as
structural priors to guide lag-aware spatio-temporal information
flow and avoid mixing signals from misaligned lags. It builds on
attention-based message passing mechanisms [31, 32] and injects
the learned causal structures as a bias on cross-node interactions.

Let H € RTXNXD denote the latent instance states from Sec. 4.2,
with hy; € RP the state of instance i at time . Given the multi-lag
causal graphs A; = {AET) }I;:l, we design a lag-aware cross-node
attention layer that aggregates information from causal upstream
neighbors at different lags. To encode temporal offsets, we adopt
a learnable relative lag embedding P(") e RP and compute query,
key, and value vectors as

Qi = Wohei, ki—rj=Wghi—rj + P, Viorj = Wyhi—rj,
@
where Wo, Wk, Wy € RP*4 are learnable projections. We then
combine feature similarity and structural priors in the attention
logits:
(0 _ Wik
tij — \/E

where y controls the strength of the structural bias, € is a small

+ylog (A7) +¢), 3)

Logits tij

constant for numerical stability, and AETJ is the learned multi-lag
causal strength from Sec. 4.3. In practice, we apply a softmax over all
candidate upstream nodes and lags to turn these logits into attention
weights, and use the resulting weights to take a weighted sum of
the value vectors v;—¢,j across services and lags. This produces a
single causal context vector m; ; for each instance and time step,
which summarizes the most relevant multi-lag influences from its
causal neighbors.

To mitigate over-smoothing in deep graph models [25, 29], we
fuse this causal context with the original latent state via a gated
residual connection. Concretely, we first compute a gate by con-
catenating h;; and my ;, passing them through a linear layer and
a sigmoid activation, and then use the resulting gate to modulate
how much of m;; should be injected. The gated context is added
back to h;; as a residual update followed by layer normalization,
yielding the final state h‘t”‘;t. Intuitively, the gate lets each instance
decide how much information to absorb from causal neighbors
versus preserving its own dynamics, and h‘t’};t serves as the causal
spatio-temporal embedding for metric-level prediction and anomaly
scoring.

4.4.2  Metric-level temporal encoding and prediction. For each in-
stance i and metric m, we then take a fixed-length sliding window
of its standardized time series up to time ¢ and feed it into a shared
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Transformer-based temporal encoder [31] to obtain a local pattern
embedding e; ; ;. Sharing this encoder across all instances and met-
rics allows it to capture common temporal patterns while keeping
the model parameter-efficient. To predict the next-step value of
metric m, we concatenate the instance-level causal state h?";t with
the metric-level embedding and pass them through a small MLP

gy
Ge+rim = gyl [ R letim 1), (4)

and define the prediction loss L,4 as the mean squared error be-
tween §¢4+1,i,m and the ground truth ys41; m, averaged over normal
training windows.

4.4.3 Structural regularizers and joint objective. To regularize the
multi-lag causal graphs A, and encourage simple, topology-consistent
structures, we further impose two complementary structural con-
straints. A sparsity-and-topology regularizer Lsparse penalizes dense
edges and edges that contradict the trace-derived physical skele-
ton S, while still allowing data-supported latent dependencies to
emerge [30]. In addition, to obtain well-formed propagation paths
for RCA, we enforce acyclicity using a NOTEARS-style DAG con-
straint [46] by applying a smooth acyclicity function to an aggre-
gated adjacency matrix, yielding the loss term Lg,s. The overall
loss of LagRCA combines the prediction loss with the two structural
regularizers:

L= Ltask + )-sparse-Esparse + Adag-ﬁdag, (5)

where Asparses Adag > 0 balance prediction and structure. This joint
objective encourages the multi-lag causal graphs to remain sparse
and topology-aware while supporting accurate metric prediction
and subsequent anomaly scoring.

4.5 Upstream-Adjusted Root Cause Inference

After training converges, LagRCA enters the online diagnosis phase.
At each time window ¢, we use the prediction head in Sec. 4.4 to ob-
tain per-metric residuals and aggregate them into an instance-level
anomaly score vector ry = [ry1,...,r; N] T, for example by averag-
ing or taking the maximum over metrics. Meanwhile, the dynamic
multi-lag causal graphs A; = {Agr) }le learned in Sec. 4.3 provide
the current causal dependency structure among instances. The goal
of this phase is to rank instances by their likelihood of being root

causes and to trace plausible propagation paths for explanation.

4.5.1 Upstream-adjusted root cause scoring. A naive strategy would
directly rank instances by r; ; and treat those with large reconstruc-
tion errors as root causes, as is common in error-based anomaly
localization methods [3, 13], but under cascading failures down-
stream “victim” services may exhibit even larger deviations than
the true source due to amplification[5, 43]. To mitigate this victim-
dominance issue, LagRCA adjusts anomaly scores by explicitly
discounting the portion of each instance’s deviation that can be
explained by upstream propagation. Concretely, we first aggregate
the multi-lag graphs into a single influence matrix G; € RNV*N
by applying an exponential decay over lags, so that shorter lags
receive higher weights. Using W;, we compute for each instance i
an expected propagated error p;; from its upstream neighbors by
combining their anomaly scores according to the corresponding
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influence weights. The final upstream-adjusted root cause score is
Sti = ReLU(rt,i - ﬂPt,i), (6)

where f§ € [0, 1] controls how aggressively we discount propagation
effects. If most of the deviation of instance i can be explained by
upstream abnormalities, p; ; will be close to r;; and the adjusted
score s; ; becomes small, whereas a large residual suggests that i is
more likely to be a root cause. We then rank instances in descending
order of s; ; to obtain the root cause candidate list.

4.5.2  Propagation tracing for explanation. Beyond providing a ranked
list of suspicious instances, LagRCA also traces propagation paths
to assist SREs in understanding how failures spread through the
system. Starting from each top-ranked root cause candidate, we
perform a forward traversal on the aggregated influence matrix
W; to construct a localized propagation subgraph: at each step, we
follow outgoing edges with large influence weights and significant
anomaly scores, and expand until either the influence falls below
a threshold or a maximum depth is reached. This greedy tracing
procedure yields path-like structures such as u — v — w that
reflect likely fault propagation chains [38], and in practice we cap
both the path length and fan-out to keep the generated subgraphs
readable and the online overhead negligible. The resulting root
cause scores and propagation paths together form the final output
of LagRCA for online RCA.

5 Evaluation

In this section, we conduct a comprehensive evaluation of LagRCA
to answer the subsequent research questions (RQs):

e RQ1: Does LagRCA outperform existing methods in mi-
croservice root cause localization?

e RQ2: How much does each key component of LagRCA con-
tribute to the overall performance?

e RQ3: Is LagRCA practical for deployment in terms of com-
putational cost and hyperparameter robustness?

5.1 Experiment Setup

5.1.1 Datasets. We evaluate LagRCA on two complementary datasets
that together reflect both industrial-scale operational complexity
and widely adopted cloud-native benchmarks.

D1is derived from a production-grade, high-fidelity microservice
system deployed on the cloud infrastructure of a top-tier commer-
cial bank. The system consists of 46 microservice instances running
across multiple virtual machines and follows realistic e-commerce
traffic patterns observed in daily operations. The dataset covers five
representative infrastructure failure categories frequently encoun-
tered in practice, including CPU Anomaly, Memory Exhaustion,
Service Interruption, Storage Capacity, and I/O Contention. Each
collected record is annotated with the corresponding root-cause
instances and failure categories.

D2 is built on Online Boutique [7], a widely used open-source mi-
croservice benchmark deployed on a Kubernetes cluster. It contains
41 microservice instances and represents a standard cloud-native ar-
chitecture. To obtain precise ground truth and controlled failure sce-
narios, we inject faults spanning the entire stack, comprehensively
covering infrastructure-level issues (Network, Storage, Resource
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Stress, and Pod Lifecycle) as well as application-level anomalies
(JVM Runtime and Application Logic errors).
Detailed statistics of both datasets are summarized in Table 2.

Table 2: Detailed information of datasets.

Dataset ‘ # Instances # Failures # Time Span # Types # Records

trace 44,858,388

D1 46 146
‘ metric 20,917,746

5 days 5

trace 74,060,870

11 days 7 metric 11,368,258

D2 ‘ 41 161

5.1.2  Metrics. To evaluate the performance of LagRCA against
baseline methods, we employ AC@k and Avg@k, which are widely
adopted metrics in the relevant literature [13, 23, 40]. AC@k denotes
the probability that the true root cause is present within the AC@k
candidates recommended by a method. Given a set of microservice
failure cases A, AC@k is calculated as follows:

1 Yi<k Rali] € Va
AC@k = ==t - - -
a2

min(k, |Vg|)
where R;[i] denotes the ranked list of candidate metrics for mi-
croservice failure case a, while V, represents the set of ground truth
root causes for case a. Avg@k evaluates the overall performance of
each method by calculating the average AC@k. Avg@k is formally
defined as follows:

)

1 .
Avg@k =7 ) AC@j ®)

5.1.3 Baselines. We select six representative root cause analysis
methods for microservice systems as baselines.

These baselines constitute a representative subset of the most
influential recent advancements, demonstrating superior perfor-
mance and high alignment with the research objectives of this study.
First, we selected methods grounded in single-dimension modeling
paradigms, specifically BARO [27] for temporal dimension model-
ing and DyCause [26] for spatial dimension modeling. Second, we
selected four representative approaches based on spatiotemporal
modeling paradigms, namely CauseLens [19], RCD [11], Micro-
Cause [23], and CausalRCA [35]. For all baselines, we follow the
hyperparameter settings recommended in the original papers when-
ever possible; for dataset-specific configurations such as window
length, we tune within the ranges suggested by the authors based
on validation performance to ensure a fair comparison.

5.1.4 Implementation Details. We implement our method using
Python 3.9.7 with PyTorch 2.1.0, scikit-learn 1.0.2, and DGL 0.9.0.
All experiments are conducted on a server equipped with two Intel
Xeon Gold 5416S CPUs, 376 GB RAM and 8 x NVIDIA RTX A6000
GPUs. Each experiment is repeated five times and the results are
averaged to reduce the effect of randomness.

5.2 RQ1: The Overall Performance

Table 3 shows that LagRCA consistently outperforms all baseline
methods on both datasets across all evaluation metrics. The gains
are especially pronounced on AC@1 and Avg@5, indicating that
LagRCA can rank true root causes higher and more reliably than
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Table 3: Comparison of root cause localization accuracy and time cost on D1 and D2. Train (s) denotes total training time on
each dataset, Test (s) is the average inference time per incident, and “-” indicates methods without a separate training phase.

Bold numbers indicate the best performance.

Method D1 D2
AC@1 AC@3 AC@5 Avg@5 Train(s) Test(s) AC@1 AC@3 AC@5 Avg@5 Train(s) Test(s)

BARO [27] 0.246 0356 0.506  0.360 162.83 1.25 0.303 0.424 0.576  0.447 210.63 0.83

DyCause [26] 0.343  0.457 0.493 0.434 - 5.74 0.331 0462 0.569  0.457 - 4.88

MicroCause [23] 0.080 0.104 0.110  0.104 - 1539  0.111  0.164 0.233  0.170 - 11.52

RCD [11] 0.171 0371  0.450  0.325 351.42 1.57 0363 0.546 0.546  0.510 243.32 2.23

CauseLens [19] 0.445 0.514 0.637  0.529  1783.62 0.34 0.391 0497 0.665 0.518  2041.73 0.23

CausalRCA [35] 0.245 0.313 0571  0.405 1643.17 1.34 0.233 0.233 0433 0.306 1578.41 0.61

LagRCA 0.667 0.767 0.858 0.763 821.87 0.93 0.519 0.703 0.883 0.681 930.63 0.88

Table 4: Performance by failure type on D1. Table 5: The evaluation results of ablation study
i D1 D2
Failure Type Count AC@1 AC@5 Variants
CPU Anomaly 40 0675  0.850 AC@l  AC@5  Avg@5 AC@1  AC@5  Avg@5
Memory Exhaustion 26 0.654 0.846 LagRCA  0.667  0.858 0.763 0.519  0.883 0.681
Service Interruption 12 0.500 0.833 cl 0.583 0.775 0.665 0.445 0.632 0.547
Storage Capacity 12 0750  0.833 c2 0620 0813 0715 0488 0846  0.653
/O Contention 57 0.684 0877 c3 0.583 0.808 0.692 0.469 0.790 0.623
c4 0.547 0.808 0.679 0.389 0.753 0.560

competing approaches. On the industrial dataset, we further break
down performance by failure category in Table 4; due to space
constraints, we report this analysis only on D1. LagRCA maintains
high AC@5 across all five categories together with reasonably
strong AC@1, suggesting that its advantages are robust across
heterogeneous incident types rather than being driven by a sin-
gle dominant failure class. The weaker performance of baselines
mainly stems from their limitations in modeling delayed propa-
gation. Temporal-only methods such as BARO rely on anomaly
magnitude and thus favor downstream services where deviations
are amplified. Spatial-focused approaches like DyCause dynami-
cally update dependency graphs but lack explicit modeling of vary-
ing time lags, making them vulnerable to spurious dependencies
caused by synchronized fluctuations. Joint spatio-temporal meth-
ods (CauseLens, RCD, MicroCause, CausalRCA) combine temporal
signals with service graphs, yet their fixed-window or static causal
structures implicitly assume near-synchronous interactions and
struggle with asynchronous, long-range effects. In contrast, LagRCA
aligns service states across multiple time lags and adjusts anomaly
scores by discounting explainable upstream impacts, effectively
suppressing propagated symptoms and consistently prioritizing
true failure sources. In terms of computational cost, LagRCA in-
curs moderate offline training overheads that are comparable to or
lower than several graph-based causal baselines, while maintaining
sub-second inference latency per incident on both datasets. This
level of efficiency is sufficient for online diagnosis in large-scale
microservice environments.

5.3 RQ2: Ablation Study

To answer RQ2, we conduct an ablation study to quantify the con-
tribution of each core component in LagRCA. Based on the full
model, we construct four variants, each removing a single module
while keeping all other settings unchanged:

e c1: Removes causal structure learning and performs message
passing only on the static call graph.

e c2: Disables the structure-intensity decoupling and instead
learns a single dynamic adjacency matrix.

o c3: Replaces the Lag-aware spatio-temporal attention (L-
STA) with a standard temporal Graph Convolutional Net-
work (GCN).

o c4: Drops the upstream adjustment strategy and ranks can-
didates solely by raw reconstruction error.

Table 5 shows that the full LagRCA consistently outperforms all
variants across AC@1, AC@5 and Avg@5 on both D1 and D2.

Comparing LagRCA with c1 confirms that relying only on static
topology fails to recover the true delayed propagation chains, and
that a dynamic multi-lag causal graph is essential for capturing how
service states influence each other across several time steps. The gap
between ¢2 and the full model indicates that explicitly decoupling
edge existence (topology) from time-varying influence strength
yields cleaner causal structures and more stable intensity estimates,
thereby improving localization robustness under diverse failure pat-
terns. The degradation in ¢3 shows that standard temporal GCNs
tend to misinterpret synchronous correlations as causality in the
presence of time-lagged failure, whereas the lag-aware attention
in L-STA helps LagRCA focus on genuine cross-temporal depen-
dencies. Finally, the drop observed in c4 verifies the necessity of
upstream adjustment: without discounting the reconstruction error
that can be explained by upstream services, downstream services
that are only passively affected and exhibit amplified anomalies are
frequently ranked above true root causes.

Overall, these results demonstrate that the four modules of La-
gRCA — multi-lag causal structure learning, structure-intensity
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Figure 4: Parameters sensitivity on LagRCA.

decoupling, L-STA, and upstream adjustment — play complemen-
tary roles in modeling delayed cascading failures. Removing any
single component inevitably weakens the root cause localization
performance of LagRCA to varying degrees.

5.4 RQ3: Hyperparameters Sensitivity

We study the sensitivity of LagRCA to three key hyperparameters:
the lag window size K, the upstream adjustment coefficient 8, and
the sparse regularization weight Asparse, as shown in Figure 4. Over-
all, LagRCA remains stable within a broad range of settings on
both datasets. For the lag window K, the results exhibit an inverted
U-shaped trend: a very small window cannot cover delayed propa-
gation and leads to underfitting, while an excessively large window
introduces historical noise; setting K around 5 provides a good
trade-off. For the adjustment coefficient , moderate values clearly
improve AC@1 by suppressing false positives on downstream ser-
vices, whereas overly small values reduce LagRCA to ranking by
raw reconstruction error and overly large values over-correct the
anomaly scores of true root-cause services. Finally, LagRCA is ro-
bust to the sparse regularization weight Asparse in the range of 1074
to 1072: too little regularization yields dense graphs with spurious
edges, and too strong regularization removes useful propagation
paths. These observations suggest that operators can select K, f§
and Asparse from the above intervals to obtain reliable performance
without heavy tuning effort.

6 Discussion

6.1 Deployment

To assess the industrial viability and business value of LagRCA, we
integrated the framework into the observability platform of Alibaba
for a three-month implementation, where the deployed LagRCA ser-
vice shares the same GPU server configuration as our experimental
setup in Section 5.1.4. As illustrated in Figure 5, the deployment fol-
lows a dual-stage workflow that combines periodic offline learning
with real-time online inference. In the offline stage, the model is
regularly updated using historical metrics and trace data from the
past three days so that the learned multi-lag causal graphs can track
recent changes in microservice dependencies. In the online stage,
whenever a high-severity business alert is triggered, the system
ingests the corresponding real-time metric streams and trace sam-
ples, runs LagRCA, and generates a diagnostic report with ranked
root-cause services and candidate failure propagation chains. Dur-
ing the stable operation period, the system automatically processed
hundreds of incident cases per month without manual intervention,
demonstrating that it can handle production alert volumes under
high-throughput conditions.
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Figure 5: Deployment architecture of LagRCA.

To understand the operational benefits, we benchmarked this au-
tomated workflow against the traditional manual troubleshooting
process used by SRE teams. Prior to the introduction of LagRCA, re-
solving complex microservice cascading failures typically required
an emergency squad of 3-5 senior SREs to collaboratively inspect
logs and dashboards across teams, often resulting in a mean time to
identify the root cause exceeding 30 minutes. With LagRCA acting
as an intelligent diagnostic assistant, the end-to-end latency from
alert to root-cause ranking is reduced to less than 0.9 seconds, and
online inference uses less than 10% of one CPU socket and under
5% of one GPU, which is negligible compared with the existing
monitoring and logging workloads on the same server. The visual-
ized propagation chains produced by the system make the causal
rationale behind the ranking explicit, helping engineers quickly fil-
ter out false suspects and focus on truly influential services, which
in turn shortens the overall time to mitigation. Across the three-
month deployment period, the system achieved an empirical AC@5
of over 80% when cross-checked against post-mortem root-cause

labels.
6.2 Case Study

To demonstrate the interpretability and effectiveness of our frame-
work, we conducted an in-depth analysis of a real-world cascading
failure within an online ticketing microservice system. As illus-
trated in Figure 6, the incident originated from a memory leak
(manifesting as frequent Full GC) in the upstream Recommendation
Service C, starting at 09:07. However, due to middleware buffering
and retry mechanisms, this minor perturbation did not trigger im-
mediate alerts. Instead, it propagated with a significant lag of 3 to 5
minutes, causing a QPS surge in the downstream Product Services
B and D, which eventually led to a sharp drop in the success rate of
the Frontend Service A at 09:13. During the propagation process,
the downstream node B exhibited more severe metric fluctuations
than the root cause C.

In contrast, LagRCA successfully pinpointed the true origin by
leveraging lag-aware causal inference and upstream impact calibra-
tion. The model accurately identified that Service C significantly
affected Service B after a specific delay, which subsequently induced
anomalies in Service A, thereby reconstructing the failure propaga-
tion skeleton across time windows without manual intervention.
Addressing the intense metric fluctuations in the downstream node
B, the algorithm calculated and subtracted the expected error com-
ponent transmitted from the upstream Service C. This operation
significantly suppressed the endogenous anomaly score of B. Con-
versely, since the anomalous fluctuations in Service C could not be
explained by other nodes in the system, its characteristics as an en-
dogenous failure source were amplified, securing its top position in
the root cause list. This analysis ultimately produced a propagation
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Figure 6: LagRCA on a production incident

path consistent with the diagnosis by SRE experts, demonstrating
the robustness of the model in handling long-lag cascading failures
and suppressing false alarm noise.

6.3 Lessons Learned

6.3.1 Topology-Guided Learning. In online microservice systems,
service topology and effective propagation lags change frequently
due to canary releases and scheduling policy updates. In our early
prototype, call relationships derived from traces and configura-
tion, together with historical lag patterns, were treated as hard
constraints in the causal graph learner. However, once the topol-
ogy was reconfigured or new paths emerged, the model suffered
sharp drops in root cause localization performance. A more robust
practice is to treat topology and lag patterns as soft priors: they
define the search space and regularize multi-lag causal structure
learning, while still allowing moderate deviations to capture latent
dependencies and remain robust as the system evolves.

6.3.2 Result Interpretability. After deployment, we observed that
returning only a single suspected root-cause service with a con-
fidence score was insufficient to support SREs’ troubleshooting
decisions and to build trust in the model. SREs care more about
where a failure originates, along which service paths it propagates,
and over what time span it reaches the current alerting point. We
therefore changed the system to output a ranked list of candidate
propagation chains, accompanied by aligned views of key KPIs
along each path. Internal feedback indicates that these path-based,
time-aware explanations substantially increase the likelihood that
the model’s suggestions are adopted and make it easier to reuse the
results in ticket documentation and post-mortem analysis.

6.3.3 Incident Workflow Integration. We also learned that an RCA
system, even with high offline accuracy, will not be widely adopted
unless it fits naturally into existing incident management work-
flows. On-call engineers already juggle alert dashboards, logging
systems, and ticketing tools, and they are reluctant to open another
standalone interface during high-pressure incidents. To reduce this
friction, we integrated LagRCA’s outputs into the observability
platform by attaching ranked suspects and propagation chains to
the original alerts and by providing short summaries that SREs
can reference in incident tickets and post-mortem reports. This
tight integration lowered the cognitive and operational overhead
of using LagRCA and was repeatedly highlighted by SREs as a key
factor for daily adoption.

Shenglin Zhang, et al.

7 Related Work

Single-dimensional methods : Single-dimensional methods for
root cause analysis in microservice systems typically model only
a single perspective, describing failure propagation from either a
temporal or a topological viewpoint. BALANCE [2] and BARO [27],
perform anomaly detection and root cause localization over multi-
variate metric streams through Bayesian modeling and change point
detection. PDiagnose [10] further integrates KPIs, logs, and traces,
and localizes root-cause services and metrics by combining unsuper-
vised detection with rule-based diagnosis and voting mechanisms.
Another line of work, including Microscope [17], MS-Rank [21],
and DyCause [26], emphasizes topology- or causality-aware model-
ing. These approaches construct dependency or causal graphs from
tracing data, monitoring metrics, or time-series causal analysis, and
identify root causes through anomaly propagation analysis or back-
ward tracing. Although effective in practice, single-dimensional
methods treat temporal modeling and structural propagation in
isolation. As a result, they are susceptible to noise and implicit
dependencies, which limits the accuracy and robustness of root
cause localization in complex production environments.

Joint spatio-temporal methods : Joint spatio-temporal methods
characterize failure propagation across both temporal and struc-
tural dimensions by integrating temporal modeling with service
topologies or causal graphs within a unified framework. Recon-
RCA [45], which follows an offline reconstruction—online localiza-
tion paradigm and imputes missing metrics using a spatio-temporal
Seq2Seq model before localizing root causes through cross-service
attention mechanisms. CauseLens [19] constructs a heterogeneous
causal graph from tracing data and jointly infers root causes and
their propagation paths by combining structural causal modeling
with counterfactual analysis. CausalRCA [35] learns a weighted
causal graph from monitoring time-series data and applies graph-
based ranking to identify fine-grained root-cause metrics. Although
these methods formally integrate temporal information with ser-
vice topology, they still treat temporal modeling and graph-based
reasoning in isolation. This separation makes it difficult to con-
sistently capture cross-service interactions and to distinguish the
true causes of synchronized metric fluctuations, thereby limiting
localization accuracy and robustness in complex failure scenarios.

8 Conclusion

This work presents LagRCA, a lag-aware spatio-temporal causal
inference framework for incident diagnosis in large-scale microser-
vice systems, operating on multimodal observability data from
metrics and traces to help maintain service availability and user
experience. LagRCA jointly learns a multi-lag causal graph and a
lag-aware propagation encoder that separate trace-derived physical
topology from metric-based interaction strengths, yielding prop-
agation paths that better match real failure dynamics, improving
instance-level localization accuracy, and providing path-based ex-
planations aligned with SREs’ understanding of how faults spread
through microservice call chains. Experiments on public microser-
vice benchmarks and real incident data from a large Internet en-
terprise, together with a three-month deployment in Alibaba’s
production environment, show consistent gains over strong RCA
baselines and substantially reduced manual troubleshooting effort.
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