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Abstract—Failure localization in microservice environments is
increasingly challenging. While large language models (LLMs)
have shown promise in software engineering tasks, existing ap-
proaches struggle to effectively integrate multi-modal telemetry
data (e.g., log, metric and trace) and provide interpretable
results. This paper presents LocaleXpert, a novel failure local-
ization system that combines specialized LL.M-based agents with
traditional AIOps methods to diagnose issues in microservice
environments. LocaleXpert introduces three key innovations:
(1) a modular pipeline that transforms metrics, logs, and traces
into natural language descriptions that LLMs can effectively
process, (2) specialized expert agents that analyze each data type
and collaborate to identify root causes, and (3) an interpretation
mechanism that produces clear, actionable explanations of its
reasoning process. Evaluation results show that LocaleXpert
significantly outperforming baseline approaches in both accuracy
and interpretability. The system has been successfully deployed
in Microsoft’s AIOpsLab benchmark, demonstrating its effec-
tiveness.

Index Terms—Large language model, failure localization, mi-
croservice.

I. INTRODUCTION

In today’s rapidly evolving microservice platforms, system
failures can have profound impacts on business operations,
leading to significant downtime, data loss, and financial reper-
cussions [1]], [2], [3]. In this context, accurate and efficient
failure localization has become a critical component of effec-
tive software management and operational resilience [4], [15],
[6].

Failure localization, often considered as part of the broader
root cause analysis (RCA) process, focuses specifically on
identifying and pinpointing the source of a system failure.
This process begins with observed system-wide symptoms
and systematically narrows down the investigation to iden-
tify the underlying root cause [7], [8]. Based on the real-
world failure diagnosis requirements from Microsoft’s cloud
operations, failure localization needs to identify root causes at
two granularity levels: (1) the root cause instance level, which
pinpoints the specific service or component that triggered the
failure, and (2) the root cause metric level, which identifies the
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key performance indicators or metrics that exhibited anoma-
lous behavior leading to the failure [9]], [10]. This dual-level
localization provides both the concrete failing entity and the
underlying problematic measurements, enabling operators to
quickly localize and resolve issues.

To effectively localize failures, microservice system oper-
ators typically collect three types of monitoring data: traces,
logs, and metrics. Traces are tree-structured data that record
the detailed invocation flow of user requests. Logs are semi-
structured text that record hardware and software events of
a service instance. Metrics are time series indicating ser-
vice status, including system metrics (e.g., CPU utilization,
memory utilization) and user-perceived metrics (e.g., average
response time, error rate). Most automatic failure localization
approaches of microservice rely on single-modal data to cap-
ture failure patterns. However, relying solely on single-modal
data for localizing failures is not effective enough for two
reasons. First, a failure can impact multiple aspects of a service
instance, causing more than one modality to exhibit abnormal
patterns. Using just one data source cannot fully capture these
patterns and accurately distinguish between different types of
failures. Second, some types of failures may not be reflected in
certain modalities, making it difficult for methods relying on
that modality to identify these failures [3]]. These observations
highlight the importance of incorporating multi-modal data for
robust failure localization.

In recent years, the application of large language mod-
els (LLMs) in failure localization has shown promising re-
sults [11], [12]. LLMs have demonstrated potential in im-
proving diagnostic efficiency and accuracy by leveraging their
ability to process and understand vast amounts of textual
data [[13], [14]. However, current failure localization methods
based on LLMs encounter several significant limitations. First,
these methods struggle to effectively process and integrate
multi-modal data that originates from a variety of sources.
Since LLMs are primarily designed to process textual data,
they face challenges in handling structured data such as
metrics and traces. Second, there is a notable issue with
the interpretability of the models used in failure localization.
Many approaches based on LLMs tend to directly output root
cause analysis results without providing systematic and com-
prehensive reasoning processes or proper explanations [12].
This lack of transparency undermines trust in the models’



outputs, which is crucial for operators who need to make
informed decisions based on these results. Third, existing
methods which rely solely on LLMs may lack the ability to
establish true cause-and-effect relationships between system
components, events, and failures. While LLMs can identify
correlations and patterns in data, they struggle to determine
whether one event or condition actually caused another failure,
rather than just occurring around the same time. This limitation
is particularly important in microservice environments where
complex chains of interactions between services can make it
difficult to distinguish between true root causes and coinci-
dental events that happen during a failure.

This paper proposes LocaleXpert, a novel failure localiza-
tion system that leverages LLMs to diagnose issues in mi-
croservice environments. LocaleXpert introduces an efficient
data transformation pipeline that naturally bridges structured
and unstructured information. The log data is easy to be pro-
cessed by the LLM-based experts in LocaleXpert. As for struc-
tured data like traces and metrics, our approach generates text
descriptions from them, overcoming the inherent limitations
of text-only models. To ensure accurate failure localization,
LocaleXpert introduces a prompt engineering strategy where
prompts are dynamically composed based on the observed
failure patterns. These prompts incorporate domain-specific
heuristics and operational knowledge, enabling the LLM to
perform targeted reasoning about specific microservice com-
ponents and failure propagation patterns. Furthermore, Locale-
Xpert integrates external failure localization modules. This hy-
brid approach combines the strengths of LLM-based reasoning
with traditional failure analysis methods, ensuring robustness
and flexibility in addressing complex microservice failures.
Through deployment in Microsoft’s AIOpsLab benchmark [9],
[15] (more details can be found in Section [IV)), LocaleXpert
has showcased remarkable practical value. When integrated
into AIOpsLab’s pipeline, the system successfully diagnosed
various types of failures across different microservice appli-
cations. LocaleXpert also provided clear, actionable insights
that helped operators implement targeted mitigations.

It is important to emphasize that LocaleXpert is not a
new failure localization method in itself. Rather, its accuracy
is determined by the external failure localization modules it
integrates, which can be replaced as technology advances. Our
primary contribution lies in automating and humanizing the
failure localization process through interactive communication
and interpretation modules that enhance understandability and
trustworthiness.

In summary, this paper makes the following contributions:

1) We propose LocaleXperlﬂ a novel agent-based frame-
work that orchestrates and automates failure localization
by integrating LLMs with traditional metric and trace-
based anomaly detection and failure localization methods.
Unlike most existing approaches, LocaleXpert is not a
new failure localization method but rather a platform
that enhances existing methods with automation, natural
language interaction, and interpretability.

'Our implementation of LocaleXpert is available at |https://anonymous.
4open.science/r/LocaleXpert-2D6A.

2) We implement an efficient multi-modal data transfor-
mation pipeline that converts structured operational data
(metrics, traces) and unstructured data (logs) into natural
language representations that LLMs can effectively pro-
cess. The system includes fallback mechanisms to handle
scenarios with missing or incomplete data modalities,
addressing real-world operational challenges.

3) We develop an LLM agent interpretation mechanism that
enhances the interpretability of failure localization results,
enabling users to understand the reasoning process and
build trust in the system’s outputs. This mechanism pro-
vides detailed explanations for why certain components
or metrics were identified as potential root causes.

4) We evaluate LocaleXpert through comprehensive experi-
ments using microservice failure datasets and demonstrate
its ability to improve the interpretability and user expe-
rience of failure localization. We pilot LocaleXpert into
Microsoft’s AIOpsLab, where representative cases have
been collected, demonstrates the system’s effectiveness
in localizing complex software failures.

II. BACKGROUND AND RELATED WORK
A. Failure Localization

Failure localization in large-scale microservices is a key
focus within the Artificial Intelligence for IT Operations
(AIOps) community. This field aims to identify the root causes
of system failures using observable data like logs, metrics,
and traces. Numerous methods have been proposed for fail-
ure localization, leveraging these diverse data sources. Some
approaches use logs to construct causality graphs, visualizing
relationships between system components and failures [16],
while others explore techniques to aggregate logs [17], [18]].
Methods also analyze traces to uncover system topology and
interactions between services [19]], [S], [20]. Additionally,
metrics-based methods identify faulty services or build causal-
ity graphs to diagnose failures [211], [22], [23], [24]. Single-
modal data often fails to comprehensively reflect the state
of software systems, as certain failures may only manifest
anomalies in specific modalities. This limitation can lead to
insufficient diagnostic accuracy in single-modal approaches. In
contrast, multi-modal data provides multidimensional insights,
offering a more holistic understanding of fault causes and
impacts, effectively addressing the shortcomings of single-
modal methods. Recent approaches integrate logs, metrics,
and traces for improved accuracy and efficiency [25], [3]. Our
research advances this by using large LLMs to enhance root
cause analysis, offering greater accuracy and interpretability.

B. LLM Agents

LLMs are powerful tools for generating human-like text,
excelling in natural language processing and reasoning. Recent
advancements have turned them into “agents” that can interpret
complex inputs, make decisions, and execute tasks through
natural language understanding and structured reasoning [26],
[27], [28]. LLM agents surpass traditional systems by accu-
rately processing unstructured text, maintaining context for
complex scenarios, and generating detailed explanations of
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their reasoning, which enhances transparency for failure di-
agnosis. Our research focuses on developing specialized LLM
agents to effectively diagnose and resolve microservice failures
while ensuring transparency and reliability in their decisions.

C. LLMs in Failure Localization

In recent years, LLMs have shown significant promise in
automating complex processes, including failure localization.
For instance, Ahmed et al. [[L1] proposed fine-tuning the
GPT-X model specifically for root cause identification and
mitigating production incidents. However, the substantial size
of large models demands significant GPU resources for fine-
tuning, and as new data emerges, continuous fine-tuning is
required. This process is both resource-intensive and time-
consuming, which limits its scalability for real-world applica-
tions. In response to this, Zhang et al. [29] introduced an in-
context learning approach for automated root cause analysis,
allowing the model to avoid resource-intensive fine-tuning. By
providing relevant historical events as contextual examples,
this method equips the LLM with domain-specific expertise,
enabling it to generate accurate root causes while reducing
computational and maintenance costs. Furthermore, Chen et
al. [12] developed RCACopilot, a system that collects multi-
modal diagnostic data using predefined handlers. By system-
atically gathering and analyzing diagnostic information from
various sources, it provides a comprehensive event perspective
for root cause analysis, enabling the LLM to autonomously
predict and explain root causes. Additionally, it reduces the
cognitive load on operators and improves response speed
and processing efficiency. However, all previous methods rely
on powerful external API models and failed to address data
privacy issues when using LLMs. To address this issue, Wang
et al. [30] implemented a tool-augmented LLM on a locally
deployed model, utilizing external tools as agents to enhance
the model’s effectiveness in RCA tasks. Despite advancements,
challenges remain in improving the interpretability and ex-
plainability of LLMs in failure localization. The decision-
making processes of existing methods often lack transparency.
Additionally, better integration with multi-modal data (e.g.,
log, metric and trace) is essential for achieving comprehensive
failure localization.

III. METHODOLOGY
A. System Overview

We propose a novel failure localization framework, Locale-
Xpert, that utilizes LLM-driven multi-agent collaboration. As
depicted in Figure [T} LocaleXpert’s workflow begins by pro-
cessing an query for a failure localization task. First, the sys-
tem pulls telemetry data from AIOpsLab [15] and filters it with
a filter layer (Service/Instance Filter 1 in the figure) based on
relevant dimensions such as time, service, or instance to isolate
pertinent information. This filtered data is then routed through
specialized pipelines tailored for traces, metrics, and logs. In
the trace pipeline, the filtered trace data is analyzed to generate
anomaly descriptions and perform failure localization. Both
the anomaly and failure localization results are passed to
the Trace Expert, an LLM designed to interpret trace-related

issues. Similarly, in the metric pipeline, filtered metric data
undergoes anomaly detection and failure localization, with
these results being sent to the Metric Expert. Before the system
processes the metric and log data, it undergoes an additional
layer of filtering (Service/Instance Filter 2 in the figure) based
on the root cause service identified by the trace module. This
filtering ensures that only the monitoring data collected from
the specified root cause service is retained, allowing the system
to focus on the most relevant information. In some cases when
the trace pipeline is unable to provide a valid root cause
service, the system will then shift its focus to the log data. A
specialized LLM is employed in Service/Instance Filter 2 to
analyze the log data and identify potential root cause services.
This fallback mechanism ensures that even when trace data
alone is insufficient, the system can still effectively localize the
failure. In the log pipeline, the system processes the filtered
log data directly, as logs are already in natural language form,
making them easily interpretable by the Log Expert. Finally,
the Failure Localization Expert consolidates the results from
all three data type experts to produce a comprehensive and
accurate failure localization conclusion, which is returned to
AlOpsLab for evaluation.

B. Multi-Modal Data Processing

1) Data Collection and Preprocessing: When a failure oc-
curs in a microservice environment, operators can ask Locale-
Xpert to analyze the system’s monitoring data to identify
the root cause of the failure. The system first uses LLM to
parse the user’s query and determine the relevant time window
for the analysis, as demonstrated in Figure [2] If no time
information can be detected from the user’s query, the system
will prompt the user to provide a time window. If the time
window is unclear, the system defaults to a predefined time
window (e.g., the past 6 hours) from the moment the query
is submitted. It then collects monitoring data from various
sources in that time window, including metrics, logs, and
traces. Each of these data modalities provides unique insights
into the state and behavior of the microservice system. Metrics
data typically consists of time-series information about system
performance, resource utilization, and other quantitative mea-
sures. The preprocessing of metrics data involves several steps:
normalization to ensure consistency across different scales,
and time-series alignment to correlate metrics from different
sources. Log data comprises textual records of system events,
error messages, and other qualitative information, providing
contextual information about system behavior. The preprocess-
ing of log data includes filtering to remove irrelevant entries
and tokenization to prepare the text for further analysis. Trace
data represents the flow of requests or transactions through
the various components of a distributed system. It provides
insights into the dependencies between different services and
the performance of individual components. Preprocessing of
trace data involves reconstructing the complete path of re-
quests, identifying service boundaries, and extracting relevant
performance metrics.

2) Anomaly Detection Module: For metrics and traces, the
system implements dedicated anomaly detection algorithms.
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Fig. 1. The system architecture of LocaleXpert.

These anomaly detection algorithms are used to identify
deviations from normal behavior in the monitoring data that
may indicate the presence of a failure.

For metrics, we choose the 3-sigma rule as the anomaly
detection algorithm [31]. This statistical rule states that for a
normal distribution, approximately 99.7% of all data points
fall within three standard deviations of the mean, making any
points outside this range statistically significant outliers worth
investigating. This algorithm is widely used in practice and
provides a simple yet effective way to detect anomalies in
metric data [32]. Experimental results have shown that 3-
sigma can accurately identify outliers and unusual patterns
in metrics, making it a suitable choice for our system. we
also acknowledge its limitations for metrics that follow non-
Gaussian patterns, such as error rates, which often exhibit
long-tail distributions. To address this limitation, our modular
design allows for easy substitution of alternative anomaly
detection methods based on the distribution characteristics of
specific metrics. For metrics with non-Gaussian distributions,
operators can configure LocaleXpert to use alternative methods
such as (but not limited to) the following: (1) Density-based
approaches like DBSCAN, which can handle arbitrary distri-
bution shapes; (2) Percentile-based methods that use quantiles
rather than standard deviations; (3) Deep learning approaches
such as OmniAnomaly [33] or USAD [34], which can ef-
fectively detect trend changes in addition to level shifts and
spikes.

The trace anomaly detection module focuses on identifying
unusual patterns in request flows or performance metrics
derived from traces. This includes techniques for detecting
long latencies, unusual service dependencies, or deviations
from expected request patterns. We choose Trace Anomaly [35]]
as the anomaly detection algorithm for trace data, which lever-
ages unsupervised learning techniques to identify and learn
normal trace patterns during offline training. Its deployment
in multiple online services has demonstrated exceptional recall
and precision, significantly surpassing traditional methods and
other baseline algorithms, making it the ultimate choice for
robust trace anomaly detection in LocaleXpert.

In terms of log analysis, we discovered that normal log data
surrounding the time of an incident can significantly aid LLMs
in grasping the context of the failure. Providing the complete

log data from the entire event window yields better results for
fault localization compared to inputting only the anomalous
logs into the model. Consequently, we opted not to perform
anomaly detection on the logs.

We use these algorithms as our default anomaly detection
approaches. However, LocaleXpert is designed as a modular
framework rather than a single failure localization method.
Like described earlier, if operators find that this method does
not suit their specific data patterns, they can easily swap it out
for other anomaly detection algorithms. The module’s mod-
ular design supports straightforward integration of alternative
methods, allowing teams to tailor the detection strategy to their
unique monitoring needs.

3) Anomaly Description Module: A critical component of
the system is the anomaly description module, which trans-
forms the raw data and detected anomalies into a format that
can be easily understood by LLMs using a series of predefined
rules and deep learning models. This module acts as a bridge
between the quantitative anomaly detection results and the
qualitative interpretation needed for human understanding.

While transforming structured data (metrics and traces) to
text descriptions inevitably involves some information ab-
straction, LocaleXpert employs several techniques to mini-
mize information loss: (1) Temporal relationship preservation:
When describing metric anomalies, our templates explicitly
include timing information including start time, end time,
and duration, preserving the temporal relationships that are
critical for understanding failure propagation. (2) Relative
magnitude context: Rather than only reporting absolute val-
ues, descriptions include relative changes (e.g., “increasing
from X to Y, a Z% change”) and comparisons to historical
norms, helping maintain the context of the anomaly’s severity.
(3) Structural relationship encoding: For traces, the description
templates preserve the hierarchical call paths and parent-child
relationships between services, ensuring that error propagation
patterns are not lost during the text conversion. (4) Multi—
granularity descriptions: The system generates descriptions at
multiple levels of detail, from high-level summaries to detailed
explanations of specific anomaly characteristics.

To clarify the implementation specifics and how we mini-
mize information loss during this transformation, we present
the description generation process in Algorithm [I]



Algorithm 1 Anomaly Description Generation Process

Input: Metric Anomalies A, Trace Anomalies Ap, Metric Data Dy,
Trace Data D

Output: Set of Textual Descriptions S

1: Initialize description set S < )

2: for all metric anomaly a € Aj,s do

3: fstat < EXTRACTSTATS(a,Djs) {Extract start/end time, peak,
mean, std dev}
Ptype < PATTERNMATCHER(a, Djs) {Classify pattern: spike, dip,
increase, decrease, level shift up/down, fluctuations, etc.}
5: ttemplate <= SELECTTEMPLATE(Dtype)
6: Sdesc < FILLTEMPLATE({templates fstat)
7.
8

e

. S« 8SU {sdesc}

: end for
9: for all trace anomaly a € Ap do
10: pathcyrr < GETCALLPATH(a, D)
11: if ISSTRUCTURALANOMALY(a) then

12: pathg;py < COMPARESTRUCTURE(pathcyrr, BaselinePath)

13: Sdesc < FORMATSTRUCTUREDESC(a.tracel D, pathg;y s)

14: else

15: nodesgioyw <— IDENTIFYSLOWNODES(pathcyrr, 3-Sigma)

16: Sdesc — FORMATTIMEOUT-
DEsc(a.tracel D, pathcyrr, nodesgiow)

17: end if

18: SFSU{SdeSC}

19: end for

20: return S

In detail, for metrics, the description module generates
textual summaries of the observed anomalies, including infor-
mation about the affected metrics, the magnitude and duration
of deviations, and any relevant contextual information. For
the recognition of metric anomaly patterns, we use a deep
learning-based anomaly pattern classification model called Pat-
ternMatcher [36], which classifies anomalies into 11 common
patterns. For example, a CPU usage spike can be described as

The cpu_kernel_norm_pct metric for the service logservice2 is abnormal,
displaying an anomaly pattern characterized by multiple spikes. This
anomaly began on 2021-07-02 at 00:09:12 and ended at 00:23:42, reaching
a peak of 0.002457, which is an increase from the previous value of
0.001223. The anomaly score is 1.16.

For trace data, the description module generates narratives
that explain the flow of requests through the system, high-
lighting any unusual patterns or performance issues. This can
include descriptions of service dependencies, latency issues, or
errors encountered during request processing. Considering that
anomalies in traces can be categorized into two types: call path
anomalies (such as interruptions caused by network failures,
service crashes, or other unexpected events) and call timeouts
(such as network request timeouts caused by network delays,
packet loss, or target server failures), LocaleXpert designs two
templates for describing trace anomalies. For example, a call
path anomaly might be described as

There is a structural anomaly in the trace. The trace ID is
d3e78653683c2cbe, with the trace call starting at 2021-07-02 00:18:44
and ending at 00:18:56.

A call timeout anomaly is detected when the execution time
exceeds the expected duration, calculated using the 3-sigma
principle based on historical normal call path propagation
times. It can be described as
The trace call with trace ID ea6799e3d0dfb480 timed out. It started at
2021-07-02 00:20:54 and ended at 00:20:56, following the call path:
webservice2 -> logservicel -> logservice2 -> dbservice2 -> redisservicel.
Several services exhibited anomalies:

o logservice2: Call time was 1788 ms, exceeding the normal upper limit

by 1056 ms.

o logservicel: Call time was 1866 ms, exceeding the normal upper limit
by 1030 ms.

o webservice2: Call time was 2150 ms, exceeding the normal upper
limit by 976 ms.

o dbservice2: Call time was 1743 ms, exceeding the normal upper limit
by 1090 ms.

As for log data, since logs are already in textual format,
we do not need to generate additional descriptions. Instead,
we preprocess the logs to remove irrelevant entries and input
them directly into the LLM for further analysis.

While our anomaly description module uses predefined
templates, we emphasize that these templates are designed
with atomic, composable features rather than rigid, monolithic
patterns. Each template extracts fundamental characteristics
that can be freely combined to describe various anomaly types.
For metrics, the atomic features include: anomaly pattern type,
temporal boundaries, magnitude information, and statistical
indicators. For traces, the atomic features comprise: structural
properties, performance metrics, and anomaly classifications.
These atomic features serve as building blocks that can be
recombined to accurately describe both common and novel
failure scenarios. For instance, a previously unseen failure
pattern manifesting as a cascading timeout with intermittent
spikes can be described by composing the atomic features of
“timeout”, “call path sequence”, “spike pattern”, and “tempo-
ral progression”, without requiring a dedicated template for
this specific combination, providing the flexibility to handle
unforeseen failure patterns while maintaining consistency in
the information provided to downstream LLM agents. More-
over, the modular design allows operators to extend the feature
set or adjust the composition rules as new types of anomalies
are encountered in production environments. Since our model
does not require fine-tuning, modifying the feature set does
not significantly impact performance or introduce additional
training overhead.

4) Failure Localization Module: The failure localization
module employs an agent that analyzes the generated anomaly
descriptions to localize culprits of a failure and calls external
failure localization methods to analyze trace and metric data
more deeply. The output is then translated into plain text and
fed into subsequent LLMs for further insights.

For trace data, we choose MEPFL [20] as the failure local-
ization method. It extracts a set of features from system trace
logs that reflect the dynamic environment and interactions of
microservices, describing the state of the microservices system
from configuration, resource, instance, and interaction perspec-
tives. Based on these extracted features, it trains a series of
models, including random forests, k-nearest neighbors, and
multi-layer perceptron, to effectively analyze system behaviors
under normal and failure conditions. This enables it to predict
latent errors and identify faulty microservices within complex
microservice architectures.

For metric data, we employ MicroCause [24] for failure
localization. It uses a straightforward yet effective path con-
dition time series (PCTS) approach to capture the time-lag
characteristics that exist in the propagation of failure across
metrics and incorporates a temporal cause-oriented random
walk method. It integrates causal relationships, temporal order,



and priority information from metirc data to achieve the
ranking of root cause components.

The output of the failure localization module is a ranked list
of potential root causes, accompanied by supporting evidence
and confidence levels for each hypothesis.

C. Analysis Agents

1) Agent Design: The analysis agents, including the Trace
Expert, Metric Expert, Log Expert, and Failure Localiza-
tion Expert, are designed to bridge the gap between the
technical analysis performed by the anomaly detection and
failure localization modules and the need for human-readable,
actionable insights. These LLM agents leverages carefully
crafted prompts to generate responses that are both technically
accurate and easily understandable by system operators.

The design of the expert model focuses on creating a
knowledge base that encompasses common failure scenar-
ios, best practices in microservice management, and domain-
specific terminology. This knowledge is input into the model
through carefully designed prompt templates. For each data
type (metrics, logs, and traces), specific prompt structures
are developed to guide the model in generating relevant and
insightful interpretations. These prompts are designed to elicit
explanations that cover the what, why, and how of detected
anomalies and proposed root causes.

For example, a prompt for interpreting metric anomalies
might include instructions like:

Knowledge:

Top root cause metrics and their anomaly descriptions: [ANOMALY DE-
SCRIPTIONS]

Let’s think step by step. Please provide your detailed observation of metric
anomaly events and the root cause metrics, using at least six sentences. Dur-
ing the metric anomaly analysis, you can integrate the anomaly descriptions
for reasoning and analysis. In the root cause metrics analysis, you should
combine the anomaly descriptions with the top-5 root cause metrics for
reasoning and analysis. You should provide detailed impact relationships
between each metric and infer the final answer based on these relationships.
The output format is:

Observation: ... Reasoning: ... Final Answer: ...

In this format, “Observation” involves using the anomaly descriptions to
provide observation results. “Reasoning” is the process of thinking and
reasoning based on observations to arrive at the final result. The “Final
Answer” is the conclusion drawn from observation and reasoning. The
final result of the metric anomaly analysis should identify the metrics
that indicate the presence of anomalies, referring only to the information
described in the anomaly, and providing three to five candidate metrics. The
final answer for the root cause metric analysis should combine the top-5
root cause metrics to identify specific root cause metrics.

Please refer to the following example when conducting root cause metric
analysis: [EXAMPLE]

Note that you must ONLY discuss your observations, reasoning, and
suggestions, and do not discuss anything else!

Similar prompt structures are developed for log and trace
data, each tailored to the specific characteristics and insights
provided by these data types.

2) Interpretation Module: A key feature of the analysis
agents is their ability to provide clear rationales for their
analyses and recommendations. This transparency is essential
for building trust in the system’s outputs and empowering
operators to make informed decisions. All of our LLM agents
are equipped with an interpretation module that employs spe-
cially designed prompts to encourage them to explicitly state
the evidence underpinning their conclusions. This evidence is

drawn from anomaly descriptions, failure localization results,
and their knowledge base of microservice infrastructure prin-
ciples.

For each potential root cause identified, the interpretation
module provides a detailed explanation of how this cause could
lead to the observed anomalies across all data types (metrics,
logs, and traces). For example, as illustrated in Figure 3] when
multiple log anomaly events show panic errors across multi-
ple services with messages indicating no reachable servers,
alongside repeated calls to main.initializeDatabase function,
the module explains how database or network connectivity
issues could be the root cause leading to service-wide failures.
The interpretation connects these observations by showing
how connectivity problems would trigger both the unreachable
server errors and the repeated database initialization attempts
as services try to reconnect. This approach ensures that the
system’s outputs can help operators understand the reasoning
behind the diagnoses better.

D. Handling Missing Data Modalities

In real-world operational environments, microservice mon-
itoring systems often face challenges with incomplete data.
Some services may not be fully instrumented, or certain
data types may be temporarily unavailable due to collection
failures. LocaleXpert is specifically designed to handle these
scenarios through several mechanisms. First, each data type
(logs, metrics, traces) has its own dedicated expert agent that
can operate independently, allowing the system to generate
insights even when certain data types are missing. Second, the
Service/Instance Filter 2 (as shown in Figure 1) implements
a fallback mechanism that can shift from trace-based filter-
ing to log-based filtering when trace data is unavailable or
insufficient for determining the root cause service. Even when
both logs and traces are absent, the system can perform failure
localization solely based on metrics, though the performance
may degrade due to the lack of service-level filtering, resulting
in a broader search space and potentially lower localization
accuracy. Third, when making diagnoses with incomplete data,
LocaleXpert’s interpretation module explicitly communicates
areas of uncertainty and the limitations of the analysis, helping
operators understand the confidence level of the conclusions.
Finally, if the LLM-based analysis is inconclusive, the system
can fall back to traditional failure localization methods that do
not rely on LLMs, ensuring that some level of analysis can
still be performed.

For example, in scenarios where distributed tracing is not
fully implemented across all services, LocaleXpert can still
detect root causes in untraced services through log and metric
analysis. The system leverages log patterns and metric anoma-
lies to identify potential issues in services that do not appear
in the trace data. Similarly, for gradual failures like memory
leaks that may not trigger threshold-based anomaly detection
in metrics, LocaleXpert can identify these through log anal-
ysis (e.g., detecting increasing garbage collection frequency)
and through the external failure localization modules which
employ more sophisticated detection methods beyond simple
threshold-based approaches.



IV. CASE STUDY

Through our ongoing collaboration with Microsoft, Locale-
Xpert has been actively deployed in Microsoft’s AIOp-
sLatﬂ [9], [15] to test and improve LocaleXpert’s ability to
diagnose various real-world application failures. AIOpsLab is
an integrated framework designed to evaluate Al agents that
support cloud automation, aiming to drive the full lifecycle
automation of cloud operations through the implementation
of the AgentOps concept. The framework integrates two
microservice applications: SocialNetwork (containing 28 mi-
croservice components such as Memcached, MongoDB, and
Redis) and HotelReservation (containing 20 microservice such
as search and recommendation). To comprehensively assess
the capabilities of Al agents, AIOpsLab provides two main
types of faults: symptomatic faults (such as performance
degradation and service interruptions) and functional faults
(such as configuration errors and code defects). These refined
fault designs and task benchmarks enable a comprehensive
evaluation of agent performance in dynamic cloud environ-
ments.

Among numerous successful deployments and validations,
we present a particularly illustrative case study that demon-
strates LocaleXpert’s effectiveness in resolving failures in
enterprise settings. Specifically, we examine how the sys-
tem diagnosed a buggy app image failure that manifested
uniquely in metrics and logs while showing no significant
trace anomalies. This case not only highlights LocaleXpert’s
capability to integrate and analyze multi-modal data effectively
but also showcases its practical value in solving real industrial
challenges.

As illustrated by Figure 2} the diagnostic process begins
with LocaleXpert’s data filtering mechanism, which operates
across multiple dimensions including time, service, and in-
stance parameters. This initial filtering stage is crucial for iso-
lating the most pertinent information from the vast amount of
monitoring data generated by the microservice infrastructure.
What makes this filtering process particularly effective is its
adaptive nature. After the log module identifies geo as the
potential root cause service, the system applies an additional
layer of filtering to metric data stream, ensuring that only the
most relevant data points are considered for analysis.

The system then processes the filtered data through three
specialized pipelines, each designed to handle a specific data
type. In the log pipeline, the Log Expert leverages the LLM’s
advanced reasoning capabilities to analyze the filtered log
entries directly. This analysis proves particularly valuable in
this case, as the expert successfully identifies that the system
failure is specifically related to no reachable servers in the geo
service.

Concurrently, the metric pipeline conducts its analy-
sis through multiple stages. The filtered metric data first
undergoes anomaly detection and description generation,
followed by a detailed failure localization process. The
Metric Expert then receives this processed information
and, through sophisticated analysis combining both the
anomaly descriptions and failure localization results, confirms

Zhttps://github.com/microsoft/AIOpsLab

kpi_container_cpu_usage_seconds_total as the root cause met-
ric of the failure. This conclusion further leads to the identi-
fication of specific performance bottlenecks in the root cause
service (i.e, the geo service) allowing for targeted remediation
strategies.

In the trace pipeline, although the system performs its stan-
dard sequence of anomaly detection, description generation,
and failure localization, the Trace Expert’s analysis proves
less conclusive in this particular case. This is actually an
important finding, as it demonstrates LocaleXpert’s ability to
handle scenarios where certain data modalities may not exhibit
clear signs of failure. Instead of forcing incorrect conclusions
from the trace data, the system appropriately acknowledges
the lack of trace anomalies and relies more heavily on the
insights gained from logs and metrics.

The final stage of the diagnostic process (Figure |3)) show-
cases one of LocaleXpert’s most important features: the inte-
gration and synthesis of multiple expert analyses. The Failure
Localization Expert consolidates the findings from all three
expert modules, weighing their relative contributions based
on the strength and relevance of their insights. In this case,
the expert produces a clear, actionable conclusion: “There is
a panic error no reachable servers in the geo service.” This
concise yet precise diagnosis encapsulates both the location
(geo) and nature (no reachable servers) of the failure, provid-
ing operators with the exact information needed to address the
issue.

This case study demonstrates LocaleXpert’s ability to han-
dle complex scenarios where failures may not manifest uni-
formly across all data types. The system’s sophisticated data
processing pipelines, expert-driven analysis, and intelligent
synthesis of findings enable it to produce accurate and ac-
tionable diagnoses even when working with incomplete or
inconsistent data across different modalities.

V. EXPERIMENT

While our case study demonstrated LocaleXpert’s effective-
ness when integrated with Microsoft’s AIOpsLab benchmark,
a systematic experimental evaluation is still necessary to quan-
tify the system’s performance and understand the contribution
of each component.

A. Experimental Setup

The primary focus of our experiments was on assessing
LocaleXpert in failure localization and the interpretability of
its reasoning process. The interpretability analysis concen-
trated on the results produced by three agents: the Log Expert,
Metric Expert, and Trace Expert. In addition, an ablation study
was conducted to isolate the contributions of specific Locale-
Xpert components, including the anomaly description module,
the external failure localization module, and the interpretation
module. Finally, we evaluated the trade-offs between model
size, latency, and performance to inform practical deployment
decisions.

1) Datasets: For our evaluation, we utilized two popular
datasets:

Generic AIOps Atlas Dataset (GAIA Datasetf’| was

3https://github.com/CloudWise-OpenSource/GAIA-DataSet
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Fig. 2. The data processing workflow of LocaleXpert.
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Observation: There are multiple log anomaly events
in the system, including panic errors in the geo, reser-
vation, and user services. The error messages indicate
that there are no reachable servers, which suggests
a potential issue with the database or network con-
nectivity. The log events also show that the gorou-
tine 1 is running and there are multiple calls to the
main.initializeDatabase function.

Reasoning: Based on the log information, it appears
that there is a problem with the database or network
connectivity that is causing the services to panic. The
repeated calls to the main.initializeDatabase function
suggest that the services are trying to reconnect to
the database or network, but are unable to do so.
Final Answer: geo, reservation, user

Observation: Based on the provided anomaly descrip-
tions, the top 5 root cause metrics are:
(1) kpi_container_cpu_usage_seconds_total

These metrics are related to CPU usage and throttling,
which arecommon indicators of system performance
issues.

Reasoning: The anomalies in these metrics suggest
that the system is experiencing CPU-related issues,
such as high usage or throttling. This could be due
to a variety of factors, including resource-intensive
processes, software bugs, or hardware limitations.
Final Answer: The top 5 root cause metrics for the
anomalies are:

(1) kpi_con-tainer_cpu_usage_seconds_total

These metrics indicate potential CPU-related issues
that should be investigated further to identify the root

Observation: Through observation and analysis of
the trace data, no anomalies have been detected.
Specifically, the execution flow of all requests is be-
having normally in the trace data, with no obvious
signs of delays, failures, or abnormal terminations.
Reasoning: A thorough analysis of the trace data
confirms that there are no significant failures or in-
terruptions in the system.

Final Answer: During this observation period, the
trace data performed normally.

The root cause of the anomaly is the geo service, which is experiencing high CPU usage. The specific metrics affected are kpi_container_cpu_usage_seconds_total, ...
There is a panic error "no reachable servers" in the geo service affecting the overall system performance.

Fig. 3. The failure localization process of LocaleXpert.
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sourced from CloudWise and comprises multi-modal data from
a business simulation system, MicroSS. This system includes
10 instances and generated over 87 million logs, 0.7 million
metrics, and 28 million traces over two weeks. The dataset
encompasses five types of failures: system-level failures such
as system stuck and process crashes, and service-level failures
such as login failures, file missing, and access denied issues.

CCB Cloud Datasef] was collected from a real-world e-
commerce system implementing a microservices architecture
across 40 instances. Deployed on CCB Cloud (a large bank in
China), the system’s traffic patterns aligned with real business
scenarios. The dataset incorporates 15 distinct failure types
derived from real systems, including resource failures (CPU,
memory, disk), network failures (packet loss and latency), and
application failures (process termination).

Table [I] provides an overview of the two datasets, including
the number of microservices, instances, failure rates, and
data volumes. The diversity and complexity of these datasets
present a robust test for evaluating the performance of failure
localization and reasoning in multi-modal, large-scale systems.

TABLE 1
DATASET INFORMATION

GAIA CCB Cloud
Microservices 5 10
Instances 10 40
% Failures 4.908 3.125
Log 87,974,871 26,035,188
Metric 734,165 18,497,600
Trace 28,681,438 44,858,393

While our current datasets do not match the scale of
the largest cloud environments (such as Azure’s 1000+ mi-
croservice deployments), they represent realistic production-
like environments with sufficient complexity to validate our
approach. We discuss scaling considerations for larger deploy-
ments in Section and Section VI

2) Baseline Methods: We organized the comparative meth-
ods into two categories:

(A) Traditional (non-LLM) failure localization methods.
Eadro [2] uses all three types of multi-modal data for failure
localization by integrating anomaly detection and root cause
localization. It classifies failure cases and treats failure-free
cases as a separate class. To better utilize monitoring data, it
applies three specialized fusion methods and combines them
via a graph attention network. DiagFusion [3] incorporates
CMDB data for propagation paths and characteristics. It ex-
tracts, serializes, and converts events into vectors, then builds
a dependency graph for GNN training using traces and de-
ployment data. A neural network encodes events to learn their
representation. PDiagnose [37] performs anomaly detection
on each data type and builds an anomaly microservice queue.
A voting system identifies the root cause.

(B) LLM-based approaches. ReAct [38] integrates chain-
of-thought style reasoning with explicit actions (tool calls)
so an LLM can alternate between reasoning and interacting

4The CCB Cloud Dataset is confidential due to their policy.

with external analyzers or data sources. This enables flexible
problem-solving and dynamic information gathering.

RCACopilot [39] and RCAgent [30] are also two pop-
ular LLM-augmented root-cause analysis systems that cou-
ples learned reasoning with automation and external tool use
to improve diagnosis and explanations. However, they are
not publicly available and their prompts/configurations are
not published, which prevents faithful reproduction and fair
evaluation in our controlled experiments. Consequently, RCA-
Copilot and RCAgent could not be included as an evaluated
baseline. For this study we therefore use ReAct as the LLM-
based baseline and compare against the traditional methods
described above.

3) Implementation: LocaleXpert was implemented using
Qwen 3 8B Instruct as the core language model, with the entire
setup developed in PyTorch 2 and accelerated by CUDA for
GPU utilization. The experiments were conducted on a high-
performance Linux server equipped with two Intel Xeon Gold
5416S CPUs and one NVIDIA A6000 GPU with 48GB of
VRAM. We acknowledge that this configuration may impose
higher demands on low-resource environments. The minimum
hardware requirements align with the minimum runtime re-
quirements of Qwen 3 8B. Additionally, general low-resource
optimizations, such as quantization, can be applied to reduce
overhead. If these measures are still insufficient, a lower-
overhead model can be substituted. Specific considerations for
model selection are discussed in Section

4) Evaluation Metrics: We employed multiple metrics to
assess the efficacy of LocaleXpert in failure localization and
reasoning generation. For failure localization, we designed the
agent to output its reasoning in a fixed format after completing
the regular inference process. This fixed format explicitly
includes the agent’s identified root cause metrics. We then
directly extracted the root cause candidates from this fixed
format and compared them with the ground truth in the dataset
to measure accuracy. The Top-k accuracy (A@Fk) was used,
where A@Fk measures the probability that the identified root
cause is among the top k results. We report results for k = 1, 3,
and 5.

For reasoning generation, we used a combination of lexical
and semantic metrics to evaluate the similarity between the
generated text and reference text. Since the original datasets
do not contain reasoning text, we invited three experienced
operations engineers to carefully construct and review the
reference text to ensure its correctness and authority.

We use lexical metrics including BLEU-4 [40] and ROUGE-
L [41] to evaluate the reasoning quality. BLEU-4 [40]
is precision-focused, comparing 4-grams between generated
and reference text, while ROUGE-L [41]] emphasizes recall
through the longest common subsequence. These metrics pri-
marily assess textual similarity rather than diagnostic accuracy.
They provide valuable insights into how well the system
can articulate its reasoning process in a way that matches
expert explanations, which is important for interpretability and
trustworthiness.

Given that lexical metrics often fail to capture the semantic
nuances of language, we employed a LLM-based evaluation.
Specifically, GPT-4 was used to evaluate the clarity and



coherence of the reasoning outputs, providing a human-aligned
judgment of the semantic congruence between generated and
reference texts [42], [43], [30]. This was scored on a scale
from O to 1, denoted as G-sim (GPT-similarity). Addition-
ally, to ensure an accurate qualitative assessment, our invited
operations engineers manually reviewed the outputs of all
methods and identified, for each test case they evaluated, the
answer that demonstrated the most reasonable and correct
reasoning. Unfortunately, due to the large volume of original
data, the invited engineers were unable to evaluate every test
case. Therefore, we randomly sampled 10% of test cases for
manual evaluation. For each sampled test case, each engineer
independently voted for the method they considered best. The
win rate (W-rate) for a method is calculated as the proportion
of cases where it received the majority vote (at least 2 out of
3 votes). In cases where no method received a majority (i.e.,
all three engineers voted for different methods), the engineers
discussed their perspectives and conducted a second round of
voting to reach consensus. This situation occurred in 9.46%
of the sampled evaluation cases.

B. Experimental Results

TABLE 11
FAILURE LOCALIZATION PERFORMANCE (FL: EXTERNAL FAILURE
LOCALIZATION)

GAIA CCB Cloud
Model
A@1 A@3 A@5 A@1 A@3 A@5
Eadro 0.3027 0.5648 0.6117 0.1904 0.3729 0.5301

DiagFusion 0.6070 0.8956 1.0000 0.5000 0.8140 0.8837
PDiagnose  0.2970 0.5446 0.6733 0.1778 0.5111 0.5778
ReAct 0.2231 0.3345 0.4507 0.0834 0.1667 0.2144
LocaleXpert 0.4330 0.9377 0.9643 0.7500 0.8750 0.9375

w/o FL  0.3274 0.6753 0.8779 0.0834 0.2500 0.5000

TABLE III
TRACE EXPERT REASONING PERFORMANCE (AD: ANOMALY
DESCRIPTION, FL: EXTERNAL FAILURE LOCALIZATION, IM:
INTERPRETATION MODULE)

GAIA CCB Cloud

Model

BLEU-4 ROUGE-L G-sim W-rate BLEU-4 ROUGE-L G-sim W-rate

ReAct 0.0139 0.1802 0.5075 0.1544 0.0114 0.1963 0.4333 0.0000
LocaleXpert 0.0448 0.3479 0.8125 0.3848 0.0654 0.3636 0.8556 0.5380
w/o AD 0.0172 0.3188 0.7313 0.0772 0.0312 0.3217 0.6611 0.1544
w/o FL  0.0189 0.2820 0.7350 0.3076 0.0338 0.3385 0.6978 0.2304
w/oIM  0.0119 0.1804 0.6750 0.0760 0.0346 0.2357 0.6200 0.0772

TABLE IV
METRIC EXPERT REASONING PERFORMANCE

GAIA CCB Cloud

Model

BLEU-4 ROUGE-L G-sim W-rate BLEU-4 ROUGE-L G-sim

0.4075 0.0772 0.0179 0.4938 0.0000
0.7460 0.6152 0.0759 0.7625 0.3848
0.6500 0.0772 0.0441 0.7063 0.2304
0.6700 0.1544 0.0255 0.6938 0.2304
0.6150 0.0760 0.0221 0.6175 0.1544

W-rate

ReAct 0.0172
LocaleXpert 0.0528
w/o AD 0.0327
w/o FL  0.0375
w/o IM  0.0208

0.1844
0.4060
0.3390
0.2804
0.2144

0.2494
0.4238
0.3785
0.3484
0.2661

TABLE V
LoG EXPERT REASONING PERFORMANCE

GAIA CCB Cloud
Model
BLEU-4 ROUGE-L G-sim W-rate BLEU-4 ROUGE-L G-sim W-rate
ReAct 0.0340 0.3334 0.7425 0.2005 0.0350 0.3338 0.7854 0.1544

LocaleXpert 0.0632 0.4776 0.8562 0.7995 0.0401 0.2890 0.8409 0.8456

1) Effectiveness: Table || presents the failure localization
performance of different methods across the two datasets.
The experimental results demonstrated LocaleXpert’s superior
performance across both datasets, with particularly notable
improvements in handling complex data structures. In the
GAIA dataset, LocaleXpert achieved significant improvements
in failure localization, with A@3 accuracy reaching 0.9377
compared to ReAct’s 0.3345. The performance gap widened
further in the CCB Cloud dataset, where LocaleXpert achieved
an A@3 accuracy of 0.8750 versus ReAct’s 0.1667. Although
DiagFusion outperforms LocaleXpert on some localization
metrics (e.g., higher A@1/A@5 on GAIA), likely due to its
graph-based propagation and CMDB integration, LocaleXpert
remains competitive with only modest gaps and delivers sub-
stantially better interpretability.

Furthermore, LocaleXpert achieves comparable or supe-
rior results on several reasoning and human-aligned metrics,
demonstrating a favorable accuracy-explainability trade-off.
Table presents the reasoning performance of the Trace
Expert across the two datasets. Similarly, Table illustrates
the reasoning performance of the Metric Expert, while Table[V]
shows the reasoning performance of the Log Expert. A partic-
ularly noteworthy finding emerged in the handling of complex
trace data. In the CCB Cloud dataset, which features more
intricate call paths due to its larger instance count, LocaleXpert
demonstrated exceptional capability improvements. The G-sim
metric, which evaluates how close the generated reasoning
is to the reference reasoning, showed a remarkable increase
of 42.23 points compared to ReAct, substantially higher than
the 30.5-point improvement observed in the GAIA dataset.
The W-rate metric also reflected this trend, with LocaleXpert
achieving the highest W-rate in both datasets, indicating that
while no method produced the best reasoning in any case,
LocaleXpert consistently outperformed ReAct in terms of
reasoning quality. This performance differential underscores
LocaleXpert’s enhanced capability in processing complex data
structures and producing more accurate and useful reasoning
results. For simpler data types, such as logs, the performance
improvements were more modest. The G-sim improvements
of 11.37 and 7.5 points across the two datasets for log
analysis suggest that while LocaleXpert maintains superior
performance, the magnitude of improvement correlates with
data complexity, and how well the “language model” can
understand the multi-modal data.

2) Ablation Study: The ablation study, summarized in Ta-
bles [T} [T} IV} [V] reveal the importance of each component
of LocaleXpert. Since the agents and modules in LocaleXpert
communicate through dynamically generated prompts, we con-
duct the ablation experiments by removing the corresponding



prompt segments generated by each target module, while keep-
ing the remaining system architecture intact. This approach
allows us to isolate and evaluate the contribution of each
module while maintaining the system’s basic functionality.

The anomaly description module is designed to assist the
agent in better understanding the anomaly data, while the
interpretation module enhances the rationality of the model’s
output and ensures the correctness of the reasoning process,
primarily for human interpretation. Since the accuracy of
failure localization heavily relies on the accuracy of the
external methods invoked by the agent, the experiments on
failure localization accuracy do not include comparisons with
methods that remove the anomaly description module or the
interpretation module.

Without the anomaly description module (w/o AD). We
observed a significant drop in all evaluation metrics, especially
in reasoning about trace data. A trace refers to the call chain
process of a request in a distributed system, capturing the se-
quence of calls and timing information across various services
or instances. The complexity and volume of trace data pose
challenges for LLMs in accurately interpreting and processing
it, leading to a sharp decrease in reasoning performance. By
producing clear and precise anomaly descriptions in natural
language, this module helps LLMs better understand complex
monitoring data, enabling them to deliver more accurate and
contextually relevant insights.

Without the external failure localization module (w/o
FL). We saw a noticeable drop across all metrics, such as
BLEU-4 falling from +0.054 to +0.0224 in Trace Expert
reasoning, though this still outperforms ReAct. By identifying
the root cause service beforehand, these external modules
provide LLMs with crucial context, allowing them to focus on
anomalies related to specific services. This targeted approach
minimizes the ambiguity that LLMs typically encounter when
reasoning in complex systems. Additionally, as shown in
Table [[I} relying solely on LLMs for failure localization yields
relatively low accuracy, with an A@5 score of 0.4507 in
ReAct. Combining LLMs with traditional failure localization
techniques results in more accurate and reliable reasoning.

Without the interpretation module (w/o IM). Compared
to other components in the ablation study, the metrics for elim-
inating the interpretation module showed the steepest decline.
This experiment demonstrates that the interpretation module
plays a pivotal role in guiding the agents’ reasoning processes,
with the quality of the prompt directly influencing the agents’
ability to produce correct outputs, i.e., the correct and coherent
reasoning results in the desired format. Poorly optimized
prompts often lead to vague or inconsistent responses, limiting
the agents’ ability to handle complex data and generate the
expected results. Thus, the interpretation module is essential
for ensuring that LLMs generate reliable and high-quality
outcomes.

3) Model Size, Latency and Performance Trade-off: We
measured single-case end-to-end inference latency and per-
agent reasoning quality for three model sizes (Qwen3 4B,
8B, and 14B) to evaluate scalability and the practical trade-off
between latency and performance. This analysis is necessary
for real-world deployment decisions, as operations teams must

balance diagnostic accuracy with response time requirements.
Selecting an appropriately sized model directly impacts both
the mean time to recovery (MTTR) and the computational
resources required in production environments. In this ex-
periment, latency is reported as the average time per case
(seconds). For performance we summarize average G-sim
across the three experts (Trace, Metric, Log) and report Top-1
localization accuracy.

TABLE VI
AVERAGE SINGLE-CASE LATENCY AND AGGREGATED PERFORMANCE

Dataset Model Latency (s) Avg G-sim A@1
4B 25.743 0.7074 0.410

GAIA 8B 43.437 0.7983 0.433
14B 53.835 0.8105 0.436

4B 17.830 0.7396 0.712

CCB Cloud 8B 28.722 0.8070 0.750
14B 40.384 0.8163 0.721

As shown in Table the results reveal distinct trade-
offs between model size, inference latency, and diagnostic
performance. The 4B model achieved the lowest latency but
delivered the weakest reasoning quality and comparable local-
ization accuracy. Scaling to 8B brought substantial improve-
ments in reasoning quality with marginal gains in localization,
at the cost of increased latency. The low accuracy gain is
expected since localization relies more on external modules
than LLM size. The 14B model further improved reasoning
and localization, but with the highest latency, representing a
100% increase over the 4B baseline. Interestingly, the A@1
accuracy on the CCB Cloud dataset decreased slightly when
moving from 8B to 14B, suggesting potential overfitting or
diminishing returns at larger scales for this specific task and
dataset.

We found several practical considerations for deployment
through this analysis. First, the 4B model offers an attractive
option for time-sensitive scenarios, accepting slightly reduced
reasoning quality. Second, the 8B model provides a balanced
trade-off, delivering substantial improvements in reasoning
interpretability while maintaining acceptable latency for most
operational contexts. Third, the 14B model should be reserved
for scenarios where maximum diagnostic accuracy justifies the
computational overhead, or when infrastructure can support
parallel inference to mitigate latency concerns.

VI. DISCUSSION
A. Lessons Learned

Through extensive experimentation and real-world deploy-
ment of LocaleXpert, we have identified several valuable
insights that can inform future research and development in
LLM-based microservice failure localization.

First, we learned that LLM-based interpretation requires
careful structure; the ablation studies revealed that remov-
ing the interpretation module led to the steepest decline
in reasoning quality, indicating that LLMs need carefully
structured prompts and interpretation frameworks to produce
reliable reasoning about system failures. Second, despite the



power of LLMs, traditional failure localization methods re-
main valuable, as shown by the notable performance drop
when the external failure localization module was removed.
The system’s accuracy fell from 0.9375 to 0.5000 for Top-
5 results in the CCB Cloud dataset, suggesting that hybrid
approaches combining LLMs with traditional tools may be
more effective than pure LLM solutions. Third, proper data
pre-processing proved essential, with the anomaly description
module playing a crucial role in bridging the gap between
structured operational data and natural language understand-
ing.

Through experimentation with different foundation models,
we found that the key requirement for the foundation model
is its ability to handle structured technical data and main-
tain consistent reasoning chains. Moderate-sized models (like
Qwen 3 8B) strike an optimal balance for failure localization
tasks. While larger models or closed-source models offered
marginal improvements in natural language understanding,
they introduced significant latency that could impact real-time
diagnosis.

Additionally, our experience also revealed insights about
mitigating hallucination through careful prompt engineering.
We discovered that decomposing the failure analysis into
explicit steps and enforcing structured intermediate outputs
significantly reduced model hallucination. Specifically, requir-
ing the model to first summarize the observed anomalies, then
analyze individual data modalities (metrics, logs, traces), and
finally synthesize findings using pre-defined templates, led to
more reliable outputs compared to direct root cause inference.

While our current implementation utilizes Qwen 3 8B on
GPU hardware, the system’s modular design allows deploy-
ment flexibility. LocaleXpert achieves reasonable latency for
failure localization tasks, with most diagnoses completed in
under 30 seconds in our test environment. This response time
is acceptable for operational contexts where automated diag-
nosis significantly reduces the overall time-to-resolution com-
pared to manual investigation. Additionally, the computational
requirements can be adjusted by implementing quantization
techniques or selecting alternative foundation models based
on specific resource constraints.

B. Generality of Results

The findings and approach presented in this research have
broad applicability beyond the specific context of our study.
While our evaluations focused on specific datasets (GAIA and
CCB Cloud) and deployment in Microsoft’s AIOpsLab, the
underlying principles and methodologies can be adapted to
diverse microservice environments.

The multi-modal data processing approach we developed
is inherently flexible and can be applied to any microservice
architecture that generates standard observability data (logs,
metrics, and traces). The system’s modular design allows
organizations to substitute their preferred anomaly detection
algorithms and failure localization methods while maintaining
the overall framework’s effectiveness. This adaptability is par-
ticularly important as different organizations may have varying
monitoring infrastructures and data collection practices.

While our evaluation utilized SocialNetwork and Hotel-
Reservation applications with 28 and 20 components respec-
tively, we believe our approach scales effectively to larger
environments. The architecture of LocaleXpert employs hi-
erarchical filtering and modular analysis, which inherently
distributes the computational load. This design enables the
system to handle increased component counts without ex-
ponential growth in processing requirements through sev-
eral key mechanisms. First, the initial Service/Instance Filter
(Filter 1) reduces the data volume by focusing only on
the relevant time window and affected services, effectively
creating a manageable subset of the full monitoring data
stream. Second, the subsequent Service/Instance Filter (Filter
2) further narrows the scope by leveraging the root cause
service identified by the trace module, ensuring that only
pertinent logs and metrics are analyzed in detail. This two-
stage filtering approach means that even as the number of
microservices grows from tens to hundreds, the actual data
processed by each expert agent remains bounded by the
localized failure scope rather than the entire system scale.
Third, the modular design allows each data type (logs, metrics,
traces) to be processed independently and in parallel, with each
expert agent focusing solely on its specialized modality. This
parallelization potential means that computational resources
can be distributed across multiple processing units. Finally, the
external failure localization modules are themselves designed
for efficiency in large-scale systems, and LocaleXpert inherits
their scalability properties while adding the interpretability
layer. The improved performance observed in the more com-
plex CCB Cloud dataset (40 instances) compared to GAIA (10
instances) suggests that the methodology becomes even more
valuable as system complexity increases, as the hierarchical
filtering becomes more effective at reducing the search space.
However, we acknowledge that definitive scalability claims for
environments with thousands of microservices (such as Azure-
scale deployments) would require direct empirical validation,
which represents an important direction for future work.

Furthermore, LocaleXpert demonstrates robust degradation
capabilities when dealing with incomplete monitoring data - a
common challenge in real-world deployments. As illustrated
in our case study where trace data showed no anomalies,
the system can still perform effective diagnosis by adaptively
relying on available data modalities. The system achieves this
through several design choices: First, each expert agent can
operate independently, allowing the final diagnosis to be made
even when certain data types are missing or unreliable. Second,
the Service/Instance Filter’s fallback mechanism automatically
shifts focus to log analysis when trace-based filtering fails.
Third, the Failure Localization Expert is told to synthesize
findings across any combination of available modalities, rather
than requiring all three types of data.

The actionability and practical impact of LocaleXpert’s
diagnoses are evaluated through our deployment in the AIOp-
sLab environment and feedback from domain experts. How-
ever, we acknowledge that full validation of actionability
would ideally require comprehensive Mean Time To Reso-
lution (MTTR) studies in live production environments, com-
paring incident resolution times with and without LocaleXpert.



Such controlled experiments in production systems were not
feasible within the scope of this work due to the operational
risks and resource constraints associated with deploying ex-
perimental systems in critical production environments. Future
research should prioritize rigorous MTTR evaluations to quan-
tify the end-to-end operational impact of LLM-based failure
localization systems.

C. Privacy Considerations

Regarding data privacy in environments with restricted ac-
cess policies, LocaleXpert’s on-premise deployment capability
allows the entire system to operate within the operator’s secu-
rity perimeter, avoiding transmission of sensitive data to exter-
nal services. Model fine-tuning with sensitive data introduces
additional risks, such as memorization and unintended leakage,
which constitute an active research area with substantial recent
progress. A detailed discussion is beyond the scope of this
work. Importantly, LocaleXpert does not require fine-tuning:
all experiments in this paper are conducted using off-the-shelf
open-source models, and performance needs are met through
prompt engineering and tool-augmented workflows alone. The
system design also aligns with major regulatory principles
such as GDPR, as operators maintain full control over data
usage, retention, and auditing.

VII. CONCLUSION

This paper presents LocaleXpert, an innovative failure lo-
calization system for microservice maintenance that integrates
LILM-based agents. Our system effectively handle failure lo-
calization tasks through components including the anomaly de-
scription module for processing multi-modal data, the external
failure localization module for providing diagnostic context,
and the interpretation module for guiding LLM reasoning.
Experimental results show LocaleXpert achieves significantly
higher accuracy and better interpretablility in failure localiza-
tion compared to existing approaches.
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