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Abstract

Efficient failure diagnosis is critical to maintaining the stability and
reliability of operating systems (OSes) in modern industrial envi-
ronments. In practice, manual failure analysis by on-call engineers
(OCEs) faces increasing challenges due to the growing complexity
of OS failures, while recent automated diagnosis methods often
suffer from low explainability, limiting their practical adoption.
Large Language Models (LLMs) hold promise for advancing auto-
mated failure diagnosis through their sophisticated reasoning and
language generation capabilities. However, traditional LLM-based
solutions struggle to integrate domain knowledge and lack the effec-
tive interaction mechanisms required for industrial troubleshooting.
To address these practical challenges, we present OScope, an auto-
mated, explainable failure diagnosis framework powered by LLMs.
OScope leverages historical failure cases to enhance the semantic un-
derstanding of anomalies, enabling precise retrieval of relevant trou-
bleshooting guides. The framework further structures the diagnosis
process using standard operating procedure (SOP) templates, sup-
porting step-by-step verification and correction with corresponding
SOP documents. Importantly, OScope facilitates human-in-the-loop
collaboration, allowing OCEs to interact with the system for report
refinement and practical feedback. We have evaluated OScope on a
real-world OS failure dataset collected from Alibaba. Results show
that OScope achieves an AC@5 of 90%, significantly outperform-
ing baseline methods and demonstrating high diagnostic value in
production settings. The diagnostic reports generated by OScope
have also received positive feedback from OCEs for readability and
practical usefulness. Since deployment at Alibaba, OScope has sub-
stantially improved the efficiency of engineers in resolving failures,
highlighting its tangible impact as a successful case of applying
automated software engineering methods in industry.

CCS Concepts

« Software and its engineering — Software maintenance tools.
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1 Introduction

Operating systems serve as an intermediary between user-facing
applications and the underlying hardware, facilitating user inter-
action with infrastructure [12]. Operating system (OS) provides
essential services such as resource management, process scheduling,
input/output control, and security enforcement, thereby establish-
ing a dependable execution environment for applications.

However, the growing complexity of modern OSes introduces
substantial operational challenges. The intricate dependencies among
system components can lead to degraded performance, increased
failures, and reduced availability. The issues are further magni-
fied in large-scale cloud-native environments, where an OS-level
failure on a node may cascade across interconnected services, trig-
gering widespread alerts and causing significant disruptions to
service availability [46]. In extreme cases, such disruptions can
result in considerable financial losses for service providers [27]. In
this context, robust and intelligent troubleshooting mechanisms are
indispensable for ensuring system stability. Timely and accurate
failure diagnosis is critical for root cause identification, informed
remediation planning, and accelerated system recovery, thereby
minimizing application performance degradation and preserving
system reliability [14].

Despite the increasing complexity and scale of modern OSes,
practical fine-grained diagnostic tools for OS failures remain limited.
As a result, accurate failure diagnosis continues to be highly labor-
intensive and primarily depends on manual investigation by on-call
engineers (OCEs). Our investigation of failure tickets at Alibaba
reveals a mean time to diagnosis of approximately two hours, with
more complex cases often requiring several days to resolve.

In recent years, numerous automated failure diagnosis tech-
niques have been proposed, leveraging either unimodal [25, 30,
36, 42, 46, 47, 53] or multimodal [4, 17, 44, 49] data, particularly in
microservice systems. These methods primarily focus on identi-
fying anomalous patterns in observability data to localize system
failures. However, most of these approaches merely output failure
types or root causes without offering a transparent diagnostic pro-
cess, resulting in limited explainability. The “black box” nature of
such methods poses significant challenges for their adoption in
real-world operational environments [45].
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The rapid advancements in natural language processing, espe-
cially the emergence of large language models (LLMs), offer new
opportunities for improving failure diagnosis [2, 7, 14, 15, 34, 48, 50].
While LLMs have demonstrated strong reasoning and representa-
tion capabilities, their practical application in failure diagnosis
remains constrained by ongoing challenges.

Challenge 1: Deficiency of troubleshooting knowledge in
LLM-based reasoning. Troubleshooting guides (TSGs) derived
from historical failure cases are essential resources for failure diag-
nosis, offering documentation of initial mitigation procedures (2,
13]. By referencing relevant TSGs based on observed failure symp-
toms, OCEs can expedite the resolution process [13]. However, in
cloud-native systems, the wide variety and high frequency of OS
failures often result in TSGs being authored by multiple engineers
with differing expertise and writing styles, which leads to incon-
sistencies in terminology, symptom descriptions, and procedural
details. The heterogeneity results in diverse expressions of the same
failure symptoms, posing significant challenges for traditional in-
formation retrieval methodologies and impeding the effective reuse
of valuable diagnostic knowledge.

Challenge 2: Unreliable and Non-Actionable LLM Responses
in Failure Diagnosis. In OS failure diagnosis, identical symptoms
may arise from diverse underlying root causes, posing significant
challenges for accurate failure localization. Moreover, most LLMs
are pre-trained on general-purpose corpora and thus lack suffi-
cient exposure to domain operational knowledge. The limitation
is exacerbated by the probabilistic nature of LLMs, which often
leads to inconsistent or ambiguous outputs [27], undermining their
reliability and applicability in real-world diagnostic tasks. Conse-
quently, general-purpose LLMs frequently fail to generate accurate
and actionable diagnostic conclusions, necessitating repeated trial-
and-error procedures and resulting in prolonged recovery times.

Challenge 3: Limitations in Engineer-LLM Interaction
Mechanism. The interaction between engineers and the LLM also
influences the effectiveness of LLM-based diagnostic frameworks.
Upon receiving diagnostic reports, engineers may find certain out-
put aspects ambiguous and seek clarification. Furthermore, LLM-
generated reports sometimes provide excessive detail, which can
obscure the most pertinent information and hinder efficient com-
prehension. Therefore, engineers often require the LLM to deliver
targeted responses and distill essential insights, enhancing the read-
ability of diagnostic reports. Consequently, optimizing interactive
mechanisms between engineers and LLMs is critical to improve the
clarity, relevance, and precision of automated failure diagnosis.

To address the aforementioned challenges, we propose OScope,
a practical framework for failure diagnosis in OSes that harnesses
the reasoning capabilities of LLMs. (1) To mitigate the inherent de-
ficiency of troubleshooting knowledge in LLMs, we employ super-
vised fine-tuning on domain-specific data. In particular, anomalous
features observed during ongoing failures are standardized and
aligned with symptom descriptions in historical failure cases, en-
abling precise retrieval of relevant TSGs. (2) To further enhance the
actionability of diagnostic reports, we introduce standard operating
procedure (SOP) templates, which serve as structured scaffolds for
generating initial diagnostic reports. The reports are subsequently
segmented, each chunk being validated and enriched by retrieving
contextually relevant SOPs, ensuring accuracy and actionability in
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the final recommendations. (3) To improve adaptability and foster
human-system collaboration, we incorporate an OCE-LLM-in-the-
loop mechanism that facilitates interactive refinement of diagnostic
outputs. Such an iterative process enables OCEs to efficiently iden-
tify and mitigate failures with the support of diagnostic reports
generated by OScope. In return, the feedback and domain expertise
contributed by OCEs continuously refine and enhance the diagnos-
tic performance of OScope.
Our main contributions are summarized as follows:

e We propose OScope, a novel LLM-based framework for automated
failure diagnosis in OS, significantly improving OCEs’ efficiency in
identifying and mitigating system failures.

e OScope enhances the explainability, usability, and readability of
diagnostic results by extracting anomalous features from multi-
modal data, integrating domain-specific operational knowledge,
including TSGs and SOPs to enhance diagnostic reasoning, and en-
abling an interactive human-in-the-loop (HITL) diagnostic process.
e To validate the effectiveness of OScope, we conduct a comprehen-
sive evaluation on a real-world dataset collected from Alibaba. The
results demonstrate that, compared to baselines, OScope achieves
the top 5 accuracy (AC@5) of 90%, representing a 20% improvement
over the best-performing baseline. Furthermore, the diagnostic re-
ports generated by OScope have garnered positive feedback from ex-
perienced OCEs for readability and practical usefulness. Moreover,
during a three-month deployment within three teams in Alibaba,
OScope successfully diagnosed critical failures reported by engi-
neers and significantly improved diagnostic efficiency compared to
manual troubleshooting approaches.

2 Preliminaries
2.1 Multimodal Observability Data

As illustrated in Figure 1, the assessment of OS state typically relies
on three primary categories of observability data: metrics, logs, and
stack traces. Each modality offers complementary perspectives on
system behavior and plays a crucial role in failure diagnosis.

2]

failure diagnosis

Applications metric

log Timestamp: 12:37:25
mce: [Hardware Error]:|
Machine check events logged

Operating System

—

diagnostic report

stack trace

Hardware

Figure 1: Multimodal observability data (i.e., metrics, logs,
and stack traces) are used to diagnose failure.

2.1.1  Metric. Metrics, often captured as time series data, offer
rapid insights into system performance and resource usage [45].
Metrics are quantitative indicators used to monitor system resource
utilization, workload performance, and kernel-level activities. Col-
lected at regular intervals, these time series data are susceptible to
performance fluctuations and can offer early signals of abnormal
system states. For example, OCEs can identify potential resource ex-
haustion by analyzing trends in metrics. However, metric data may
also contain misleading variations due to normal behaviors [18].
For instance, a temporary decrease in file cache utilization, which
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may result from routine cache eviction, can appear anomalous in
monitoring data but does not indicate a system failure.

2.1.2 Log. Logs provide rich, semi-structured textual descriptions
of system events, capturing key execution information such as
timestamps, log levels, and detailed messages [30]. The log details
typically consist of static templates authored by developers to de-
scribe specific events, and dynamic variables that reflect real-time
system state [9]. Logs are essential for understanding the state of
the system [30, 46-48], and various techniques have been proposed
for parsing log templates [3, 8, 26, 38]. However, excessive logging
may introduce performance overhead, resulting in transient I/O
bottlenecks that are often insufficiently captured due to constraints
on logging granularity.

2.1.3  Stack Trace. Stack traces (aka call stacks) utilized for CPU
profiling offer a hierarchical view of function call sequences, reveal-
ing the code-path ancestry at the time of an exception or during
debugging sessions [6, 32]. They provide a precise snapshot of the
runtime execution context, enabling deep insight into failure prop-
agation paths. In modern OS, stack traces are particularly valuable
for diagnosing critical issues such as kernel panics, segmentation
failures, and deadlocks. Nonetheless, stack traces are limited in
their ability to convey temporal trends in resource consumption,
which are often critical for detecting performance degradation.

2.2 Manual Failure Diagnosis

Figure 2 shows the manual failure diagnosis workflow. After receiv-
ing a failure alert, OCEs initiate the diagnostic procedure by collect-
ing multimodal data related to the failure. Subsequently, collected
data undergoes a comprehensive analysis to identify and extract
distinctive anomalous features that serve as diagnostic indicators
of the failure. The features are utilized to perform similarity-based
queries against a historical failure case repository, enabling the
identification of analogous failures from previous operational ex-
periences. By consulting the corresponding TSGs associated with
historical cases, the OCEs perform a comparative analysis to in-
fer potential root causes. Diagnostic actions are guided by SOPs
to ensure that root cause localization adheres to prescribed and
systematic procedures.

%Eﬁ@}

Metric Log Stack Trace
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'
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SOP Documents|

i, Diagnosis \l/ 9
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H . . 1
{ Historical TSGs:

Figure 2: The workflow of the manual failure diagnosis.

3 Motivation

The rapid advancement of information technology has significantly
increased the architectural and functional complexity of OSes, par-
ticularly within cloud-native environments. The heightened com-
plexity has led to a proliferation of failure types. Concurrently, the
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explosion of heterogeneous monitoring data and system alerts has
rendered manual diagnosis by OCEs increasingly labor-intensive
and error-prone.

To address these challenges, recent research has explored auto-
mated failure diagnosis using machine learning and deep learning
techniques, which analyze patterns in observability data to infer
potential root causes [4, 17, 25, 30, 36, 42, 44, 46, 47, 49, 53]. While
these methods demonstrate considerable promise, they tend to
provide coarse-grained classifications or ranked lists of candidate
causes, which lack explainability and actionable insights. As a re-
sult, OCEs may struggle to trust or effectively utilize these outputs
during failure resolution.

LLMs offer a potential alternative given their strong reasoning
and generative capabilities [2, 7, 14, 15, 34, 48, 50]. However, leverag-
ing LLMs for failure diagnosis introduces two significant challenges:
(1) how to integrate domain-specific knowledge, including TSGs
and SOPs, effectively, and (2) how to enable effective interaction
between OCEs and the diagnostic system.

3.1 How to Integrate Domain Knowledge?

Historical failure cases often contain descriptions of failure symp-
toms and corresponding TSGs [13], which serve as valuable trou-
bleshooting resources during manual diagnosis. A straightforward
approach is to retrieve relevant TSGs using keyword-based or
vector-based retrieval methods. However, our empirical analysis
of failure tickets in Alibaba’s production environment reveals con-
siderable inconsistency in how different OCEs describe similar
symptoms. These inconsistencies hinder the accurate retrieval of
relevant cases and prevent effective knowledge transfer from his-
torical TSGs.

To address this, OScope harnesses the semantic alignment capa-
bilities of LLMs [54] to align current failure features with historical
case symptoms, enabling more robust and accurate TSG retrieval.
We conducted an empirical study to evaluate the effectiveness of the
semantic alignment strategy, using a representative set of 20 failure
cases sampled from Alibaba. Each case is paired with a ground-truth
TSG, which domain experts review and validate as the correct reso-
lution reference. We employ AC@k, quantifying the proportion of
failure cases in which the ground-truth TSG appears among the top
k retrieved candidates. As presented in Table 1, the semantic align-
ment strategy substantially enhances the retrieval performance
of vector-based methods, effectively capturing the latent semantic
relationships between failure descriptions and historical diagnostic
knowledge. A detailed analysis of a representative case is provided
in Section §5.3.

Table 1: Comparison of retrieval accuracy

Method AC@1 AC@3 AC@5
vector retrieval 0.2 0.4 0.75

semantic alignment

with vector retrieval

0.45 0.7 0.9

Moreover, SOPs, authored by domain experts or generated through

automated tools, present formalized diagnostic workflows (as shown
in Figure 3) that help reduce trial-and-error and improve the ef-
ficiency of failure resolution [16]. When diagnosing failures that
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present with similar symptoms, SOPs employ branching logic to
guide engineers through step-by-step procedures that help identify
the underlying cause. The domain structured reasoning capabil-
ity is largely lacking in most LLMs. In addition, LLMs pre-trained
on general-purpose corpora often produce recommendations that,
while linguistically sound, fail to align with the specific operational
context. This limitation stems from their inability to internalize
and reason over domain-specific procedural knowledge, such as
the sequential logic and decision paths encoded in SOPs, thereby
constraining their effectiveness in real-world diagnostic scenarios.
For instance, in diagnosing issues related to kernel parameter con-
figurations, an LLM might provide solutions tailored to mainstream
OSes, which are often inapplicable to Alibaba’s AliOS. Inspired by
Chain-of-Thought (CoT) [35], OScope integrates SOP guidance to
generate structured and actionable diagnostic reports that adhere
to operational procedures.

SOP for CPU Load and Disk I/O Failures

## Failure Symptoms:
- CPU average load shows a persistent upward trend, accompanied by ongoing increases in disk read IOPS.

## Diagnostic Process
1. Check if the memory utilization and the direct memory reclaim latency is abnormally increasing. -> **Root Cause A**
2. Check if the IOWait is abnormally increasing. -> **Root Cause B**
& o
## Root Causes:
### Root Cause A: The memory utilization exceeded the threshold, triggering cache reclaim
#### Resolution Steps:
1. **If increased memory utilization is expected**:
- Adjust the system’s minimum reserved free memory by modifying'/proc/sys/vm/min_free_kbytes'.
- **ALiOS (Version A)**: Set to **X**,
2. **If increased memory utilization is anbormal**:
- Identify Memory Hogs:
- **For Java applications**: Refer to */.Java Memory Optimization Guide]*.

### Root Cause B: ...

Figure 3: Example SOP for CPU load and disk I/O failures.

3.2 How to Facilitate Effective Interaction with
OCEs?

Existing automated diagnosis solutions typically lack interactive
capabilities [2, 27], thereby limiting their practical utility. The ab-
sence of interaction mechanisms means that OCEs often present
with lengthy or overly generic outputs, which may obscure critical
information. Furthermore, LLMs may provide conclusions that are
difficult for engineers to understand and verify, especially when
the diagnostic reasoning is obscure or misaligned with current
observations.

To overcome these limitations, OScope supports an interactive
diagnostic process by generating concise, explainable, and context-
sensitive reports that enhance the transparency and conciseness
of LLM outputs. More importantly, we design an OCE-LLM-in-the-
loop mechanism that supports multi-turn dialogues, preserving
historical context and allowing engineers to refine queries or ex-
plore diagnostic hypotheses iteratively. The mechanism improves
diagnostic accuracy and reduces cognitive burden on OCEs.

4 Approach

4.1 Overview

In this section, we introduce OScope, a novel LLM-augmented failure
diagnosis framework, OScope. As shown in Figure 4, OScope consists
of three key modules:
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(1) Data Analysis with Knowledge Retrieval (§4.2). OScope
incorporates the Knowledge Aligner component to address the defi-
ciency of troubleshooting knowledge in LLM-based reasoning, par-
ticularly the issue of inconsistent, ambiguous, and non-standardized
symptom descriptions in historical failure documentation. The
Knowledge Aligner standardizes unstructured symptom narratives
into structured, machine-interpretable formats that align with op-
erational semantics. When an alert is raised, OScope automatically
collects relevant multimodal data (e.g., metrics, logs, stack traces),
and performs modality-specific preprocessing and anomaly detec-
tion to extract anomalous features. The features are subsequently
summarized by the Knowledge Aligner into a coherent semantic rep-
resentation encoded into a query vector. The query vector is used
to retrieve semantically similar historical cases from the knowledge
base, enabling efficient and informed failure diagnosis grounded in
past operational experience.

(2) SOP-Guided Failure Diagnosis (§4.3). OScope incorporates
a failure diagnosis mechanism explicitly guided by SOPs to address
the lack of accurate and actionable outputs in LLM-based diagnostic
reasoning, which often stems from limited internalization of proce-
dural knowledge. The Diagnosis Analyst component generates an
initial diagnostic report by integrating the extracted multimodal
anomalous features with retrieved historical cases, and structuring
the output according to predefined SOP templates. The diagnos-
tic report is then iteratively refined through the Report Validator,
which aligns the proposed diagnosis with the relevant SOP docu-
ments, thereby ensuring that the validated report is accurate and
executable operationally.

(3) OCE-LLM-in-the-Loop (§4.4). OScope adopts an interac-
tive HITL paradigm to mitigate the explainability gap stemming
from limited domain overlap between OCEs and LLMs. Specifically,
the Diagnosis Analyst annotates each diagnostic conclusion with
confidence scores and provides traceable hyperlinks to supporting
evidence, including retrieved failure records and SOP documents,
thereby improving transparency and explainability. Furthermore,
OScope enables effective interaction between OCEs and the Diagno-
sis Analyst, allowing engineers to request elaborations on specific
reasoning steps or contextual clarifications. Such an interaction
mechanism fosters trust and supports nuanced, scenario-specific
diagnostic decisions that align with real-world operational con-
straints.

It is important to note that the Knowledge Aligner is an indepen-
dently fine-tuned model, whereas the roles of Diagnosis Analyst and
Report Validator are executed by a single model through prompt-
ing with retrieval. This approach offers greater resource efficiency
compared to deploying three separate models, as it reduces both
computational overhead and memory usage, thereby enabling a
more streamlined framework without compromising functionality.

4.2 Data Analysis with Knowledge Retrieval

4.2.1 Knowledge Base Construction. Historical failure documents
compiled by OCE comprise detailed descriptions of failure symp-
toms and corresponding troubleshooting procedures, serving as
valuable references for subsequent failure diagnosis. Discrepancies
in terminology, variations in descriptive styles among engineers,
and the time-sensitive nature of online incident response contribute
to inconsistent narrations for similar failures. Such inconsistency
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> 1. Data Analysis with Knowledge Retrieval >>

2. SOP-Guided Failure Diagnosis
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_.@_.io" e

5 @’ '-'T" -1
=Gz &
L Chunk / SOP-validated
Multimodal Anomalous Feature |, | Chunk / OCEs Feedback
Dat Feat Description 5 . e y
ata eature p (@ 52 @ = G
; o= > —T (o=
retrieve . Y4
al Diagnostic| Chunk 2 SOP-validated Validated
A Report Chunk 2
\ (@ 2 5 P apn Report
| - | ’| @ |
L, i —
Historical Aligned Relevant Chunk N SOP;Validated Revised
Failure Cases Failure Cases Failure Cases Report

Chunk N

| LLM-based Component:

; , Knowledge Aligner

';' Diagnosis Analyst ;g} Report Validator

Figure 4: The framework of OScope.

presents a substantial obstacle to information retrieval and compro-
mises the accuracy of knowledge reuse in diagnostic workflows.

To address the above limitation, OScope employs a systematic
methodology to align failure symptom descriptions semantically.
The procedure begins by segmenting the failure documents into
individual cases, after which all 157 cases from the historical records
are selected for standardization. Three senior OCEs participate in
this process: two independently rewrite each failure symptom using
a predefined set of terminology rules, and a third OCE resolves any
discrepancies to finalize the narration.

The constructed dataset, which includes the original symptom
descriptions as inputs, the standardized narrations as outputs, and
explicit semantic alignment instruction, serves as the foundation
for supervised fine-tuning of the Knowledge Aligner. To augment
the training data, additional samples are synthesized using semantic
similarity heuristics, thereby capturing a wider range of expression
variants. After fine-tuning, the Knowledge Aligner processes the
broader corpus of historical failure documents to produce stan-
dardized descriptions, which are then embedded using BGE [37]
and stored in a vector database, facilitating efficient and precise
semantic retrieval during diagnostic tasks.

4.2.2  Data Collection and Preprocess. Upon alert triggering, OS-
cope initiates the collection of multimodal observability data to
support comprehensive failure diagnosis. Specifically, metrics, logs,
and stack traces are collected from Alibaba’s unified monitoring
platform according to the timestamp and machine IP, spanning
the three hours preceding the alert up to the moment of the alert.
Notably, each failure case generates approximately 200 KB of mul-
timodal data, which is automatically purged after analysis. As a
result, the data collection incurs minimal resource overhead, with
memory utilization increasing by 0.25% and CPU utilization by 3%.

Each modality of data offers distinct and complementary insights
into the system’s state. Metric data, typically formatted as time se-
ries, provides quantitative measurements of system performance,
such as resource utilization [18]. The preprocessing of metric data
involves Min-max normalization to ensure consistency across differ-
ent scales and time series alignment to enable effective correlation
across multiple sources. Log data, usually semi-structured, records
key events and system states, offering contextual information cru-
cial for failure diagnosis [30]. To retain the core semantics of log
entries, we employ the Drain log parsing algorithm [8] to extract

log templates. The templates encapsulate the essential structural
patterns of log messages, abstracting away variable content. Stack
traces provide detailed records of function call sequences preceding
failures, making them particularly effective for pinpointing execu-
tion bottlenecks [5]. The preprocessing of stack trace data includes
extracting hierarchical relationships among function calls, enabling
the provision of execution paths for analytical tasks.

4.2.3 Feature Extraction and Knowledge Retrieval. To facilitate ef-
fective failure diagnosis, we perform anomaly detection across mul-
timodal data to extract discriminative features that signify anoma-
lous OS behavior. Different data modalities are processed using
tailored detection strategies, as detailed below:

e Metric Data. We adopt the 3-sigma rule as the anomaly detec-
tion criterion [1]. Due to its simplicity, computational efficiency,
and robust performance, this method is widely employed in time
series anomaly detection. Moreover, we extract temporal trends
(e.g., increasing or decreasing patterns) of the anomalous metrics.
When interpreted alongside the physical meanings of the corre-
sponding metrics, these trend features offer contextual information
that enhances diagnostic accuracy [45].

o Log Data. We first embed log templates into semantic vectors and
apply clustering based on cosine similarity to group semantically
similar templates. For each cluster, we extract two key features:
(1) the centroid embedding, representing the dominant semantic
pattern, and (2) the aggregated count of templates within the clus-
ter, reflecting its frequency. They are fed into the Isolation Forest
algorithm [23] to identify anomalous clusters. The combination of
semantic and statistical attributes enhances the model’s effect [52].
e Stack Trace Data. We analyze stack traces by computing the
frequency distribution of function calls, focusing on leaf functions
located at the terminal positions of call chains. Elevated invocation
frequencies of specific leaf functions often indicate potential perfor-
mance bottlenecks [6]. Furthermore, we quantify the occurrence of
specific keywords (e.g., “do_anonymous_page”) within the traces,
which serve as potential indicators of system failures.

To facilitate semantic alignment between the extracted anoma-
lous features and historical failure records, we incorporate the
Knowledge Aligner component, synthesizing concise failure symp-
tom summaries from the multimodal data. The summaries are en-
coded using BGE and employed as query embeddings to retrieve
the topK most semantically similar cases from the historical TSGs.
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Figure 5 illustrates a representative failure case that includes two
symptom descriptions provided by OCEs (s1 and s2) and the corre-
sponding anomaly detection output from OScope (s3). These descrip-
tions, which vary in terminology, expression style, and structural
form, are semantically aligned through the Knowledge Aligner. As
shown, the alignment process not only standardizes heterogeneous
descriptions into consistent representations but also significantly
increases pairwise similarity scores, thus improving the reliability
of knowledge retrieval and the effectiveness of case matching.

Memory utilization is 90%, with [ ] System memory utilization shows a
sustained increase in RSS. Disk usage _ @//¢7  persistent upward trend, accompanied by
growth rate exceeds normal baseline, ;/jonmen; Ongoing increases in RSS (Resident Set

ymplom 1 o ching 83%.
1) an
& @ The system is experiencing high [ There is a consistent increase in overall
memory consumption and continually after memory usage and RSS (Resident Set
——— _ rising resident set size. The drive is  y/ionmen; Size), with disk space being consumed
Symf;”)m 2 filling up more rapidly than usual. faster than typical operational patterns.
0

Size) and disk usage beyond normal.

"
C { i [ ]
"anomalous_metrics": [ afier

{

System monitoring indicates that both
memory utilization and RSS (Resident

symptom 3 em_utilization", alignment  Set Size) are rising steadily, along with
(s3) : "increasing" abnormal acceleration of disk utilization.
"metric": "mem_stat_total_rss", Pairwise Similarity Similarity
"trend": "increasing" c ison  (Before Al 0 (After Al "
sl vs.s2 0.653 0.882
sl vs.s3 0.329 0.919
s2vs.s3 0.348 0.899

Figure 5: Effect of semantic alignment on symptom repre-
sentation similarity.

4.3 SOP-Guided Root Cause Analysis

While LLMs exhibit robust general-purpose reasoning capabili-
ties, their direct application to specialized domains such as failure
diagnosis often yields outputs that are either inaccurate or non-
actionable. This limitation arises from the domain’s reliance on spe-
cialized technical knowledge and the need for precise procedural
execution [27, 39]. To address this challenge, we draw inspiration
from Retrieval Augmented Thoughts [33] and propose a mecha-
nism grounded in SOPs. The central concept of our approach is a
two-stage process designed to enhance diagnostic accuracy. The
first stage involves generating a draft diagnostic report utilizing
SOP templates. Subsequently, it iteratively validates each chunk of
the report against the SOP knowledge base.

4.3.1 Initial Diagnosis CoT Generation. Given the anomaly features
extracted from multimodal system data, we initiate the process with
the Diagnosis Analyst component. Guided by CoT prompts derived
from SOP templates, this module produces a sequential diagnostic
reasoning chain, denoted as C = {Cy, Cy, ..., Cn'}, which forms the
initial diagnostic report. Due to the limitations of general-purpose
LLMs in capturing domain-specific knowledge, the preliminary
output may contain imprecise assumptions or flawed reasoning
steps, necessitating further validation.

4.3.2  lIterative SOP-Guided Validation and Correction. To enhance
the accuracy of the initial diagnostic reasoning, we introduce the
Report Validator, which incrementally verifies and revises each step
in C. Instead of verifying the entire report, the Report Validator
implements a sequential strategy, which has been demonstrated
to be more effective in rectifying errors [33]. For each step C;, the
Report Validator formulates a retrieval query composed of C; and the
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previously validated subsequence Cy.;—1. The query is subsequently
used to retrieve relevant SOPs from a knowledge base.

The SOP knowledge base is a compiled repository of documents
authored by domain experts or extracted from technical manuals,
ensuring high accuracy and operational reliability. For the retrieval
process, the titles of the SOP documents are encoded into vector
representations and indexed within a vector database to facilitate
efficient semantic retrieval. The content of these documents serves
as the grounding reference against which each step is validated.

The iterative process of embedding and sequentially correcting
each reasoning step C; produces a validated diagnostic report that is
both accurate and executable. The proposed methodology ensures
that every step in the diagnostic reasoning is explicitly aligned with
established SOP knowledge, thereby substantially improving the
reliability and practical applicability of the LLM-generated output.
Figure 6 demonstrates that SOP-guided correction can accurately
identify the underlying cause while providing resolution steps that
are adapted to the current OS version. The specific prompts em-
ployed are detailed in Figures 7 and 8.

Diagnostic Report

## Diagnostic Process:

1. High CPU load average indicates that the system
is overloaded with processes, cither actively
executing or waiting for access to resources.

2. High disk read IOPS indicates that one or more
applications are continuously performing intensive
read operations on a large volume of files or data
from the disk.

#4# Root Causes:
The system is experiencing high CPU load duc to
processes running or waiting for resources,
combined with high disk read activity from I/O-
bound applications.

## Resolution Steps:
1. Use the fotop or ostat command to monitor disk
1/O activity in real time and identify which specific
process or application is generating the unusually
high read 1/0.

Validated Report

## Diagnostic Process:
1. High CPU load average indicates that the system is overloaded with processes,
either actively executing or waiting for access to resources.

2. High disk read IOPS indicates that one or more applications are continuously
performing intensive read operations on a large volume of files or data from the disk.

## Root Causes:
The memory utilization has likely exceeded a critical threshold, triggering
aggressive direct memory reclaim. This causes threads attemptin;
allocation to block in uninterruptible sleep, which increases CPU
disk 1O delays.

ad and amplifies

## Resolution Steps:
1. Adjust the system’s minimum reserved free memory
(/proc/sys/vm/min_free_kbytes) to X according to the current OS version.

Figure 6: Comparison between the original diagnostic report

and the validated report following SOP-guided validation

and correction. Red text indicates corrections of errors, while
text highlights supplementary information.

Role: As a Senior Research Assistant specializing in rapid information verification, your
primary responsibility is to formulate precise and concise search queries to validate the claims.
Task: You will be provided with content containing a statement requiring verification. Your
task is to identify the primary assertion, typically located toward the conclusion of the content,
and construct an optimal search query to facilitate fact-checking.

Requirements:

1. The query must not exceed 20 words to ensure efficiency and focus.

2. The query must be presented directly, without accompanying explanations.

Figure 7: Prompt for verification query generation.

Role: As a Technical Knowledge Editor, your primary responsibility is to ensure that
all provided responses strictly adhere to the guidelines outlined in the SOPs.

Task: You will be provided with two key inputs: a ‘[Source Text]" extracted from the
SOPs and a ‘[Draft Answer]" intended to address a specific query. Your task is to
refine the [Draft Answer] to ensure complete alignment with the ‘[Source Text]".
Requirements:

1. If the answer is incorrect: Rewrite the erroneous parts to match the ‘[Source Text]".
2. If the answer is incomplete: Integrate the missing key steps or essential details from
the ‘[Source Text]" to make the answer comprehensive and safe to follow.

3. If the answer is consistent with the SOPs: Return it without modification.

Figure 8: Prompt for answer validation.

4.4 OCE-LLM-in-the-Loop

In industrial settings, OCEs typically possess deep but narrowly fo-
cused expertise specific to the services they manage. Consequently,
the diagnostic reports they receive frequently contain complex
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reasoning processes and technical jargon, which can hinder the effi-
cient extraction of critical information, particularly when there
is minimal overlap in knowledge. The complexity underscores
the fundamental requirement for diagnostic systems to provide
transparent, explainable, and actionable explanations. Enhanced
explainability strengthens the credibility of diagnostic outputs and
facilitates informed decision-making by OCEs. To address these
challenges, the Diagnosis Analyst is engineered to assign a confi-
dence score to each inference. Moreover, it provides hyperlinks
to the specific source documents referenced during the reasoning
process, thereby ensuring traceability of the diagnostic conclusions.
To further augment the reliability and usefulness of the diagnos-
tic reports, the framework facilitates direct interaction between the
OCEs and the Diagnosis Analyst. The interactive mechanism allows
for real-time clarification, refinement, and contextual adaptation
of the diagnostic findings. To support the dynamic interaction, the
Diagnosis Analyst maintains a comprehensive dialogue history for
each diagnostic session. Furthermore, anomalous features identi-
fied in the current failure are integrated with a knowledge base of
historical TSGs and SOP documents. The unified knowledge base
facilitates a more accurate and context-aware diagnostic process.

5 Evaluation

In this section, we aim to answer the following research questions

(RQs):

e RQ1: How effective is OScope in failure diagnosis?

e RQ2: Does each component of OScope contribute significantly to
OScope’s performance?

e RQ3: How beneficial are the reports of OScope for OCEs?

5.1 Experimental Setup

5.1.1 Dataset. To comprehensively evaluate the performance of
OScope, we collect a total of 101 failure cases from the production
environment of Alibaba. These cases relate to Linux-based systems,
including standard Linux distributions and their customized variant,
AliOS, which is widely deployed in our infrastructure. It is impor-
tant to note that each failure represents typical issues within the
OS, thereby providing valuable insights for diagnosis. The dataset
has been manually labeled with root causes by experienced OCEs,
which serves as the ground truth for evaluation.

5.1.2  Evaluation Metrics. We employ multiple metrics to compre-
hensively assess the effectiveness of OScope.

To assess the accuracy of root cause localization, we employ the
metrics AC@k and Avg@k, which are widely adopted in recent
literature [19, 31, 49]. Specifically, AC@k measures the probability
that the actual root cause is included among the top k results re-
turned by each method for all cases. Avg@k summarizes the overall
performance by calculating the average AC@k across all cases.

To evaluate the usability of the diagnostic reports, we adopt
the human-centered evaluation methodology proposed in Log-
Prompt [24]. Traditional metrics based on lexical or semantic simi-
larity fail to adequately capture the practical utility of outputs in
the context of OCEs. Therefore, we assess the clarity and action-
ability of each report using expert-based evaluation. Specifically,
three domain experts independently rate each report on two 5-point
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Likert scales, reflecting its readability and usefulness for guiding
operational decisions !. The detailed criteria are listed in Table 2.

o Readability: assesses the clarity, structure, and technical fluency
of the report.

e Usefulness: reflects how helpful the diagnosis facilitates failure
resolution by OCEs.

5.1.3  Baselines. We intentionally excluded comparisons with AIOps
methodologies [17, 19, 44, 53] that depend on failure-free data. Due

to the scenario-specific nature of current LLM-based diagnostic

methods, which are not tailored for OS failure diagnosis, these

approaches are neither open-source nor easily transferable. There-
fore, we compare OScope with two general-purpose open-source

frameworks representative of few-shot learning: (1) ReAct [40] in-
tegrates reasoning and action by allowing the model to generate

thoughts and interact with the environment to arrive at a solution.

(2) CoT [35] encourages the model to decompose diagnostic tasks

into intermediate reasoning steps to improve accuracy. Similar to

COCA [21], both models will retrieve historical TSGs as knowledge

sources to augment the effectiveness of failure diagnosis.

5.1.4 Implementation. We conduct all the experiments with four
NVIDIA H20 GPUs, PyTorch 2.7.1, and CUDA 12.1. We utilize
LoRA [10] with a rank of 8 and an alpha of 16 for fine-tuning,
and the dropout rate is set to 0.05.

5.2 RQ1: Overall Performance

Table 3 presents the diagnostic performance of OScope and baseline
methods on real-world failures collected from a production envi-
ronment at Alibaba. OScope consistently outperforms all baseline
methods, achieving a notable AC@5 of 0.901, representing a 20%
absolute improvement over ReAct, the best-performing baseline.
Regarding overall performance, OScope also leads with an Avg@5
score of 0.683, corresponding to a 13% relative improvement com-
pared to the second-best method. The results of different seed LLMs
demonstrate that OScope maintains robustness and generalizability,
validating its applicability across different architectures.

Although CoT [35] benefits from the inference capabilities of
LLMs, it only performs well on relatively simple or common failure
cases. Even experienced OCEs struggle to identify accurate diagnos-
tic steps in more complex or less frequent scenarios, resulting in lim-
ited CoT effectiveness. ReAct [40], while capable of autonomously
generating inference traces, often suffers from prompt bias and hal-
lucinations due to the lack of integration of domain knowledge. In
contrast, OScope is guided by SOPs and enriched with operational
knowledge throughout the reasoning process, which is essential
for achieving high diagnostic accuracy in complex scenarios.

5.3 RQ2: Ablation Study

To validate the effectiveness of the core components of OScope,
we conduct an ablation study by removing key modules, ensuring
that their removal does not impair the functionality of OScope. The
results, summarized in Table 4, highlight the critical contributions
of each component. When the Knowledge Aligner is removed, OS-
cope relies solely on semantic vector retrieval for historical case

The use of three experts is commonly adopted in similar research [7, 39] to strike a
balance between the diversity of opinions and the reliability of the evaluation process.
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Table 2: Criteria for readability and usefulness evaluation

Scores Readability Usefulness

1 The report is unclear, verbose and hard to read; The report is not actionable and untrustworthy;
the terminology is inconsistent or unexplained. it has no reference value for future cases.

5 The report contains noticeable ambiguity or redundancy; The report is hard to apply and lacks supporting evidence;
the terminology is partially inconsistent or unexplained. it offers limited reference value.

3 The report is generally readable but somewhat disorganized;  The report is somewhat actionable and partially supported;
the terminology is mostly consistent but occasionally unclear. it may be useful for similar future cases with interpretation.

4 The report is clear and well-structured,; The report is generally actionable and well-supported,;
the terminology is consistent and generally well explained. it provides good reference value for future diagnosis.

5 The report is concise, easy to read, and well-organized,; The report is highly actionable and reliable;

the terminology is precise, consistent, and clearly explained.

it serves as a clear and reusable reference for similar cases.

Table 3: Effectiveness of root cause localization

Seed LLM Method AC@3 AC@5 Avg@5
OScope 0.713 0.901 0.683
Qwen3-8B ReAct [40] 0.564 0.703 0.549

CoT [35] 0.515 0.594 0.463

OScope 0.683 0.861 0.618

InternLM3-8B ReAct [40] 0.426 0.634 0.434
CoT [35] 0.228 0.544 0.269
OScope 0.663 0.861 0.626
ReAct [40]  0.287 0.574 0.349
CoT [35] 0.297 0.505 0.255

Llama3.1-8B

matching, leading to a substantial decline in retrieval precision. This
observation highlights the essential role of the Knowledge Aligner
in improving the relevance of retrieval results. Similarly, removing
the Report Validator eliminates the guided reasoning process, caus-
ing the LLM to fail to correctly diagnose rare or complex failures
due to the lack of structured diagnosis steps.

Table 4: The contributions of the main components in OScope

Method AC@3 AC@5 Avg@5
OScope 0.713 0.901 0.683
OScope w/o Knowledge Aligner ~ 0.406 0.732 0.465
OScope w/o Report Validator 0.525 0.782 0.525
4The LLM backbone we use is Qwen3-8B.

To illustrate the effectiveness of OScope, we present a case in-
volving a memory leak failure. As shown in Figure 9, the top half of
the heatmap displays the similarity scores between the anomalous
feature and historical cases retrieved by OScope without the Knowl-
edge Aligner. In contrast, the bottom half shows the results enabled
by the Knowledge Aligner. The results show that relying solely on
semantic vector-based similarity tends to retrieve irrelevant cases
(e.g., CPU-related or network-related failures), which may mislead
the diagnosis process. In contrast, OScope, augmented with the
Knowledge Aligner, significantly improves retrieval accuracy by
identifying memory-related cases, thus facilitating more effective
root cause localization.

5.4 RQ3: Usability for OCEs

Leveraging the LLM’s capability to generate insightful responses,
OScope delivers clear and structured diagnostic reports. Guided by
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Figure 9: Case similarity heatmaps for a memory leak failure.
The top heatmap shows the retrieval results produced by
OScope w/o Knowledge Aligner, while the bottom heatmap
shows the results produced by OScope.

prompt engineering and SOPs, OScope provides detailed feedback
on anomalous symptoms, root causes, troubleshooting processes,
and resolution strategies. To assess the usability of these reports
in real-world production environments, we conduct a user study
involving three experts from Alibaba. The experts evaluate 30 ran-
domly selected failure cases from the dataset, assessing readability
and usefulness according to the criteria defined in Table 2.

As listed in Table 5, the diagnostic reports achieved a mean read-
ability score of 4.14, with a HIP (percentage rated four or higher [24])
of 87.78%, indicating that reports are generally clear, well-structured,
and easy to understand. For usefulness, the mean score reached 3.84
with a HIP of 75.56%, demonstrating that most reports are effective
in diagnosing failures. These results provide strong evidence for the
applicability of OScope in supporting real-world failure diagnosis.

Table 5: Practical utility of OScope rated by experts

Raters Readability Usefulness
Mean HIP Mean  HIP
R1 413 90.00% 3.83 73.33%
R2 403 8333% 3.77 73.33%
R3 427 90.00% 3.93 80.00%
Avg. 414 87.78% 3.84 75.56%

2The LLM backbone we use is Qwen3-8B.

6 Discussion

6.1 Deployment

We have deployed OScope within the Foresight operations and main-
tenance (O&M) system at Alibaba for trial implementation across
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three teams. During a stable operational period spanning over three
months, OScope successfully diagnosed 67 OS failures that engineers
had initially reported due to their considerable business impact 2.
Based on internal evaluations, the average time required by OScope
to complete a diagnosis was approximately 1.5 minutes, compared
to an average of 112 minutes taken by OCEs. The results highlight
an improvement in diagnostic efficiency and demonstrate OScope’s
potential to reduce the time and manual effort involved in diagnosis.
Through empirical evaluations conducted with three teams, we
demonstrate that fine-tuning the Knowledge Aligner using a light-
weight LLM (7B) produces highly effective results. Leveraging our
experimental configuration (see §5.1), the fine-tuning process for
1,000 instructions is completed in under 10 minutes. Once fine-
tuned, the Knowledge Aligner serves as a reusable component. Ad-
ditionally, the Diagnosis Analyst and Report Validator modules are
accessed via AP, eliminating the need for extensive local computa-
tional infrastructure without compromising system performance.
To promote wider adoption within Alibaba, we have made OScope
internally available, allowing teams to deploy OScope easily.

6.2 Case Study

To comprehensively demonstrate the workflow of OScope, we present
a detailed case study involving a memory leak failure that occurred
during deployment. All sensitive information has been anonymized
to ensure security and compliance with privacy policies.

As shown in Figure 10, the diagnostic process began when an
engineer observed an abnormal increase in disk utilization on ma-
chine A. (1) The engineer immediately reported the A’s IP address
and the timestamp to OScope, which then collected multimodal data
from the monitoring system for analysis. (2) During the analysis,
OScope detected anomalous trends in memory-related metrics and
an unusually high frequency of memory allocation function calls in
the stack trace. Subsequently, these findings were processed by the
Knowledge Aligner, which characterized the anomalous features to
enable semantic alignment with historical failure records, facilitat-
ing the retrieval of relevant TSGs based on the aligned features. (3)
Leveraging the identified anomalous features and TSGs from the re-
trieved cases, the Diagnosis Analyst generated an initial diagnostic
report, following SOP templates. (4) The report was subsequently
reviewed by the Report Validator, which systematically verified the
accuracy and completeness of each diagnostic step. (5) Upon re-
viewing the report, the engineer notes that the memory utilization
remained below the configured threshold. In response, the Diagno-
sis Analyst re-examined the anomalous features and highlighted an
abnormal increase in memory recovery time. Guided by the critical
insight, the engineer investigated and identified the memory leak.

6.3 Generalizability and Scalability

6.3.1 Generalizability. This study is based on data collected from
the production environment of Alibaba’s e-commerce platform,
thereby ensuring the representativeness and generalizability of our
findings and methodologies. The datasets encompass a broad spec-
trum of business scenarios within Alibaba are derived from Linux
and its various distributions, highlighting the broad applicability
and adaptability of OScope across heterogeneous OS environments.

This scale of deployment and diagnosis compares favorably with existing industry
benchmarks (e.g., RCACopilot [2], covering 653 incidents over one year at Microsoft).
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6.3.2  Robustness. OScope exhibits notable robustness under vary-
ing data availability conditions. Although OScope is designed to
perform comprehensive failure diagnosis by jointly analyzing met-
rics, logs, and stack traces, it retains core diagnostic capabilities
even without specific data modalities. The resilience enables OS-
cope to operate effectively in data-constrained environments while
remaining compatible with real-world operational settings.

6.3.3  Flexibility. The modular design of OScope provides signifi-
cant flexibility, enabling users to tailor the framework to specific
application requirements without compromising overall diagnostic
effectiveness. For instance, the retrieval strategy can be customized
to align with the characteristics of domain-specific data. Notably,
the Knowledge Aligner requires only a lightweight fine-tuning pro-
cess using a small-scale model, which can be reused across diverse
diagnostic scenarios. Moreover, the components within OScope are
designed to be compatible with more advanced LLMs, facilitating
seamless integration and supporting future scalability.

6.4 Threats to Validity

6.4.1 Internal Threats. To mitigate the impact of potential instabil-
ity of LLMs and to account for variability across evaluation runs, we
conducted three independent experimental rounds for OScope and
the baselines. Moreover, all baseline implementations strictly ad-
hered to the corresponding code repositories and papers, carefully
verifying their correctness by two independent authors. Further-
more, OScope adopts a data-driven approach. While OScope can
operate with any individual modality, accurate diagnosis becomes
challenging if all data sources are unavailable or if specific failures
do not produce observable anomalies in the collected data. This
limitation is widely acknowledged in prior works [17, 53]. In ad-
dition, we leverage a CoT reasoning strategy, employing SOPs as
inference templates, supplemented with few-shot examples and
confidence scoring to iteratively test and refine prompts [27]. While
our manually designed prompts have demonstrated effectiveness, a
direction for future work is the exploration of prompt optimization
techniques, such as incorporating self-reflection mechanisms [29].

6.4.2 External Threats. We conducted a comprehensive evaluation
of OScope and baselines using a real-world failure dataset provided
by Alibaba. The dataset was prepared with domain experts from the
Infrastructure and Stability Engineering team, who have substantial
experience and practices in failure labeling. To ensure the reliability
of the ground-truth labels, each failure case was independently
reviewed by at least three experts. The dataset comprises failure
cases collected across multiple businesses, offering diverse failure
scenarios. In future work, we plan to expand this dataset further to
enable a more thorough assessment of generalization performance.

7 Related Work
7.1 Traditional Methods

Traditional failure diagnosis techniques can be broadly categorized
based on the modality of data they utilize, encompassing metrics,
logs, traces, and multimodal data.

e Metric-based Methods [11, 19, 25, 36]: Some methods [25, 36]
typically involve extracting statistical or temporal features from
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Figure 10: A case: memory leak failure diagnosed by OScope.

time series data to train classification models for failure type iden-
tification and root cause localization. In addition, graph-based tech-
niques [11, 19] leverage telemetry data, such as Remote Procedure
Call (RPC) data, to construct causality graphs, employing algorithms
like random walk to identify root causes.

e Log-based Methods [22, 30, 46, 47, 51]: Log analysis is widely
used in diagnosing failures by detecting anomalous or infrequent
log patterns. For instance, LogCluster [22] applies clustering al-
gorithms to detect anomalous events. Cloud19 [46] investigates
cloud logs to identify anomalous patterns during failed executions
of cloud OS.

e Trace-based Methods [20, 42, 43, 53, 55]: These methods fo-
cus on analyzing traces to capture anomalous patterns. For ex-
ample, MEPFL [53] extracts features reflecting service interactions
to predict latent errors, localize faulty microservices, and deter-
mine fault types in production microservice applications. Other
approaches [20, 55] utilize stack trace mining to diagnose software
crashes and identify failure code paths.

e Multimodal Methods [4, 17, 31, 41, 44, 49]: To improve diagnostic
robustness, multimodal methods integrate heterogeneous observ-
ability data into a unified diagnostic framework. Typically, these
methods [41, 44, 49] involve transforming all data modalities into
event sequences to facilitate anomaly detection and root cause
analysis.

Nevertheless, none of the approaches offer explainable insights
into the reasoning process behind results within the OS context,
thereby limiting their practical utility for OCEs in failure diagnosis.

7.2 LLM-based Methods

With the advancement of LLMs, a growing body of research has
explored their application in failure diagnosis, leveraging their
strong capabilities in natural language understanding, reasoning,
and multi-source information synthesis.

ReAct-based agents have been employed autonomously to or-
chestrate root cause analysis [28, 34]. mABC [50] adopts agents
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organized in a blockchain-inspired polling structure to diagnose
failures through workflows. RCACopilot [2] aggregates runtime
diagnostic information and employs LLMs to infer the root cause
category of incidents. Flow-of-Action [27], a system based on SOPs,
guides the diagnosis process by summarizing typical diagnostic
steps followed by engineers to assist in root cause identification.
L4 [14] is a diagnostic framework trained on extensive log data, de-
signed to identify failure-indicating log content and streamline the
process. ScalaLog [48] is a log-based diagnosis method for IIoT sys-
tems, leveraging LLM-based summarization, sample augmentation,
and CoT prompting to improve accuracy without requiring model
retraining or log parsing. AutoFL [15] applies LLMs to analyze stack
traces, enabling failure localization across software repositories.
Additionally, LasRCA [7] leverages the collaboration of the LLM
and the classifier to localize the root cause. However, their lim-
ited incorporation of domain operational knowledge and absence
of interactive mechanisms significantly constrain their practical
applicability.

8 Conclusion

This study investigates the problem of failure diagnosis in OSes and
presents OScope, an LLM-based framework designed to enhance
the accuracy and efficiency of diagnosis. OScope identifies relevant
TSGs by extracting anomalous features from observable data and
performing semantic alignment with historical failure symptoms.
Furthermore, OScope leverages SOP templates to guide the diagnos-
tic process, retrieving relevant SOPs in chunks for verification and
correction, thereby improving the reliability of diagnostic results.
Finally, OScope generates diagnostic reports for OCEs and supports
HITL interactions to refine and validate the results. To assess its ef-
fectiveness, we conducted extensive evaluations on 101 OS failures
collected from Alibaba’s production environment. OScope has been
successfully deployed in a specific O&M system at Alibaba, signifi-
cantly improving the efficiency of failure diagnosis and resolution
by OCEs.
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