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Outline

What’s the incident life-cycle in microservice systems?

➔ Anomaly detection, failure triage, root cause localization

How to achieve the unification across multiple tasks?

➔ Anomalous deviation: the shared knowledge

Framework design

➔ Dependency-Aware Status Learning, Unified Failure Representation Acquisition, Unsupervised 

Solutions for Diagnostic Tasks 

Evaluation

➔ 2 popular microservice systems
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Microservice Systems
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Microservice systems have become an essential part of our daily lives



Incidents -> Unsatisfying customers -> Economic loss
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Impact of Incidents
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An Incident Life-cycle

OCEs call for an elegant and efficient unified modeling approach
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SSL
Self-supervised learning

Complexity

of the status of 
microservice systems

of representation 
obtained through SSL

Interpretability

of labels for 
downstream tasks

Scarcity

Challenges When Applying SSL



Outline

What’s the incident life-cycle in microservice systems?

➔ Anomaly detection, failure triage, root cause localization

How to achieve the unification across multiple tasks?

➔ Anomalous deviation: the shared knowledge

Framework design

➔ Dependency-Aware Status Learning, Unified Failure Representation Acquisition, Unsupervised 

Solutions for Diagnostic Tasks 

Evaluation

➔ 2 popular microservice systems
6



7

How to achieve unification 
across multiple tasks?

Unification

Is there any shared knowledge 
among AD, FT, and RCL?

What?

How to extract the shared 
knowledge effectively?

How?

?

Design Motivation



• ILD (instance-level deviation)

• K-dimensional vectors

• The fluctuations of each corresponding 
channel at instance level
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• Anomalous Deviation

• The difference between 
predictions/expectations 
and observations

• SLD (system-level deviation)

• K-dimensional vectors

• The fluctuations of each corresponding 
channel at system level

Aggregation

RQ1: The Shared Knowledge
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RQ1: The Shared Knowledge

Deviations Manifested in Anomaly Detection
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RQ1: The Shared Knowledge

Deviations Manifested in Failure Triage
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RQ1: The Shared Knowledge

Deviations Manifested in Root Cause Localization
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RQ2: How to Extract

• Channel Dependency

• Temporal Dependency

• Call Dependency
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ART Overview
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A Unified Unsupervised Framework 
for Incident Management in Microservice Systems



ART - Module #1
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Module #1 Dependency-Aware Status Learning



ART - Module #1
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Module #1 Channel Dependency



ART - Module #1
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Module #1 Temporal Dependency
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Module #1 Call Dependency



ART - Module #2
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Module #2 Unified Failure Representation Acquisition



ART - Module #3
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Module #3 Unsupervised Solutions for Diagnostic Tasks
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Evaluation: Performance
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Evaluation: Efficiency
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Evaluation: Ablation Study
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Conclusion
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• Motivation: OCEs call for an elegant and efficient unified modeling approach, 
addressing anomaly detection, failure triage, and root cause localization

• Challenge: complexity, interpretability, scarcity

• Solution: ART framework for incident management
• Dependency-Aware Status Learning, Unified Failure Representation Acquisition, 

Unsupervised Solutions for Diagnostic Tasks

• Evaluation: superior performance with comparable efficiency



Thank you!

26


