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MicroService architecture
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o Company business operations gradually scale up.

@ Enormous loss of system downtime.
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Start —— Execution

Executiun 2 Recorded Information

; tracelD | 3171c96e4£39¢950 :
! executionlD I ux2sdgeppdmlzzl5qdh3ldx3qldvoz |
: parentID | 61jtthdv7ydox6nlaieige3xg9d73jpf :
! start time | 1642226961687440 |

end time | 1642226961726055
function name | doCollectionPayFunc

' end service name :_ Service C
=

tracelD | 3171c96e4{39¢950
executionID ! sylsludinulOfi2smialwo8hiat4qScv |
parentlD i 6yam2kcjud6lrs2nvysdusliilzrgtaj

end time | 1642226961878004

I ! i
I ! i
I ! i
| | :
! start time | 1642226961827245 i
i i ;
¢ function name : doCnHectinnReceiveFunc :
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Trace Features

Execution 2 Recorded Information

tracelly | 3171c96e4139c950 ;
executionlD | | ux2sdgeppdmlzzl 5q4h3l4x3ql4voz
parent|» \ 6I1nhd\?\do\bnla\rlge}xn‘?d'ﬂi]pr
start time: ‘ 1642226961687440
end time } 1642226961726055
function name | doCaollectionPayFunc
1 end service name | Service C i

F!H’Il'“lll 8 l'!tmrded hlfnn'utmn

lmu.[D \ 3]7IL96\.413‘2L\)‘0
executionID | sylsludinul0fi2smialwoshiatdqSev |
6 H parentlD \ Gyam2kejudblis2nvysdus i3 agle) |

start lime | 1642226961827245

end lime ‘ 1642226961878004
function name | doCollectionReceivelune
+ end service name | Service A

T 3 {
v ~ :

@ Through calls between microservices, we can get invocation structure features.

@ Through time features in execution, we can calculate the processing time(PT) at
the services and the waiting time(WT) at the executions:

PT(E) = ST(6) — ET(5)
WT(5) = ET(5) — ST(5)
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Trace Features

We identify three types of
common anomalies:

processing time (PT),
waiting time (WT),

structural anomaly

() WT Anomalous (d) Structure Anomalous
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Existing trace-based anomaly detection methods and
weakness

Data structure Weakness
AEV B Long-short-term-memory Only foncus on time anomaly
detection

Trace Anomaly® Service trace vector Fewer features used and long
training time

But neither of them can perform such fine-grained anomaly detection,
or detection and root cause localization cannot be performed at the
same time.
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Challenge 1: Mixed normal and anomalous data

? Traces generated from company are mixed with anomalous traces.
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Challenge 1: Mixed normal and anomalous data

? Traces generated from company are mixed with anomalous traces.

e Ignore them and train straightly?

Learn the wrong pattern and decrease the recall.

THE IMPACT OF MIXED NORMAL AND ANOMALOUS DATA

F trained on | F} trained on

Approach cleaned data raw data Impact
MultimodalTrace [9] 0.809 0.337 0472
AEVB [10] 0.831 0.328 0.503])
TraceAnomaly [7] 0.828 0.385 0.443]
TraceCRL [11] 0.860 0.427 0.433]
Sage [12] 0.847 0.326 0.521)
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Challenge 1: Mixed normal and anomalous data

? Traces generated from company are mixed with anomalous traces.

e Ignore them and train straightly?
Learn the wrong pattern and decrease the recall.

@ Split the anomalous traces from the normal traces?

The traces are unlabeled.
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Challenge 2: Large data volume

? Traces are collected from a large-scale microservice system and
recorded in large volume.

3 million traces each day in a middle enterprise,

Takes more than 192 hours (8 days) to train the model
using one week data
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Challenge 2: Large data volume

? Traces are collected from a large-scale microservice system and
recorded in large volume.

@ Use partition to train model?

Loss many patterns and decrease the precision.

o Extract data using sampling strategies in statistical methods?

The amount of different categories varies greatly, making it difficult to
ensure the sampling is in accordance with the real data distribution.
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The framework of TraceSieve

To solve

To solve

Challenge 1 Challenge 2

Data Preprocessing Offline Training

Ty Inc tal
Feature Noise n;:::::': "
I Extraction Filtering | N : g
Historical Réitiies Denoised _ VGAE-EWC
Traces Data Semt Model
Online Detection e
Feature Anomaly Root Cause
Extraction Detection Q Localization
. == o _« M= = e
Online Featiias Detection Anomalous
Traces Results Services & Executions
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Feature extraction in the data preprocessing period

Data Preprocessing

Offline Training

Ty Incremental
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. e Training
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Feature extraction in the data preprocessing period

Three types of anomalies:
processing time (PT), waiting time (WT), structural anomalous

t
LN

Trace Feature Matrix (TFM)

Waiting Time | Processing Time Adjacency Matrix
WwT) 0 oftf{t]jofofo|ojolo]o
WTe) P 1{ofo|of{ofofolojofoe
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A trace The features of a trace
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Noise filtering in the data preprocessing period

Data Preprocessing

Offline Training

T g Incremental
Feature Noise nLrL!m_.n "
_ R Training
I Extraction Filtering | N :
Historical T Denoised _ VGAE-EWC
Traces Data Jrgm Model
”
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The detailed framework of noise filtering

) Ay (A((F))

Discriminator 2 = Ay (F)

Generator I :
| ________ A

Discriminator 1

Ay(F) ﬁ
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VGAE-EWC in the offline training period

Data Preprocessing Offline Training
Inc tal
Feature Noise n_lu_::::le: "
I Extraction A Filtering | N : L
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The detailed framework of VGAE-EWC

X -
A ) pA(Z) p pAID) =y A
a0 (Z1G)
éCN - N%K
F | wp N F
Nx2 Pe(FIA,Z) » N x 2

@ Use the incremental training strategy called Elastic Weight
ConsoUidation (EW ()Pl and the focus is on minimizing the loss
function as follows:
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Anomaly detection in the online detection preprocessing

period

Data Preprocessing Offline Training
Feature Noise Increfn?nlal
. gaii Training
I Extraction Filtering |N :
Historical Features Denoised VGAE-EWC
Traces Data e . = Model
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The details of anomaly detection

@ TraceSieve trains a fine-tuned VGAE-EWC model for online detection
of anomalies in new trace data.

@ Use negative log-likelihood (NLL) as an anomaly score to each
trace to discern whether it is anomalous:

NLLg = —10g pimodel (G)
pg(G,N,z)]
= —logEq¢(z|G,N) | ————=
glgd(2|G, )[q¢(z|G,N)

1 ZL:pa(NA,X,ZU))
L~ qs(2D|G, N)

~ —log

@ Use the p-value approach to distinguish anomalous score and set the
p-value threshold at 0.001.
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Root cause localization in the data preprocessing period

Data Preprocessing Offline Training
Feature Noise Incre!m_:mul
. e Training
I Extraction Filtering | N :
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Online Detection
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Root cause localization in the data preprocessing period

@ The mission of root cause localization is to identify the root
microservice that caused the system failure.

@ Use the physical significance of the trace feature matrix to
achieve root cause localization:

o |dentify the trace feature matrix with the longest common invocation
path with the homogeneous trace feature matrix of the anomalous
trace.

e Use the z-score normalization strategy to measure the abnormality of
the values in the anomalous trace's trace feature matrix:

Anomaly Score(x;) = aﬁ;jﬂ;
o = 2ien T

¥ N
o — 2ien (@i — pre)?

’ N
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@ Evaluation
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Dataset 1 Public dataset provided by CloudWise

Type Records  Failures

training set 23520998 1191820

Dataset 2 An e-commerce company

Type Records  Failures
training set 36705835 8442
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Baseline

Trace Anomaly Detection

CFGel
cppl
AVEBU

MultimodalTrace!?

TraceAnomaly
TraceCRLMY

3]

Root Cause Localization
MEPFLB

Trace Anomaly!?!
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MicroRank!'Y
(11]
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The effects of different methods in trace anomaly

detection on Dataset 1

Method Precision Recall F-score | Training Time(h)
CFG! 0.652 0.749 0.697 90
CpPDl 0.478 0.682 0.562 96
MultimodalTrace? 0.747 0.807 0.776 126.7
ABEV BU 0.634 0.687 0.659 683.2
Trace Anomaly!®) 0.867 0.819 0.842 315
TraceCRLY 0.895 0.824 0.874 159.6
o TP
;DTEE"LSZOTL = m
-~ TP
recall = Trion

precision - recall
F; —score =2x —m
precision + recall
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The effects of different methods in trace anomaly

detection on Dataset 2

Method Precision Recall Fj-score | Training Time(h)
CFG! 0.610 0.722  0.661 46
cpPDU] 0.443 0.634 0522 48
MultimodalTracel? | 0.580 0.700  0.634 62.8
AEV BU 0.610 0.684  0.645 314.2
Trace Anomaly!® 0.805 0.722 0.761 139.1
TraceCRLY 0.829 0.769  0.808 165.2
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The precision of different methods in root cause

localization on Dataset 1

Method Precision@1 Precision@2 Precision@3
MEPFLE 0.41 0.47 0.53
Trace Anomalyl® 0.65 - -
TraceRC AV 0.69 0.72 0.79
MicroRank!!"] 0.76 0.83 0.88
Sagell] 0.82 0.86 0.92
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The precision of different methods in root cause

localization on Dataset 2

Method Precision@1l Precision@2 Precision@3
MEPFLE 0.32 0.41 0.49
Trace Anomalyl® 0.60 - -
TraceRC A 0.67 0.68 0.73
MicroRank!!Y) 0.72 0.83 0.85
Sagell] 0.80 0.84 0.86
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Ablation Study

Dataset Method P R 31 Time(h)
w/o NFC | 0.927 0.941 0.932 4.1

Dataset 1 | w/o ITS | 0.975 0.986 0.980 | 160.1
w/o NFC | 0.894 0.903 0.898 7.3

Dataset 2 | w/o ITS | 0.929 0.948 0.938 200.3
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© Conclusion
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Conclusion

@ We propose TraceSieve, a trace anomaly detection method to
accurately detect anomalies for large-scale microservice system.

@ Noise filtering component and incremental training strategy are
combined to achieve accurate trace anomaly detection and less
training time at the same time.

o Extensive evaluation experiments demonstrate that TraceSieve
achieves more accuracy to other trace anomaly detection methods,
and significantly outperforms existing methods in the speed of model
training.
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