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Cloud Databases
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OLTP Database

• Stability -> Constant Monitoring -> Diagnosis Slow Queries 

Large Scale, 
China & Many Regions



Slow Queries

Slow queries result from internal reasons:
• complexity of SQL
• lack of indexes 

• poorly-written SQL statements...
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Intermittent Slow Queries (iSQs) 
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Intermittent Slow Queries (iSQs) 

Slow queries result from external reasons:
• Intensive workload 
• Host I/O bottleneck 

• Accompanying slow SQL...
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Definition of iSQs
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Xt : one particular query execution time

Thresholds are set empirically on Alibaba Database 



Impact of iSQs
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Most of iSQs are interactive queries

iSQs -> Poor user experience -> Revenue loss



Diagnosing Root Causes of iSQs in the Cloud
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DB Instance

Physical Machine

Multiple database instances may reside on the same physical 
machines, which can cause resource contentions. 



Diagnosing Root Causes of iSQs in the Cloud
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Complexity infrastructures of cloud databases make it harder 
for DBAs to diagnose root causes of iSQs.

Instance Migrations

Database Expansions

Storage Decoupling...

CPU

Network

I/O...

Resource Type Cloud Features 



Outline

What's iSQ? 

Why it's challenging?

How to diagnose it?

Evaluation
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Challenge1: Anomaly Diversity
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Current binary anomaly detectors generally overlook and over-
generalize the types of anomalies. 

Different types of database Key Performance Indicators (KPIs)



Challenge2: Labeling Overheads 
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Manually labeling root causes is massive work; 
Reproducing known root causes in a testbed is not feasible.

Tens of thousands of iSQs per day in Alibaba Database

Scan hundreds of KPIs to find out the root cause of an iSQ



Challenge3: Interpretable Models 
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An inevitable trade-off exists between a model's accuracy and 
its interpretability to human.

Being able to explain or narrate what causes the problem
when it arises is essential in cloud databases 



iSQUAD

Intermittent Slow Queries 
Anomaly Diagnoser
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iSQUAD Overview
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Anomaly Extraction
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KPIs are important to locate iSQs' root causes. 
The anomaly types of KPIs should be paid attention to. 



Anomaly Extraction
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Multiple KPIs
Spike

Level-Shift

Anomaly

Robust Threshold [SIGMOD 2018]

T-Test

Light-Weight Method

Anomaly Method F1-Score (%) Time (s)

Spike
Robust Threshold 98.7 0.19

dSPOT [KDD 2017] 81.0 15.11

Level-Shift
T-Test 92.6 0.23

iSST [ISSRE 2018] 60.7 6.06



Anomaly Extraction
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KPI anomalies are highly correlated. 
e.g. docker.cpu-usage (instance) -> cpu.usage (host)



Dependency Cleansing
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Based on the association rule mining between two KPIs to 
determine whether the two KPIs have a correlation

Method Precision (%) Recall (%) F1-Score (%)

Confidence 90.9 100 95.2 

MI [Sigmod 2016] 100 40 57.1 

Gain Ratio [Infocom 2016] 87.5 70 77.8



Dependency Cleansing

CPU I/O
iSQ1

iSQ2

iSQ3

iSQ4

iSQ5

Anomaly Extraction

CPU I/O
iSQ1
iSQ2

iSQ3

iSQ4

iSQ5

TOPIC: Type-Oriented Pattern Integration 
Clustering 

23

Case #1: iSQ1
In Cluster C1: iSQ1, iSQ2
Subspace:

Root Cause: DBA Labeling

BCM Illustration
Historical Intermittent 
Slow Queries & KPIs

TOPIC

CPU I/O
iSQ1
iSQ2

iSQ3
iSQ4

iSQ5

C1

C2

C3

Similar symptoms are correlated to the same root cause. 



TOPIC: Type-Oriented Pattern Integration 
Clustering 

• KPI Type – KPIs are classified into eight types by DBAs 
• Anomaly Pattern – Similarity calculate by matching coefficient  
• Clustering key idea – hierarchically merge similar pattern
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Bayesian Case Model (BCM) is a framework for extracting 
prototypical cases and feature subspace [NeurIPS 2014]. 



BCM Illustration
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• Initial labeling root cause
• Visualization case and 

feature (anomaly KPI) 
subspace
• New coming iSQ's root 

cause modification 
• Labeling new clusters 



iSQUAD Runs in Alibaba Cloud Database  
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iSQUAD Accuracy
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Root causes are not included in DBSherlock [Sigmod 2016]

iSQ ground truth labeled by DBAs End to end performance



More in Our Paper

• iSQUAD Efficiency 
• BCM Effectiveness 
• Parameter Sensitivity 

• Contribution of Components
• Multiple Root Causes 
• Generality of iSQUAD
• Root Causes to Actions 

30



Conclusion

• Motivation: identify the problem of Intermittent Slow Queries in 
cloud databases 

• Challenge: anomaly diversity, labeling overheads, interpretability

• Solution: iSQUAD framework for iSQs root cause diagnosis 
• Anomaly Extraction, Dependency Cleansing, TOPIC, Bayesian Case Model 

• Deployment: iSQUAD runs in Alibaba Cloud Database 
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