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Domain Name System
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www.example.com DNS 12.34.56.78

DDoS Spoofing Other Exploits

Attacks against DNS infrastructure itself  are much easier to be noticed
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Enterprise LAN Internet

DNS



Domain Name System
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Enterprise LAN Internet

Attacks to transmit messages through DNS channel are difficult to be detected

HTTP

DNS

Security Tools

Set & Forget

?



DNS Lookups
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Host
(192.168.227.223)

Local DNS Server
(192.168.64.1)

19-Nov-2019 15:30:39.330 client 
192.168.227.223\#1042:
query: www.google.com. IN A + (192.168.64.1)

19-Nov-2019 15:30:41.441 client 192.168.227.223\#1042:
UDP: query: www.google.com IN A
response:
NOERROR + www.google.com. 1887 IN A 172.217.164.100;

google.com.
Nameserver

Enterprise LAN Internet

Iterative
DNS Query



... query: querieddomainname.com. IN A ...

Enterprise LAN Internet

Host with Critical 
Information

Local DNS
Server

evildomain.com.
Nameserver

Controlled By Receiver

... query: <encoded_credit_cards_information>
.evildomain.com. IN A ...

... response: NOERROR  ...

Iterative
DNS Query

Decode <encoded_credit_cards_information>

DNS Covert Communications
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Data Exfiltration
Encoded
Payloads



Enterprise LAN Internet

... query: rohgoruhgsorhugih.nl. IN A ...

C&C 
Server

... response: < encoded command > ...

Compromised 
Host

Local DNS
Server

rohgoruhgsorhugih.nl.
Nameserver

Controlled by Attacker

Iterative
DNS Query

DNS Covert Communications
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C&C
Communications

DGA Domains



Idea
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Data Exfiltration Encoded
Payloads

C&C
Communications

DGA Domains

Machine Learning

Classification Results

Modular machine learning detection models
• Including supervised & unsupervised models
• Most suitable model will be applied
• Each model can be adjusted individually
• Low overhead on model tuning or re-training

• Be able to detect multiple types of threats
• Easy to deploy
• Low overhead

• Generic
• Flexible



System Overview
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Data Parsing Blacklist Feature 
Extraction

WhitelistManual 
InvestigationVisualization

Input

Processing Detection

Investigation
Feedback

Threats 
Detection

Output

D2C2 (D2C2): Detecting DNS Covert Communication
A practical framework with modular detection models

to detect covert communication in DNS traffic in enterprise environments
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Data Parsing Blacklist Feature 
Extraction

WhitelistManual 
InvestigationVisualization

Input

Processing Detection

Investigation
Feedback

Threats 
Detection

Output

Processing Stage
• Parsing raw data
• Extracting user demographics
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Data Parsing Blacklist Feature 
Extraction

WhitelistManual 
InvestigationVisualization

Input
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Investigation
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Threats 
Detection

Output

Detection Stage
• Blacklist filters the logs
• Extracting features from logs
• Detecting anomalies by machine-learning

models
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Data Parsing Blacklist Feature 
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Data Exfiltration Detector

DGA Detector

Aggregation

Outlier Detector

Output
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Data Exfiltration Detector

DGA Detector

Aggregation

Outlier Detector

Output

Malicious Samples

Fe
ed

ba
ck

InputThreat Scenarios
• Data Exfiltration
• C&C Communication (commonly seen as DGA)
• Other rare threats

Modular Detectors
• Supervised for known and common attacks
• Unsupervised for unknown and rare attacks
• Running in series



System Overview
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Data Parsing Blacklist Feature 
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WhitelistManual 
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Investigation
Feedback

Threats 
Detection

Output

Investigation Stage
• Whitelist filters the logs
• Manually check results & feedback
• Visualized results on detected results

False
True



Evaluation Setup

Deployment
• In a large enterprise environment
• Including servers in IDC & 

desktops/laptops in office networks
• More than 25,000 hosts
• 100 millions DNS logs per day on average

Data
• One-month deployment data trace of

over 5 billion logs
• A labeled dataset of 764k logs contains

known attack examples to test
performance & overhead

• Blacklist
• Whitelist
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Model
• Random forest
• Support Vector Machine
• Multi-layer perceptron

• Isolation forest
• X-means



Dataset Statistics
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Deployment Data Trace
• One-month dataset of over 5 billion logs
• 3 billion queries
• 90% queries are A/AAAA queries

Blacklist/ Whitelist
• By operators & website ranking

Historical Labeled Data Trace
• Labeled & verified by operators
• 764k logs



Evaluation on labeled dataset
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Evaluation Results
Model
• Random forest
• Multi-layer perceptron 
• Support Vector Machine
• Isolation forest
• X-means

Dataset
• In the same enterprise
• 764k logs

Results
• RF & MLP have better performance
• iForest has better performance

Label
• Labeled & verified by operators



Evaluation on labeled dataset
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Evaluation Results

Overhead

Model
• Random forest
• Multi-layer perceptron
• Support Vector Machine
• Isolation forest
• X-means

Results
• Average input: 1,200 logs/s
• All models have fast processing speed
• SVM’s speed drops when size increases

*

Dataset
• In the same enterprise
• 764k logs

Label
• Labeled & verified by operators

O(n2)



Deployment Results
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Dataset
• One-month dataset of over

5 billion logs
• Models chosen based on

performance & overhead

Evaluation Results
Model
• Random forest
• Multi-layer perceptron
• Isolation forest
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Dataset
• One-month dataset of over

5 billion logs
• Models chosen based on

performance & overhead

Evaluation Results
Model
• Random forest
• Multi-layer perceptron
• Isolation forest

Results
• High precision over 0.92
• Low False Alerts



Deployment Results

Dataset
• One-month dataset of over

5 billion logs
• Models chosen based on

performance & overhead

Evaluation Results
Model
• Random forest
• Multi-layer perceptron
• Isolation forest

Results
• High precision over 0.92
• Low False Alerts

Visualization
• Detected 4,000 anomalous logs/day
• Found 7 compromised hosts based

on merging and visualization
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▪ A practical, flexible and end-to-end ML-based framework

▪ Detecting threats in enterprise environments, generic, easy to deploy

▪ Modular detection models, flexible

▪ Deployment in a real-world enterprise

▪ One-month dataset of over 5 billion logs

▪ 4,000 anomalous logs detected per day and high precision

▪ Low overhead

▪ Visualized results, 7 compromised hosts found
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Summary

Thanks!
And Questions.

Ruming Tang: trm14@tsinghua.org.cn


