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Abstract Benefit from the rapid development of natural language processing and machine learning
methods, log based automatic anomaly detection is becoming increasingly popular for the software and
hardware systems in cloud datacenters. Current unsupervised learning methods, requiring no labelled
anomalies, still need to obtain a large number of normal logs and generally suffer from low accuracy.
Although current supervised learning methods are accurate, they need much labelling efforts. This is
because the syntax of different types of logs generated by different software/hardware systems varies
greatly, and thus for each type of logs. supervised methods need sufficient anomaly labels to train its
corresponding anomaly detection model. Meanwhile, different types of logs usually have the same or
similar semantics when anomalies occur. In this paper, we propose LogMerge, which learns the
semantic similarity among different types of logs and then transfers anomaly patterns across these
logs. In this way, labelling efforts are reduced significantly. LogMerge employs a word embedding
method to construct the vectors of words and templates, and then utilizes a clustering technique to
group templates based on semantics, addressing the challenge that different types of logs are different
in syntax. In addition, LogMerge combines CNN and LSTM to build an anomaly detection model,
which not only effectively extracts the sequential feature of logs, but also minimizes the impact of
noises in logs. We have conducted extensive experiments on publicly available datasets, which
demonstrates that compared with the current supervised/unsupervised learning methods, LogMerge
achieves higher accuracy. Moreover, LogMerge achieves high accuracy when there are few anomaly

labels in the target type of logs, which therefore significantly reduces labelling efforts.
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Logs generated by the switch of vendor 4:

[SIF pica_sif] Interface te-1/1/11, changed state to down

[SIF pica_sif] Interface te-1/1/11, changed state to up

[OSPF] Neighbour (addr:X.X.X.X) on vlan20, changed state from Loading to Full
[OSPF] Neighbour (addr:X.X.X.X) on vlan20, changed state from Full to Down

[SIF] Vlan-interface vlan20, changed [SIF] Vlan-interface vlan20, changed state to up
state to down

Logs generated by the switch of vendor B:

%% 10IFNET/3/LINK_UPDOWN(]): GigabitEthernet1/0/10 link status is DOWN.

%% 10IFNET/3/LINK_UPDOWN(]): GigabitEthernet1/0/10 link status is UP.
%%100SPF/3/OSPF_NBR_CHG(I): OSPF 1 Neighbor (Vlan-interface20) from Loading to Full.
%%100SPF/3/OSPF_NBR_CHG(I): OSPF 1 Neighbor (Vlan-interface20) from Full to Down.
%% 10IFNET/3/LINK_UPDOWN(]): Vlan-interface20 link status is DOWN.

%%10IFNET/3/LINK_UPDOWN(]): Vlan-interface20 link status is UP.

Fig. 1 Examples of anomalous log sequences with different syntax but same semantics

generated by two switches of different vendors
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Original log sequences:

L1: Interface te-1/1/18, changed state to up

L2: Sent xrl got response 211 Reply timed out
L3: read error 104

L4: Interface te-1/1/32, changed state to down
L5: Interface te-1/1/32, changed state to up

L6: Interface te-1/1/32, changed state to down
L7: Interface te-1/1/32, changed state to up

L8: Vlan-interface vlan22, changed state to down
L9: Vlan-interface vlan20, changed state to down

Log templates:

T1: Sent * got response * Reply timed out
T2: Interface * changed state to up

T3: Interface * changed state to down

T4: read error *

T5: Vlan-interface *, changed state to down

Mapping logs to templates:
L1—T2,L2—T1, L3—~T4, L4—~T3, L5—~T2, L6—~T3,L7—~T2,
L8—T5,L9—~T5

Template sequences
T2, T1, T4, T3, T2, T3, T2, T5, TS

T3 and T5 have the same semantics but corresponding to different
templates, and only using template index cannot capture this feature.

Fig. 2 An example of mapping log sequences to
template sequences used in previously proposed
supervised log anomaly detection methods
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Table 1 Examples of Logs

F1 BERZEHM
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A Apr 13 22:48:46 2018 1D m SIF pica_sif Interface te-1/1/18, changed state to up
A Jan 5 14:54.07 2017 1D n FINDER xorp_rtrmgr Sent xrl got response 211 Reply timed out
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serial number: RD143210010213
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2.2 BHEEIR

BT H AR R I AR A5 e SCAS , U B
TTiE Y o g AT S5 A Be A A T Gk FALER 2= 2
TR S E RG2S AT A H A A0 A
M H 3T S 4 OB A A5 A R H T B Y
i 72 # 4r , HRE S MRS H A& BT R A0 F 4, HARLH
HHE T DL F — B /R W58 1 iR, “Interface
% changed state to up” J& “Interface te-1/1/18,
changed state to up”BLHR. AH L T R 46 H 3%, BEAR
O EE T AR R —“te- 11187 AR B T A
FAARFR Sy B s AR AR R I K — AR AN AL AT
PL /R “Interface te-1/1/18, changed state to up”iX
— HEWEE BT LR IR 53X — H & H B W A A R
AR HAR H A B, T “Interface te-1/1/32, changed
state to up” .

AR FT-Tree™ " 17 BU FT-tree
S — A" R 1) TR AN 25 A R A U 2 H A R
rh IR [ 5 A 20 G 2 A B B Y B R ) R K2 A
PRI 5 BBORE A 55 A 1 N H K rb U3 o 0 % e

A R A ORI T A IR H AR SRR R W,
FT-tree SCRpH 7 ) CMER PR BB A RS
TN &

3 LogMerge fEZ2

R TR DA R S H AR TR VA AN [T R 0
FRiETFES . AR SO T LogMerge SEHL S H & 28 7Y
10 S S AR AL ST B AR AT T IR A Y S bR U
ZJ5 sLogMerge % 2] J5 28 B () 5 8 B =0 IF 3 75 3|
HFR SR H a8 5w Al v, S8t Y HAR R A H &
0 S A TS R I DRAIE B AR 28 2 S ARG ) A5 A
BAT A5 v 1) ME B P AS 1K TE 4 A 48 LogMerge Y
HEARHE R DL B 45 A4S BB 43 1 Al 39 15 B
3.1 EEZEN

3 JE/RT LogMerge HJ¥ K584, LogMerge
G3R 2 A ERAY B AN GRS A RAE LA 4y AE B
LY HTB A  LogMerge B /GRS H A H br2k
AU H 5 B O L I T AR AR T i BRI O S R



5K MRS T 1] 2 B30 PO 20 T HREE S A I AL

783

i ) g FAR AN [r) S 7 O RE Al B, R ASE Al [ R AT R
e IR L 1) B X — R 2R P P A
B PR s B — > H SR AT LA 2 — > R 2Kl
mi LA S HAEE ), AT LS B R K ) i E
41| LogMerge ¥ iX — [n] i J7 51 L U 25 AU H 3% 19 K &
SRR IC  HARSER H AR 0 D i W AR id da A B Rl

AT CNN 5 LSTM 5 A [ 3 BE 25 W 2%, Il 2545
B — A1t H A5 28 AL 3 SR RS AR A R 2 K
MER 43, LogMerge # 4l I3 7 v B 78 2k H 37 )
e S5 1) 5 2 s 1) o 7 40 AR AR I A 1) S R R
DAL Wi e 2 H BP9 26 %, iR 275
H 750, )= A 4

) T . Offline Training Module N
| | Historical Logs Matching Logs to Templates and Clusters \I
1| of Source Type | | |
! - Vector Vector |
1 J . .

Construction Clusterin; !
: ]::1“ etmpltgte Templates Template g Cluster !
| Xlraction Vectors Centroids :
T ey |
|| Historical Logs : !
! of Target Type | | Matching Logs to Templates and Clusters ! Anomaly Labels I
N S , of Source Type A 4 |
! ; NN+LSTM| !
! ! Anomaly Labels CNN+LS [
\ ' of Target Type !
\ ! (Small Number) )

N | ’

T S S
|’ ___________________________ |'AI Matchi L T 1 d Cl .:__#__::) A I\ :
11 Online Logsof 111 ________ piching Logs to Tempates and & sters ... } Centroid ho.______.______ » | Detection ||
: i Target Type 1] i Sequences ! Model :
oLl emmTTTT Ttemoommt - - |
| |
O o
|
|
AY

E Alarms E !

Fig. 3 Architecture of LogMerge
Kl 3 LogMerge 2844

3.2 HEEHEREHFEE

U R RV R G AR A TR 26 78 H AR 15
EAERRES HEENERE T EAERR
MR R B AH T B TE AN 2.2 TR, B SRR R 0%
HERG BB TR 3 ko0 T B BB A9 X
BT PR AR B BRI L B8 B A A 5w R I
KW F2m , LogMerge B 56 F1| FH 4 FA5E H (A5 Al H 5
1A% B H 58 P 1E R HESD AE R I 2k 55 8 3R BASE Al
PR 3R] ) L IR TE L SR b A ERAR 1) &

Glo Ve Fil I 4= Jay 5 [ 43 fige A1 Jg 3 b F SCH 1
SHe 0 A5 K Y PR B 4 SR AR R RN B S Y PR ] R SOfR
SN T840 PR B 1 B AR A B ] 1) 0 S A B L
LR H b5 pRECH

J= D0 (X))whw, +b, +b, —logX,)?,
Fofw, s b, A R S i8] ] 0 AR
w0, AP R R B Ry bR SCR [ A R A
T SO s X R BAE) AR L] R SCHE B
BIRE(X R &R £ JEINALREL, 2 LA
(]2 ) s LT man

f(x)=

1, otherwise.

i1l GloVe AT LAAR #4345 i v 44> B 48] 1Y
i, LogMerge R R o 8 1] (4 35] ) & 2E 170
FUSR AN fie 2 ARAT LA B AL ) &, A SR A 22 5Xh

1< :
t; :wa{(i:LZ,”'),
n =

Forbroe, BRI LSS © AR w] RIS
ARG ¢ HERY(E . D IR TR LA B R E
b T7 2 AR i SO S B OR BE T ROk T REOAR
T 5 BT {4 T O 5% 5 PR Al 1 i HEBR T OH AR
EERr it AR

TR IR H AR AR A H AR IS H A AR
B AT A ML A LogMerge K 1 AR [R) i A 81 1)
BEREAT 15 JF .t TR 1 B R e 1R AR A T
{5 & . LogMerge & T B [a) i X BEAR 21T T & JF.
HARMIF - LogMerge 1 56 5 AN [ #5441 2 2 [i]
AIRR ECBE B 5 SR 5 R K -means 55355 X 4554 o]
AT RS s i . LogMerge I &> R K /9
O ) SR AR X — SR I HE Hh BT A AR AR 1)

TR B B 4 R T ARG H ARk
SF 2 R o ) B AR AT UE B AL — H SRS
AT LA S B — AN R e L ] B F 5.



784

HEIR S AR 2020, 57(4)

Original log sequences:

L1: Interface te-1/1/18, changed state to up

L2: Sent xrl got response 211 Reply timed out
L3: read error 104

L4: Interface te-1/1/32, changed state to down
L5: Interface te-1/1/32, changed state to up

L6: Interface te-1/1/32, changed state to down
L7: Interface te-1/1/32, changed state to up

L8: Vlan-interface vlan22, changed state to down
L9: Vlan-interface vlan20, changed state to down

Log template vectors:
T1: Sent xrl got response Reply timed out
[0.0066, 0.0093, ---, =0.0039, 0.0382]
T2: Interface te changed state to up
[-0.0377, 0.0075, ---, 0.0505, —0.0061]
T3: Interface te changed state to down
[-0.0406, 0.0102, ---, 0.0316, —0.0491]
T4: read error
[-0.0910, 0.0471, ---, =0.0074, 0.0084]
T5: Vlan-interface changed state to down
[-0.0396, 0.0092, ---, 0.0416, -0.0391]

Log cluster centroid vectors:

C1:[0.1044, -0.0854, -, =0.0689, 0.0298]
C2:[0.1010, -0.0561, ---, —0.0414, 0.0086]
C3:[0.0001, —0.0399, ---, =0.0682, —0.0080]

Mapping logs to cluster centroid vectors:

L1—T2,L2—Tl, L3—T4, L4—T3, L5—T2, L6—~T3,
L7—T2, L8—~T5, L9—~T5

T1—Cl1, T2—C2, T3—~C2, T4—C3, T5—~C2

Fig. 4 An example of mapping a syslog sequence to
its cluster centroid vector sequence
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Fig. 5 Anomaly detection model’s structure(the output
of the lower layer is the input of the higher layer)
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Table 2 The Detailed Information of Three Datasets
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The Number of The Number of
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PageRank 70115 40445
WordCount 26024 1690
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[
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:l The vector sequence of the cluster centroids calculated
__ from the first log sequence
I ‘ The vector sequence of the cluster centroids calculated
from the second log sequence

Fig. 6 Constructing cluster centroid vector sequences
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Fig. 7 Comparison of results when HDFS is

applied as the source type
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Fig. 8 Comparison of results when PageRank is

applied as the source type
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